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Introduction

Cloud Filer is an S3 file storage GUI client. Cloud Filer allows you to upload and
download files to cloud storage (e.g. Amazon or Google) and can be used as part of a
backup strategy. Cloud Filer uses TNO, pre-internet encryption and file name
obfuscation making access to your cloud data useless without the right password.

& Cloud Filer
File Transfer Help

E2 e

C:\Users\colin\Documents

= Eer )

- ’J [GC:Imybesﬂ)ud(etwihoddnamefDommenis

MName = Size Type Modified MName = Size Type Modified

& . Folder * . Folder

) burpsessions Folder 2014-05-10 08:15 ™ burpsessions Folder

= Giovedi Folder 2014-05-10 08:15 "'"_‘-Giovedi Folder

[ recabling_works.odt 20636 Document  2013-11-1119:52 [ recabling_works.odt 20636 Document  2014-05-1010:02
Restaurant L'Alambic.odt 12542 Document  2013-09-2915:28 Restaurant L'Alambic.odt 12542 Document  2014-05-10 10:02
g9 Sleep Away.mp3 4842585 Audic 2003-07-14 05:52 49 Sleep Away.mp3 4842585 Audio 2014-05-1010:02
7 test.py 1296 Text 2013-09-08 21:59 7 test.py 1296 Text 2014-05-1010:02
[E]testgg.odg 7998 Diagram 2013-09-14 08:21 [E]testgg.odg 7998 Diagram 2014-05-1010:02
= testpp.odp 13197 Presentation 2013-09-14 08:21 [ testpp.odp 13197 Presentation 2014-05-1010:02
&testss.ods 6799 Spreadsheet  2013-09-14 08:20 @testss.ods 6799 Spreadsheet  2014-05-1010:02
5 UserGuide.pdf 258088  Document  2013-11-2315:01 = UserGuide.pdf 258088  Document  2014-05-1010:02

Uploaded testpp.odp
Uploaded testss.ods
Uploaded UserGuide.pdf

cd GC:/mytestbucketwithoddname/Documents
1=z GC:/mytestbucketwithoddname/Documents
lcd burpsessions

led ..

cd burpsessions

cd Documents

cd GC:/mytestbucketwithoddname/Documents
1z GC:/mytestbucketwithoddname/Documents

1z GC:/mytestbucketwithoddname/Documents/burpseszions

1= GC:/mytestbucketwithoddname/Documents/burpsessions/Documents
Deleted file Doc‘m.ents,-"burpsessions,-"Doc‘;l.rr.ent,s,f'b'er_session_state_'l..zip
cd GC:/mytestbucketwithoddname/Documents/burpsessions/Documents
1s GC:/mytestbucketwithoddname/Documents/burpsessions/Documents

m
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Getting Started

Cloud Filer can be used with any cloud storage service that supports the Amazon S3
interface such as:
*  Amazon AWS

* Google Cloud Storage

Before you can use Cloud Filer you need to sign up for the use of a cloud storage service
such as Amazon AWS. S3 cloud storage services use two keys to authenticate your
connection to the service: the Access Key and Secret Key and you need these keys to
connect to a storage service with Cloud Filer.

Where are my Keys?

In Amazon AWS your keys can be found by logging in to the AWS cloud console, clicking
on your user name to the top right and selecting Security Credentials:

N. Virginia ¥  Support ~

es My Account rce Groups
Administration & Security Application Servic Billing & Cost Management  [e group is a collection of
il.. Directory Service 5QS & that share one or more tags.
" Managed Directories in the Cloud EF Message Queue { group for each project,
? Identity & Access u“ SWE pn, or environment in your
Management orkflow Servicel sign Out
Access Control and Key Management Application Compd
rs & Trusted Advisor < AppStream ;
W' 2ws cloud Optimization Expert < Low Latency Application Streaming reate a Group Tag Editor
CloudTrail g Elastic Transcoder
* User Activity and Change Tracking Wy Easy-to-use Scalable Media Transcoding Additional RESOUTCES
= Config “=_
¥ Resource Configurations and Inventory Email Sending Service Getting Started
[ S P s CloudSearch ~ -

e e —fe bm ek ek

A warning will appear because we are copying the keys for the whole AWS account,
which is fine if you are using the account exclusively for S3 cloud storage.

Next expand the Access Keys section and copy and paste your keys somewhere safe on
your machine e.g. using KeePassX.
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From the Google Cloud console your keys can be found under Storage

Storage | Settings | Interoperability:

a0 gle

Overview
Permissions
APIls & auth
Monitoring
Source Code
Deploy & Manage
Compute
Networking
Storage
Cloud Bigtable
Cloud Datastore
Cloud S0OL
Cloud Storage

Settings

Big Data

Cloud Filer =

nteroperability

Default project for interoperable access

(] _isyn ur default project for interoperable access

Interoperable storage access keys

Access Key

Create a new key

© Nuvovis 2019 — All Rights Reserved
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Navigating Local Folders

The top left area of the Cloud Filer GUI shows the name of a local folder on your PC and
a list of the directories and files in that local folder:

Ci\sersicolin'\Documentsipython'boto-2. 15.0 -
Mame Size Type Modified
k. Folder
i hkin 4096 Folder 2013-10-1907:53
Flboto 12288 Folder 2013-10-19 0754
7 boto.egg-info 4096 Folder 2013-10-19 07:53
3 build 0 Folder 2013-10-1907:54
Fldocs i] Folder 2013-10-1907:53
= tests 4096 Folder 2013-10-1907:53
Changelog.rst o974 2012-07-221919
MAMIFEST.in 330 2013-07-23 01:02
PEG-IMFO 6085 2013-10-18 04:11
pylintre 8922 2013-07-22159:19
README.rst 4089 2013-10-09 22:26
setup.cfg 58 2013-10-18 04:11
= setup.py 4175 Text 2013-07-23 01:02

You can navigate your local machine by double-clicking on folders or by typing directory
names in the input field above the file list. If you click on the down arrow at the right-
hand end of the input field you can select from the history of visited directories.

You can also open a directory selection dialog box using the File | Open menu or the
Open toolbar button:

rFle ITAnsTeEr  Helpg

A HO

olin\Documentspyt

Chms
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Connecting to Cloud Storage

To connect to your cloud storage provider you can use the File | Connect menu or the
Connect toolbar button:

e =0 MEp

1 | | ﬁ @
CWse rpnnect Bmentsipyt

| Bl i i

Cloud Filer comes with the Amazon S3 and Google Cloud Storage services pre-
configured. To connect to Amazon or Google you just need to enter your Access Key and
Secret Key (see Where are my Keys under Getting Started above):

o Specify cloud connection *
Cloud Service: IGcmgIe Cloud v | Delete
Cloud Host: storage.googleapis.com
Short Mame: GC:
User
Access Key: ' '
Secret Key: ' '
[] save keys
Security B
[ | Emcrypt

Ok | @Cancel |
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To connect to any other S3 cloud provider select New. . . as the Cloud Service:

pecify cloud connection

Amazon 53
Google Cloud

Then enter the service name, the service's cloud host URL and a two character short
code to distinguish the service from other cloud services. For example to connect to the
environmentally friendly GreenQloud storage service use:

Add new cloud

GreenQloud

| | Qancel

© Nuvovis 2019 — All Rights Reserved
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Navigating the Remote Cloud Storage

When you first connect the top right area of the Cloud Filer GUI shows the Short Name
of the remote cloud service and a list of the S3 buckets in your cloud storage account.

G -
Mame Size Type Muedified
™ mytestbucketwithoddname 1 Bucket

Before you can upload any Files to the cloud if you don't have any buckets you need to
create an S3 bucket using the cloud storage provider’'s GUI. For example see

https://aws.amazon.com/s3/getting-started/

Creating a new remote folder can be done using Cloud Filer by using the right-click
action on the remote Ffile list. You can also delete files and folders using the Delete

right-click action.

Just like the local directory input field above the local File list the remote folder input
field shows the current remote path and provides a history of visited remote folder
locations. You can use the remote folder input Field to navigate the remote buckets and
folders or double-click on bucket or folder names.

© Nuvovis 2019 - All Rights Reserved
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Cloud File Transfer

Once you have navigated to a bucket or a folder within a bucket you can upload files or
directories from your local machine to the currently shown remote location. You can do
this by selecting the files or directories to upload in the left-hand local file list and using
the Transfer | Upload menu. Alternatively you can right-click on the locally selected

items and use the Upload pop-up menu action. For each file uploaded a dialog box will

show the upload progress:

loads »  GC:fmytestbucketwithoddname
Size Type Medified * 1| Name Size Ty
282 2013-09-16 18:30 & Fol
6688913 Executable 2013-09-17 19:40

SxjEVr.. 2729085 Archive 2013-10-20 05:07

WWR0... 2729085 Arc’ Cloud Filer - Upload 5z ||

p 84181 Arch

1004.... 1056768 Arch  Uploading wix37.exe
11233112 Exec

n32-p... 201234 Exec| NG

i5i 16228352 Arch

tgzg.. 1900544 Encr " cancal

i-1.8.3... 5017600 Arch

z 1821192 Exectraome UL LTI I70L
1343192 Executable 2013-10-20 09:33

exe 934728 Executable 2013-10-2005:19
21304464 Executable 2013-11-1917:12

fin32-... 11398572 Executable 2013-09-16 20:14 -

Documents/testpp.odp
Documents/testss.ods

You can cancel a file transfer while it is progress by clicking on the Cancel button on the
progress dialog box.

To download files or folders from the cloud navigate to the target local directory, select
the remote item or items to download and either use the Transfer | Download menu
or the right-click Dbownload action.

© Nuvovis 2019 — All Rights Reserved
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Encryption

When you connect to the remote cloud service you can specify that secure encryption
mode should be used by checking the Encrypt check box in the connection dialog:

= Specify cloud connection x
Cloud Service: IGDDg|E Cloud | Delete |
Cloud Host: storage.googleapis.com
Short Name: GC:
User
Access Key: B |
Secret Key:  |ssssssssssassssansasansasansnnansnsnsans | |

[] Save keys
Security

~ Encrypt
Password: e |

[ ] Save password

| Ok | | @Cancel |

Note that if you forget the password you use you will not be able to access any of the
files which were stored using the forgotten password. Ensure you have a fail-safe way of
remembering your password. For example you could generate and store a strong
password using KeePassX and back up the KeePassX database.

© Nuvovis 2019 — All Rights Reserved
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When you connect to a cloud service in encrypted mode you get visual confirmation that
you are connected securely from the green shield and green background for the remote
file and folder list on the right.

% Cloud Filer [-=
File Transfer Help
=l | E @
C:\Wsers\colin\Documents - ’i IGC:,‘nuvovistesﬂJudethomments
Name + Size Type Modified MName = Size Type Modified
& . Folder & . Folder
[ burpsessions Folder 2014-05-10 08:15 % burpsessions Folder
3 Giovedi Folder 2014-05-10 08:15 FE‘ Giovedi Folder
recabling_works.odt 20636 Docurment  2013-11-1119:52 recabling_works.odt 20636 Document  2013-11-11
Restaurant L'Alambic.odt 12542 Document 2013-09-2915:28 Restaurant L' Alambic.odt 12542 Document 2013-09-2¢
L Sleen Awav.mn3 4842585 Aundin 2008-07-14 0552 2 Sleen Awav.mn? 4B42585  Audin 2000-07-14

When you upload files or folders in secure mode each remote folder contains an
encrypted Ffile called _CFCl which holds the folder contents information, a folder called
_CFDn for each sub-folder and a file called _CFLn for each file. Without the password the
remote files and their names are just useless random noise. When you download files in
encrypted mode Cloud Filer decrypts the files and uses the original file name for your
local copy of the files. Your password and decrypted files never leave your local machine.

Go 816 Developers Console

< Cloud Filer Test

Overview

Home / nuvovistestbucket / _CFD0000001

APIs & auth NAME SIZE TYPE LAST UPLOADED
Permissions o

| Sfolder$ 108 application/octet-stream May 10,2014 8:26:35 AM
Settings
Support w| _CFCI 965B application/octet-stream May 10,2014 8:38:03 AM
App Engine I _CFD0000001/ - Folder -
Gompute Engine B _CFD0000002/ - Folder -

w| _CFLOD00O0O1 2017KB application/octet-stream May 10, 2014 8:35:04 AM

Storage browser
w| _CFLO000002 12.27KB application/octet-stream May 10, 2014 8:35:05 AM

Project dashboard

21 fE nnnnnng

A RIRKIR

annliratinn fnrtat_ctraam

Rdow 1N 2N1A 2-2R-ER ARKA

When you browse the remote folder Cloud Filer decodes the _CFClI file and you only see
the cleartext representation of the obfuscated encrypted remote folders and Ffiles. You
can see the cryptographic details here.

© Nuvovis 2019 — All Rights Reserved
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Proxy Settings

If you are behind a proxy server you can set the proxy settings using File | Settings:

.
- Settings

x

Proxy Server: “

Proxy Username: |

Proxy Password: |

© Nuvovis 2019 — All Rights Reserved
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