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NAME
smartd.conf — SMART Disk Monitoring Daemon Configuration File

DESCRIPTION
[This man page is generated for thendows version of smartmontools. It does not contain info specific to
other platforms.]

/usr/local/etc/smartd.conf is the configuration file for the smartd daemon.

If the configuration file /usr/local/etc/smartd.conf is present, smartd reads it at startup. If smartd subse-
guently recaies a HUP signal, it will then re-read the configuration file. If smartd is running inudeb
mode, then an INT signal will also makit re-read the configuration file. This signal can be generated by
typing <CONTROL-C> in the terminal windav where smartd is running.

In the absence of a configuration file smartd will try to open athitable deices (see smartd(8) man
page). A configuration file with a single line 'DEVICESCAN -a'auld have the same #&dct.

This can be annying if you hare an A/A or SCSI deice that hangs or misbebes when receing SMART
commands. Een if this causes no problems, you may be geddy the string of error log messages about
devices that carn’be opened.

One can woid this problem, andain more control eer the types ofwents monitored by smartd, by using
the configuration file /usr/local/etc/smartd.confThis file contains a list of déces to monitgrwith one
device per line. An rample file is included with the smartmontools distifion. You will find this sam-
ple configuration file in /usr/local/sh&/doc/smartmontools/. Br security the configuration file should
not be writable by arone lut root. The syntax of the file is as falls:

* There should be one dee listed per line, although you mayedines that are entirely comments or
white space.

* Any text following a hash sign '# and up to the end of the line Enté be a comment, and ignored.

» Lines may be continued by using a backslash '\' as the last non-whitespace or nhon-comment item on a
line.

* Note: a line whose first character is a hash sign '#' is treated as a white-space blank line, not as a non-
existent line, and will end a continuation line.

Here is an xample configuration file. K for illustratve purposes only; please dbnbpy it onto your sys-
tem without reading to the end of the DIRECTIVES Section bélo

B R R B B T T B A R R
# This is an example smartd startup config file

# lusr/local/etc/smartd.conf

#

# On the second disk, start a long self-test every

# Sunday between 3 and 4 am.

#

/dev/sda —a —-m admin@example.com,root@localhost
/dev/sdb —a -1 194 -1 5 —i 12 —=s L/../../7/03

#

# Send a TEST warning email to admin on startup.

#

/dev/sdc -m admin@example.com —M test

#

# Strange device. It's SCSI. Start a scheduled

# long self test between 5 and 6 am Monday/Thursday
/dev/weird —d scsi —s L/../../(1]4)/05

#

# An ATA disk may appear as a SCSI device to the

# OS. If a SCSI to ATA Translation (SAT) layer
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# is between the OS and the device then this can be
# flagged with the '—d sat’ option. This situation

# may become common with SATA disks in SAS and FC
# environments.

/dev/sda —a —d sat

#

# The following line enables monitoring of the

# ATA Error Log and the Self-Test Error Log.

# It also tracks changes in both Prefailure

# and Usage Attributes, apart from Attributes

#9, 194, and 231, and shows continued lines:

#

/dev/sdd -l error \
-l selftest \
—t\ # Attributes not tracked:
-1194\ # temperature
—-1231\ # also temperature
-19 # power—on hours

#

BHHHHHHH R

DEVICESCAN
If a non-comment entry in the configuration file is thettstring DEVICESCAN in capital letters, then
smartd will ignore ary remaining lines in the configuration file, and will scan forickes. If DEVICES-
CAN is not followed by ag Directives, then '—a' will apply to all diees.

DEVICESCAN may optionally be folleved by Directves that will apply to all déces that are found in
the scan. & example

DEVICESCAN —-m root@example.com

will scan for all deices, and then monitor them. It will send one emaitning per deice for ary prob-
lems that are found.

DEVICESCAN -H —-m root@example.com
will do the same, it only monitors the SMAR health status of the diees, rather than the defit '-a'.

Multiple '-d TYPE' options may be specified with DEVICESCAN to combine the scan results of more than
one TYPE.

Configuration entries for specific\dees may precede the DEVICESCAN entrifor example

DEFAULT —-m root@example.com
/dev/sda —s S/../../.102

/dev/sdc —-d ignore

DEVICESCAN -s L/../..1./102

will scan for all deices ecept /d&/sda and /dgsdc, monitor them, and run a long test between 2—3 am
every morning. Deice /dev/sda will also be monitoredubonly a short test will be run. Biee /dev/sdc
will be ignored. Vdrning emails will be sent for all monitoredvizes.

A device is ignored by DEVICESCAN if a configuration line with the samaocgename xists. A deice
name is also ignored if anothervite with same identify information éndor model, firmvare \ersion,
serial numberWWN) already gists.

DEFAULT SETTINGS
If an entry in the configuration file starts with DBELT instead of a deice name, then all direegs in
this entry are set as @eiits for the net device entries.

This configuration:
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DEFAULT -a -R5! -W 2,40,45 -1 194 —-s L/../../7/00 -m admin@example.com
/dev/sda

/dev/sdb

/dev/sdc

DEFAULT -H —-m admin@example.com

/dev/sdd

/dev/sde —d removable

has the samefefct as:

/dev/sda —a -R5! -W 2,40,45 -1 194 —s L/../../7/00 -m admin@example.com
/dev/sdb —a -R5! -W 2,40,45 -1 194 —s L/../../7/00 -m admin@example.com
/dev/sdc —a -R5! -W 2,40,45 -1 194 —s L/../../7/00 -m admin@example.com
/dev/sdd —H —m admin@example.com

/dev/sde —d removable —-H -m admin@example.com

CONFIGURATION FILE DIRECTIVES
The following are the Directies that may appear folling the dgice name or DEVICESCAN or
DEFAULT on ary line of the /usr/local/etc/smartd.conf configuration file. Note that thesee ddOT
command-line options br smartd. The Directves belav may appear in gnorder following the deice
name.

For an ATA device, if no Directves appeatthen the déce will be monitored as if the '—a' Diregti (mon-
itor all SMART properties) had beenvgin.

If a SCSI disk is listed, it will be monitored at the maximum implementedele roughly equialent to
using the '-H -I| selftest' options for aiAdisk. So with the xception of '-d', '-m’, '-I selftest’, '-s', and
'=M', the Directves belw are ignored for SCSI disks.oFSCSI disks, the '-m' Direeé sends a arning
emalil if the SMAR' status indicates a diskifure or problem, if the SCSI inquiry about disk staailsf or

if new errors appear in the self-test log.

-d TYPE
Specifies the type of thevlee. The walid aguments to this direstt are:

auto — attempt to guess theuee type from the dece name or from controller type info pro-
vided by the operating system or from a matching USB ID entry in the database. This is the
default.

ata — the deice type is AA. This prevents smartd from issuing SCSI commands to aAA
device.

scsi — the deice type is SCSI. This pvents smartd from issuing AA commands to a SCSI
device.

nvme[,NSID] - the deice type is NVM Express (NVMe). The optional parameter NSID specifies
the namespace id (in Xlepassed to the der. Use Oxfffffff for the broadcast namespace id. The
default for NSID is the namespace id addressed by thealeame.

sat[,auto][,N] - the device type is SCSI to PA Translation (SA). This is for ATA disks that

have a SCSI to AA Translation Layer (SAL) between the disk and the operating systemT SA
defines tvo ATA PASS THROUGH SCSI commands, one 12 bytes long and the other 16 bytes
long. The dedult is the 16 byte ariant which can bewverridden with either '-d sat,12' or '-d
sat,16'".

If '-d sat,auto’ is specified, wee type SA (for ATA/SATA disks) is only used if the SCSI
INQUIRY data reports a SA (VENDOR: "ATA ). Otherwise deice type SCSI (for
SCSI/SAS disks) is used.

usbcypess - this dece type is for AA disks that are behind a Cypress USB &I/ bridge.
This will use the AACB proprietary scsi pass through command. TheuwefSCSI operation
code is 0x24, it although it can beverridden with '—d ushypress,0xN', where N is the scsi oper
ation code, youeé running the risk of damage to thevide or filesystems on it.
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usbjmicon[,p][,X][,PORT] - this device type is for SAA disks that are behind a JMicron USB to
PATA/SATA bridge. The 48-bit AA commands (required e.g. for '—&mor', see bels) do not
work with all of these bridges and are therefore disabled byulefThese commands can be
enabled by '-d usbjmicron,x". If oadisks are connected to a bridge witlo tports, an error mes-
sage is printed if no PORis specified. The port can be specified by '-d usbjmicron[,x]JPOR
where POR is 0 (master) or 1 (ska). This is not necessary if thexdee uses a port multiplier to
connect multiple disks to one port. The disks appear under separdiec/dames then. G4
TION: Specifying ',x' for a déce which does not support it results in 1/O errors and may discon-
nect the drue. The same applies if the specified PlOdves not st or is not connected to a disk.

The Prolific PL2507/3507 USB bridges with older firare support a pass-through command sim-

ilar to JMicron and wrk with '=d usbjmicron,0'. Neer Prolific firmware requires a modified
command which can be selected by '-d usbjmicron,p’. Note that this does not yet support the
SMART status command.

usbpolific — this device type is for SAA disks that are behind a Prolific PL2571/2771/2773/2775
USB to SAA bridge.

usbsunplus - this dece type is for SAA disks that are behind a SunplusIT USB tar&Aridge.

sntasmedia — [NEW EXPERIMENAL SMARTD FEATURE] this deice type is for NVMe disks
that are behind an ASMedia USB to NVMe bridge.

sntjmicon[,NSID] - this deice type is for NVMe disks that are behind a JMicron USB to NVMe
bridge. The optional parameter NSID specifies the namespace idX)nphssed to the der.
The defult namespace id is the broadcast namespace fefffdRf

sntrealtek — [NEW EXPERIMENAL SMARTD FEATURE] this deice type is for NVMe disks
that are behind a Realtek USB to NVMe bridge.

aacraid,H,L,ID - [Linux, Windows and Cygwin only] the d&e consists of one or more
SCSI/SAS or SAA disks connected to an AacRaid controll@he non-ngative integgers H,L,ID

(Host numberLun, ID) denote which disk on the controller is monitored. In log files and email
messages this disk will be identified as aacraid_disk_ HH_LL_ID. Please see the smartctl(8) man
page for further details.

areca,N - [FreeBSD, Linux, Widows and Cygwin only] the déce consists of one or more BA

disks connected to an ArecaARAID controller The positve integer N (in the range from 1 to

24 inclusve) denotes which disk on the controller is monitored. In log files and email messages
this disk will be identified as areca_disk_XX with XX in the range from 01 to 24 imelu§tlease

see the smartctl(8) man page for further details.

areca,N/E - [FreeBSD, Linux, Wdows and Cygwin only] the d&ce consists of one or more

SATA or SAS disks connected to an Areca SAS RAID controlldre intgger N (range 1 to 128)
denotes the channel (slot) and E (range 1 to 8) denotes the enclosure. Important: This requires
Areca SAS controller firmere \ersion 1.51 or later

intelliprop,N[+TYPE] - the deice consists of multiple BA disks connected to an Intelliprop con-
troller. The intger N is the port number from 0 to 3 of th&AAdrive to be tageted. Please see
the smartctl(8) man page for further details.

imb39x[—q],N[,sLBA][,force][+TYPE] — [NEW EXPERIMENTAL SMARTD FEATURE] the
device consists of multiple SEA disks connected to a JMicron JMB39x RAID port multiplier
The sufix '-q' selects a slightly dérent command ariant used by some ® NAS devices.

The intgger N is the port number from O to 4. Please see the smartctl(8) man page for further
details.

ims56x,N[,sLB\][,force][+TYPE] - [NEW EXPERIMENTAL SMARTD FEATURE] the deice
consists of multiple SPA disks connected to a JMicron JMS56x USB taSARAID bridge. See
'imb39x..." abwe for \alid aguments.

ignore — the deice specified by this configuration entry should be ignored. Thisalime to
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ignore specific daces which are detected by a folimg DEVICESCAN configuration line. It
may also be used to temporary disable longer multi-line configuration entries. ThisvBireati
be used in conjunction with the other '-d' Direes.

remosable — the deice or its media is renvable. This indicates to smartd that it should continue
(instead of riting, which is the defult behaior) if the device does not appear to be present when
smartd is started. This directe also suppressesaming emails and repeated log messages if the
device is remoed after startup. This Diregé may be used in conjunction with the other '-d'
Directives.

WARNING: Removing a device and connecting a diffeent one to same interface is not sup-
ported and may result in bogus wanings until smartd is restarted.

-n POWERMODE[,N][,q]
[ATA only] This 'nocheck’ Directie is used to pxent a disk from being spun-up when it is peri-
odically polled by smartd.

ATA disks hae five different pever states. In order of increasingw®y consumption theare:

'OFF', 'SLEEP', 'SANDBY', 'IDLE', and 'ACTIVE'. Typically in the OFF SLEER and
STANDBY modes the disls platters are not spinning. But usuglty response to SMARcom-

mands issued by smartd, the disk platters are spun up. So if this option is not used, then a disk
which is in a lev-pover mode may be spun up and put into a higimarer mode when it is peri-
odically polled by smartd.

Note that if the disk is in SLEEP mode when smartd is started, thewotwespond to smartd
commands, and so the dislomit be rgistered as a dee for smartd to monitor If a disk is in
ary other lav-power mode, then the commands issued by smartdgister the disk will probably
cause it to spin-up.

The '-n' (nocheck) Directe specifies if smartds periodic checks should still be carried out when
the deice is in a lav-power mode. It may be used to peat a disk from being spun-up by peri-
odic smartd polling. The alloved \alues of PWVERMODE are:

never — smartd will poll (check) the deice regardless of its pmer mode. This may cause a disk
which is spun-dan to be spun-up when smartd checks it. This is theadéfbehaior if the '-n’
Directive is not gren.

sleep — check the dé&ce unless it is in SLEEP mode.

standby — check the giee unless it is in SLEEP or S8NDBY mode. In these modes most disks
are not spinning, so if youamt to preent a laptop disk from spinning up each time that smartd
polls, this is probably what youanmt.

idle — check the dace unless it is in SLEERSTANDBY or IDLE mode. In the IDLE state, most
disks are still spinning, so this is probably not what yentw

Maximum number of skipped checks (in avjocan be specified by appending pesitnumber
""N'to POVERMODE (like '-n standhy5'). After N checks are skipped in aropovermode is
ignored and the check is performeghaay.

When a periodic test is skipped, smartd normally writes an informal log message. The message
can be suppressed by appending the option ',q' WERMODE (like '-n standhg’). This pre-
vents a laptop disk from spinning up due to this message.

Both ',N' and ',q' can be specified together

-TTYPE
Specifies hav tolerant smartd should be of SMARcommand dilures. The &lid aguments to
this Directive are:

normal — do not try to monitor the disk if a mandatory SMARommand dils, tut continue if an
optional SMAR commanddils. This is the defult.

permissive — try to monitor the disk/en if it appears to lack SMARcapabilities. This may be
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required for some old disks (prior toTA-3 revision 4) that implemented SMARbefore the
SMART standards were incorporated into th@AMTAPI Specifications. [Please see the
smartctl -T command-line option.]

-0 VALUE

[ATA only] Enables or disables SMARAutomatic Ofline Testing when smartd starts up and has
no further efect. The \alid aguments to this Directé are on and &f

The delay between tests isndorspecific, ot is typically four hours.

Note that SMAR Automatic Ofline Testing is not part of the PA Specification. Please see the
smartctl —o command-line option documentation for further information about this feature.

-S VALUE

Enables or disables Attuite Autosae when smartd starts up and has no furthdeef. The \alid
arguments to this Direate are on and &f Also afects SCSI déces. [Please see the smartctl =S
command-line option.]

-H [ATA] Check the health status of the disk with the SMARETURN SRATUS command. If this
command reports ailing health status, then dis&ilure is predicted in less than 24 hours, and a
message at loglel 'LOG_CRIT" will be logged to syslog. [Please see the smartctl —-H com-
mand-line option.]

[NVMe] Checks the "Critical \&@rning" byte from the SMARHealth Information log. If an
warning bit is set, a message at legléLOG_CRIT" will be logged to syslog.

-I TYPE

Reports increases in the number of errors in one of three SM@d®. The wlid aguments to
this Directive are:

error — [ATA] report if the number of A errors reported in the Summary SMARTrror log has
increased since the last check.

error — [NVMe] report if the "Number of Error Information Log Entries" from the
SMART/Health Information log has increased since the last check.

xerror — [ATA] report if the number of BA errors reported in the Extended Comprehensi
SMART error log has increased since the last check.

If both '—I error' and -l error' are specified, smartd checks the maximum of bathes.
[Please see the smartctl —| xeor command-line option.]
xerror — [NVMe] same as '-I error'.

selftest — report if the number odifed tests reported in the SMARSelf-Test Log has increased
since the last check, or if the timestamp associated with the most raiteshtést has increased.
Note that such errors will only be logged if you run self-tests on the disk (aadsitef test!). Self-
Tests can be run automatically by smartd: please see the '-s' érbetiov. Self-Tests can also

be run manually by using the '—t short' and 't long' options of smartctl and the results of the test-
ing can be obseed using the smartctl '-I selftest’ command-line option. [Please see the
smartctl —| and -t command-line options.]

[ATA only] Failed self-tests outdated by awer successfubx@ended self-test are ignored. The
warning email counter is reset if the numberaifeld self tests dropped to 0. This typically hap-
pens when anxéended self-test is run after all bad sectoretzeen reallocated.

offlinests[,ns] — [ATA only] report if the Ofline Data Collection status has changed since the last
check. The report will be logged as LOG_CRIT if theanstatus indicates an errowith some
drives the status often changes, therefore flihebts' is not enabled by '-a' Diregti

[Windows and Cygwin only] If ',ns' (no standby) is appended to this diegctimartd disables sys-
tem auto standby as long as affli®é Data Collection is in progress. See 'l selfteststs,nsvbelo

selfteststs[,ns] — [AA only] report if the Self-€st execution status has changed since the last
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check. The report will be logged as LOG_CRIT if thewngtatus indicates an error

[Windows and Cygwin only] If ',ns' (no standby) is appended to this diegcimartd disables sys-

tem auto standby as long as a Ses§fTis in progress. This pents that a Selfdst is aborted
because the OS sets the system to a standby/sleep mode when idle. Smartd chack-iterv
option) should be shorter than the configured idle timeout. Auto standby is not disabled if the sys-
tem is running on battery

sctec,READTIME,WRITETIME - [PA only] sets the SCT Error Reoery Control settings to the
specified alues (deciseconds) when smartd starts up and has no furtfest.eMalues of 0 dis-
able the feature, otheales less than 65 are probably not supported. RAID configurations,
this is typically set to 70,70 deciseconds. [Please see the smartctl —lc scoenmand-line
option.]

—-e NAME[,VALUE]
Sets non-SMAR device settings when smartd starts up and has no furthieccef [Please see the
smartctl ——set command-line option.] alid aguments are:

aam,[N|of] — [ATA only] Sets the Automatic Acoustic Management (AAM) feature.
apm,[N|of] — [ATA only] Sets the Adanced Paer Management (APM) feature.
lookahead,[on|d} — [ATA only] Sets the read look-ahead feature.

security-feeze — [AA only] Sets AA Security feature to frozen mode.

standby[N|off] — [ATA only] Sets the standby (spingdn) timer and places the de in the IDLE
mode.

wcade[on|off] — [ATA only] Sets the slatile write cache feature.
dsn,[on|of] — [ATA only] Sets the DSN feature.

-s REGEXP
Run Self-Bsts or Ofine Immediate @sts, at scheduled times. A Self- ofli@& Immediate &st
will be run at the end of periodicdee polling, if all 12 characters of the string T/MM/DD/d/HH
match the etended rgular expression REGEXP. Here:

T is the type of the test. Thales that smartd will try to match (in turn) are: 'L’ for a Long
Self-Test, 'S' for a Short Selfest, 'C' for a Coveyance Self-€st (ATA only), and 'O’ for an
Offline Immediate &st (ATA only). As soon as a match is found, the test will be started and
no additional matches will be sought for thatide and that pollingycle.

To run scheduled Selee#i Self-Tests, use 'n' for xé span, 'r' to redo last span, or 'c' to con-
tinue with net span or redo last span based on status of last test. FheahBe is based on
the first span from the last test. See the smartctl —t select,[neddjjcont] options for fur
ther info.

Some disks (e.g. WD) do not preserhe selectie self test log across wer g/cles. If state
persistence ('-s' option) is enabled, the last test span is medsrsmartd and used if (and
only if) the selectie self test log is empty

MM
is the month of the yeaexpressed with te decimal digits. The range is from 01 (January)
to 12 (December) inclugé. Do not use a single decimal digit or the match wilays il!

DD is the day of the monthxpressed with tew decimal digits. The range is from 01 to 31 inclu-
sive. Do not use a single decimal digit or the match wilvays il!

d is the day of the weekxpressed with one decimal digit. The range is from 1 (Monday) to 7
(Sunday) inclusie.

HH
is the hour of the dayvritten with two decimal digits, and gén in hours after midnight. The
range is 00 (midnight to just before 1 am) to 23 (11pm to just before midnight) weclui>o
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not use a single decimal digit or the match wilhalys il!

[INEW EXPERIMENTAL SMARTD FEATURE] If the reular expression contains substrings of
the form :NNN or :NNN-LLL, where NNN and LLL are three decimal digits, staggered tests are
enabled. Then a test will also be run if all 16 (or 20) characters of the string
T/MM/DD/d/HH:NNN (or T/MM/DD/d/HH:NNN-LLL) match the re gular pression. This
check is done for up to @en :NNN or :NNN-LLL found in the reggular epression. The time
used for the check is adjusted to the past such that tests of the ¥gsardrinot delayed, tests of
the second dve are delayed by NNN hours, tests of the thirdeddre delayed by 2*NNN hours,
and so on.

If LLL is also specified, delays are limited to LLL hours by calculating eachithdil delay as:
'((DRIVE_INDEX * NNN) mod (LLL + 1))".

Some @&amples follev. In reading these,dep in mind that inx@ended rgular expressions a dot
"." matches aw single characteland a parentheticakpression such as '(A|B|C)' denotesyamne
of the three possibilities A, B, or C.

To schedule a short Sele3t between 2—-3 amery morning, use:
-s S/..1..1./02
To schedule a long Selfe$t between 4-5 amvery Sunday morning, use:
-s L/..1.[7/04
To enable staggered tests with delays in three hour steps, use:
-s L/..1../7/04:003
To enable staggered tests with delays 0, 3, 6,9, 1, 4, 7, 10, 2, 5, 8, 0, ... hours, use:
-s L/../../7/04:003-010
To enable staggered tests with delays 0, 1, 2, ..., 9, 10, O, ... hours, use:
-s L/../../7/04:001-010
To schedule a long Selfe$t between 10—-11 pm on the first and fifteenth day of each month, use:
-s L/../(01]15)/./122
To schedule an @ine Immediate test aftevery midnight, 6 am, noon, and 6 pm, plus a Short
Self-Test daily at 1-2 am and a Long SedfsTeery Saturday at 3—4 am, use:
-s (O/..1..1.1(00]06|12[18)|S/../../.I01|L/..I../6/03)
To enable staggered Long Se#sts with delays in three hour steps, use:
-s (O/..1..1.1(00]06|12|18)|S/..1../.101|L/../../6/03:003)
If Long Self-Tests of a lage disks tak& longer than the system uptime, a full disk test can be per
formed by seeral Selectie Self-ests. ® setup a full test of a 1 TB disk within 20 days (one 50
GB span each day), run this command once:
smartctl —t select,0-99999999 ydeda
To run the net test spans on Monday—Friday between 12-13 am, run smartd with this/directi
-s n/..[../[[1-5]/12

Scheduled tests are run immediately feilog the rgularly-scheduled déce polling, if the cur
rent local date, time, and test type, match REGEXP. Bywudlfthe rgularly-scheduled déce
polling occurs eery thirty minutes after starting smartd.ale caution if you use the '-i' option to
malke this polling interal more than sixty minutes: the poll times may fo coincide with ay of
the testing times that youvespecified with REGEXP. In this case the test will be run foiiog
the net device polling.

Before running an difne or self-test, smartd checks to be sure that a self-test is not already run-
ning. If a self-test is already running, then this running self test will not be interruptedgio be
another test.

smartd will not attempt to run any type of test if another tesasvalready started or run in the
same hour

To avoid performance problems during system boot, smartd will not attempt to ruisemeduled
tests follaving the \ery first deice polling (unless '-q onecheck’ is specified).

Each time a test is run, smartd will log an entry to SYSLOGouYcan use these or the '—q
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shawvtests' command-line option teexify that you constructed REGEXP correctlyrhe matching
order (L before S before C before O) ensures that if multiple test types are all scheduled for the
same houyrthe longer test type has precedence. This is usually the desiretbbeha

If the scheduled tests are used in conjunction with state persistence ('=s' option), smartd will also
try to match the hours since last shutdo(or 90 days at most). If grtest would hare been
started during dentime, the longest (see al®) of these tests is run after secondakepolling.

If the '-n' directve is used and gntest would have been started during disk standby time, the
longest of these tests is run when the disk iv@etiin.

Unix users: please bare that the rules forxeended rgular expressions [egex(7)] are not the
same as the rules for file-name pattern matching by the shell [glob(7)]. smartd will issue harm-
less informational arning messages if it detects characters in REGEXP that appear to indicate
that you hae made this mistak

-m ADD
Send a wrning email to the email address ADD if the '-H', '=I error', efrar’, '-| selftest’, '-f,
'-C', '=U', or '-W' Directies detect aaflure or a n& error, or if a SMARI command to the disk
fails. This Directve only works in conjunction with these other Diregts (or with the equalent
default '—a' Directie).

To prevent your email in-box from getting filled up withawiing messages, by deft only a sin-
gle warning and (depending on '-s' option) daily reminder emails will be sent for each of the
enabled alert types. See the '-M' Direetbelav for details.

To send email to more than one ygdease use the follong "comma separated” form for the
address: userl@addl,user2@add2,...,userN@addN (with no spaces).

To test that email is being sent correctige the '-M test' Direot described belo to send one
test email message on smartd startup.

By default, email is sent using the system mail(1) command. In order that smartd find this com-
mand (normally /usr/bin/mail) thexecutable must be in the path of the shell airenment from
which smartd was started. If you wish to specify arpécit path to the mail xeecutable (for
example /usr/local/bin/mail) or a custom script to run, please use thexed@rectie belav.

[Windows only] On Whdows, the 'Blat' mailer (<http://blat.souceforge.net/>) is used by
default. This mailer uses a digrent command line syntax, see '-kée' belav.

If the file EXEDIR/smartd_mailezonf.psl is present and '-Mex' is not specified, the script
smartd_mailepsl is used instead. This script uses the Send-MailMessage cmdlet to send mail.
See EXEDIR/smartd_maileonf.sample.psl for info about the format of the configuration file.

Note also that there is a speciajanent <nomailer> which can begen to the '-m' Direote in
conjunction with the '-Mxec' Directve. Please see beldor an eplanation of its déct.

If the mailer or the shell running it producey &TDERR/STDOUT output, then a snippet of that
output will be copied to SYSLOG. The remainder of the output is discarded. If problems are
encountered in sending mail, this should help you to understand and fix them. Ifvgom&ia
problems, we recommend running smartd in dgbmode with the '-d' flag, using the '-M test'
Directive described bela

[Windows only] If one of the follwing words are used as the first address in the comma separated
list, warning messages are sent via WTSSendMessage(). This displays messsgerbthxe
desktops of the selected sessions. Address 'console’ specifies the console sessiacticeily
specifies the console session and allaatemote sessions, and 'connected’ specifies the console
session and all connected (aetior waiting for login) remote sessions. This is handled by the
script EXEDIR/smartd_arning.cmd which runs the tool EXEDIR/wtssendmsg.see also '-M
exec' belav).
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-M TYPE
These Directies modify the behgor of the smartd email varnings enabled with the '-m' email
Directive described alwe. These '-M' Directies only vork in conjunction with the '-m' Direo
and can not be used without it.

Multiple —M Directives may be gen. If more than one of the follding three —M Directies are
given (xample: —M once —M daily) then the final one (in tkaraple, —M daily) is used.

The \alid aguments to the —M Direate are (one of the folleing three):

once — send only one avning email for each type of disk problem detected. This is traultef
unless state persistence ('-s' option) is enabled.

daily — send additional arning reminder emails, once per dé&y each type of disk problem
detected. This is the daiilt if state persistence ('-s' option) is enabled.

diminishing — send additional avning reminder emails, after a one-day iragrthen a tw-day
interval, then a fouday intenal, and so on for each type of disk problem detected. Eachahterv
is twice as long as the mpiieus intenal.

If a disk problem is no longer detected, the internal email counter is reset. If the problem reap-
pears a ng warning email is sent immediately

In addition, one may add zero or more of the feiigy Directves:

test — send a single test email immediately upon smartd startup. Thiwaltme to erify that
email is deNered correctly Note that if this Directie is used, smartd will also send the normal
email warnings that were enabled with the '-m' Dinagtin addition to the single test email!

exec ATH - run the gecutable RTH instead of the dafilt mail command, when smartd needs
to send email. ATH must point to anx@cutable binary file or script.

[Windows only] The RTH may contain space characters. Then it must be included in double
quotes.

By setting RTH to point to a customized script, you can maknartd perform useful tricks when
a disk problem is detected (beeping the console, shuttiwg tlte machine, broadcastingima-
ings to all logged-in users, etc.) But please be careful. smartd will block until Xkeutable
PATH returns, so if younecutable hangs, then smartd will also hang.

The «it status of the xecutable is recorded by smartd in SYSLOG. Theeeutable is not
expected to write to STDOUT or STDERR. If it does, then this is interpreted as indicating that
something is going wrong with youxkecutable, and a fragment of this output is logged to SYS-
LOG to help you to understand the problem. Normaflyou wish to leae some record behind,

the executable should send mail or write to a file orice.

Before running the>@cutable, smartd sets a number ofwnonment \ariables. These gion-
ment \ariables may be used to control thee@itables behaior. The ewironment \ariables
exported by smartd are:

SMARTD_MAILER
is set to the gument of —M ®&ec, if present or else to 'mail’x@mples: /usr/local/bin/mail,
mail).

SMARTD_DEVICE
is set to the dace path (zample: /dg/sda).

SMARTD_DEVICETYPE
is set to the dece type specified by '—d' diree#i or 'auto’ if none.

SMARTD_DEVICESTRING
is set to the deace description. It starts with SMAR®_DEVICE and may be follwed by an
optional controller identification xample: /de/sda [SA]). The string may contain a space
and is N quoted.
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SMARTD_DEVICEINFO
is set to deice identify information. It includes most of the info printed by smartctl at b
uses a brief single line format. Thisvéte info is also logged when smartd starts up. The
string contains space characters and i Qoted.

SMARTD_FAIL TYPE
gives the reason for theanmning or message email. The possitdkigs that it tads and their
meanings are:
EmailTest: this is an email test message.
Health: the SMAR health status indicates immineatldire.
Usage: a usage Attrilte hasdiled.
SelfBst: the number of self-tegtifures has increased.
ErrorCount: the number of errors in th@MAerror log has increased.
CurrentRendingSector: one of more disk sectors could not be read and aednathe real-
located (replaced with spare sectors).
OfflineUncorectableSector: during Bfine testing, or self-testing, one or more disk sectors
could not be read.
Tempeature: Temperature reached critical limit (see —W dinez}i
FailedHealthChek: the SMAR' health status commandiled.
FailedReadSmartData: the command to read SNIAribute datadiled.
FailedReadSmartEarLog: the command to read the SMARrror log &iled.
FailedReadSmartSel$tLa: the command to read the SMARelf-test log diled.
FailedOpenDeice: the open() command to thevie failed.

SMARTD_ADDRESS
is determined by the addresg@ament ADD of the '-m' Direate. If ADD is <nomailer>,
then SMARTD_ADDRESS is not set. Otherwise, it is set to the comma-separated-list of
email addresses\gn by the ajument ADD, with the commas replaced by spacranfe
ple:admin@gample.com root). If more than one email addressvisngithen this string will
contain space characters and isTNQuoted, so to use it in a shell script you manivto
enclose it in double quotes.

SMARTD_ADDRCSV
[Windows only] is set to a comma-separated list of the addresses from
SMARTD_ADDRESS.

SMARTD_MESSAGE
is set to the one sentence summaarning email message string from smartd. This mes-
sage string contains space characters and & ¢N@ted. So to use $SMAR_MESSAGE
in a shell script you should probably enclose it in double quotes.

SMARTD_FULLMSGFILE
[Windows only] is the path to a temporary file containing the full message. The path may
contain space characters and isTNquoted. The file is created by the smartdrning.cmd
script and remeed when the mailer or commarnxits.

SMARTD_TFIRST
is a tet string gving the time and date at which the first problem of this typs meported.
This text string contains space characters and mdines, and is NO quoted. Br example:
Sun Feb 9 14:58:19 2003 CST

SMARTD_TFIRSTEPOCH
is an intger, which is the unix epoch (number of seconds since Jan 1, 1970) for
SMARTD_TFIRST.

SMARTD_PREVCNT
is an intger specifying the number of pieus messages sent. It is set to '0' for the first mes-
sage.
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-11D

SMARTD_NEXTDAYS
is an intger specifying the number of days until thxtnmessage will be sent. It it set to
empty on '-M once' and set to '1' on '-M daily".

If the '-m ADD' Directve is gven with a normal addressgaiment, then thexecutable pointed to
by FATH will be run in a shell with STDIN recdng the body of the email message, and with the
same command-line guments:
-s "$SMARTD_SUBJECT" $SMARTD_ADDRESS
that would normally be praded to 'mail’. Examples include:
—m user@home —M exec /usr/bin/mail
-m admin@work —M exec /usr/local/bin/mailto
—m root —M exec /Example_1/shell/script/belw

[Windows only] On Windows, the syntax of the 'Blat' mailer is useagept for ".psl’ scripts):
- —q -subject "%SMARTD_SUBJECT%" -to %SMARTD_ADDRCSV%

If the '-m ADD' Directve is gven with the special addresggament <nomailer> then thexe-
cutable pointed to byATH is run in a shell with no STDIN and no command-lingaments, for
example:

—m <nomailer> —M exec /Example_2/shell/script/below

[Windows only] If a ATH with extension ".psl' is specified with '-Mex', the script is run as fol-
lows with no STDIN, rgardless of '-m ADD' setting:
PowerShell -NoProfile -ExecutionPolicy Bypass *
-Command "& '%SMARTD_MAILER%'

If the executable produces wiSTDERR/STDOUT output, then smartd assumes that something is
going wrong, and a snippet of that output will be copied to SYSLOG. The remainder of the output
is then discarded.

Some EXAMPLES of scripts that can be used with the 'x&t'eDirectve are gien belav.

The executable is run by the script EXEDIR/smartdring.cmd. This script formats subject and
full message based on SMAR_MESSAGE and other eironment \ariables set by smartd.
The ewironment ariables SMARD SUBJECT SMARTD _FULLMSGFILE and
SMARTD_ADDRCSYV are set by the script before running tkecatable.

[ATA only] Check for 'ailure’ of ary Usage Attrilutes. If these Attribtes are less than or equal to
the threshold, it does NOindicate imminent diskafilure. It "indicates an advisory condition
where the usage or age of theide has rceeded its intended design life period.” [Please see the
smartctl —A command-line option.]

[ATA only] Report agtime that a Prefil Attribute has changed itsale since the last check.
[Please see the smartctl —A command-line option.]

[ATA only] Report agtime that a Usage Attrilie has changed itsale since the last check.
[Please see the smartctl —A command-line option.]

[ATA only] Equivalent to turning on the wwvpresious flags '-p' and '-u'. rdcks changes in all
device Attributes (both Prefilure and Usage). [Please see the smartctl —A command-line option.]

[ATA only] Ignore deice Attribute number ID when checking foaifure of Usage Attribtes. ID
must be a decimal irger in the range from 1 to 255. This Dirgetimodifies the beh#or of the
'—f' Directive and has no ffct without it.

This is useful, for ample, if you hee a \ery old disk and doh'want to leep getting messages
about the hours-on-lifetime Attnitbe (usually Attrilute 9) &iling. This Directve may appear mul-
tiple times for a single déce, if you want to ignore multiple Attribtes.

[ATA only] Ignore deice Attribute ID when tracking changes in the Attute \alues. ID must be
a decimal intger in the range from 1 to 255. This Dirgetimodifies the bekér of the '-p’, '-u’,
and '-t' tracking Directes and has nofett without one of them.
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—r ID[1]

-RID[1]

This is useful, for xample, if one of the déce Attributes is the disk temperature (usually
Attribute 194 or 231). I§ annging to get reports each time the temperature changes. This Direc-
tive may appear multiple times for a singleide, if you want to ignore multiple Attribtes.

[ATA only] When tracking, report the Rawlue of Attritute ID along with its (normally reported)
Normalized walue. ID must be a decimal irger in the range from 1 to 255. This Dirgetmodi-
fies the behdor of the '-p', '-u’, and 't tracking Diregts and has nofett without one of them.
This Directive may be gien multiple times.

A common use of this Direet is to track the déce Temperature (often ID=194 or 231).

If the optional flag "' is appended, a change of the Normaliakee s considered critical. The
report will be logged as LOG_CRIT and aming email will be sent if '-m’ is specified.

[ATA only] When tracking, report whewer the Raw alue of Attrihute ID changes. (Normally
smartd only tracks/reports changes of the Normalized Attiébvalues.) ID must be a decimal
integer in the range from 1 to 255. This Dirgetimodifies the bekér of the '-p', '-u’, and '-t'
tracking Directves and has nofeft without one of them. This Direed may be gien multiple
times.

If this Directive is gven, it automatically implies the '-r' Direati for the same Attrite, so that
the Rav value of the Attriloite is reported.

A common use of this Direet is to track the déce Temperature (often ID=194 or 231). It is
also useful for understandingvdifferent types of system bahar affects the alues of certain
Attributes.

If the optional flag " is appended, a change of ther Ralue is considered critical. The report
will be logged as LOG_CRIT and aawing email will be sent if '-m’ is specified. Axaenple is
'R 5!' to warn when ne sectors are reallocated.

~C ID[+]

[ATA only] Report if the current number of pending sectors is non-zero. Here ID is the id number
of the Attritute whose na value is the Current Pending Sector count. Thevalibrange of ID is

0 to 255 inclusie. To turn of this reporting, use ID = 0. If the —C ID option is notgn, then it
defaults to —C 197 (since Attrilte 197 is generally used to monitor pending sectors). If the name
of this Attribute is changed by a '-v 197,FORWMNAME' directive, the dedult is changed to -C

0.

If '+' is specified, a report is only printed if the number of sectors has increased betwebpadiv
cycles. Some disks do not reset this atitédb when a bad sector is reallocated. See also
197,increasing’ bela

-V

The warning email counter is reset if the number of pending sectors dropped to 0. This typically
happens when all pending sectorsehbeen reallocated or could be readiag

A pending sector is a disk sector (containing 512 bytes of your data) whichvtbe deuld like

to mark as "bad" and reallocateypically this is because your computer tried to read that sector
and the readafled because the data on it has been corrupted and has inconsistent Error Checking
and Correction (ECC) codes. This is important tovknbecause it means that there is some
unreadable data on the disk. The problem of figuring out what file this data belongs to is operating
system and file system specificourcan typically force the sector to reallocate by writing to it
(translation: mak the deice substitute a spare good sector for the bad anejththe price of los-

ing the 512 bytes of data stored there.

~U ID[+]

[ATA only] Report if the number of fiine uncorrectable sectors is non-zero. Here ID is the id
number of the Attribte whose na value is the fine Uncorrectable Sector count. The waiéml
range of ID is 0 to 255 incluge. To turn of this reporting, use ID = 0. If the —U ID option is not
given, then it defults to —U 198 (since Attrilke 198 is generally used to monitorfliok
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uncorrectable sectors). If the name of this Attiébis changed by a '-v 198, FORVINAME'
(except '-v 198,FORMA Offline_Scan_UNC_SectCt'), direati, the dedult is changed to —-U 0.

If '+' is specified, a report is only printed if the number of sectors has increased since the last check
cycle. Some disks do not reset this atiidd when a bad sector is reallocated. See also '-v
198,increasing' bela

The warning email counter is reset if the number dfiié uncorrectable sectors dropped to 0.
This typically happens when allflifie uncorrectable sectorsugabeen reallocated or could be
read agin.

An offline uncorrectable sector is a disk sector whiels wot readable during arf-tie scan or a
self-test. This is important to kmo because if you wva data stored in this disk sectand you
need to read it, the read willif. Please see the pieus '-C' option for more details.

-W DIFF[,INFO[,CRIT]]
Report if the current temperature had changed by at least Digieekesince last report, or ifue
min or max temperature is detected. Report arnf the temperature is greater or equal than one
of INFO or CRIT degrees Celsius. If the limit CRIT is reached, a message with @jle
'LOG_CRIT" will be logged to syslog and a arning email will be send if '-m' is specified. If
only the limit INFO is reached, a message with logle'LOG_INFO' will be logged.

The warning email counter is reset if the temperature droppeavBBIBO or CRIT-5 if INFO is
not specified.

If this directive is used in conjunction with state persistence ('=s' option), the min and maxtemper
ature \alues are presesd across bootycles. The minimum temperaturalue is not updated dur
ing the first 30 minutes after startup.

To disable ay of the 3 reports, set the corresponding limit to @ailihg zero aguments may be
omitted. By dedult, all temperature reports are disabled ('-W 0").

To track temperature changes of at leastdtats, use:

-W?2

To log informal messages on temperatures of at leastgt@ate use:
-W 0,40

For warning messages/mails on temperatures of at leasi4éede use:
-W 0,0,45

To combine all of the alve reports, use:

-W 2,40,45

For ATA devices, smartd interprets Attube 194 or 190 asemperature Celsius by @efit. This
can be changed to Attube 9 or 220 by the dme database or by the '-v 9,temp’ or '-v 220,temp’
directive.

For NVMe devices, smartd checks the maximum of the Compos#mpErature alue and all
Temperature Sensoales reported by SMARHealth Information log.

-F TYPE
[ATA only] Modifies the behdor of smartd to compensate for some kapn and understood
device firmware lug. This directre may be used multiple times. Thadigt aguments are:

none — Assume that the dee firmware obgs the AA specifications. This is the deflt, unless
the deice has presets for '=F' in thewdridatabase. Using this diregtiwill override ay preset
values.

nologdir — Suppresses read attempts of SMIABr GP Log Directory Support for all standard
logs is assumed without an actual check. Some Intel SSDs may freeze if log address 0 is read.

samsung - In some Samsung disksafaple: model SV4012H Firmave \érsion: RM100-08)
some of the tw- and foutbyte quantities in the SMARdata structures are byte-amped (relatie

to the ATA specification). Enabling this option tells smartd teaduate these quantities in byte-
reversed order Some signs that your disk needs this option are (1) no self-test log prinvted, e
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though you hee run self-tests; (2)ery lage numbers of PA errors reported in theTA error log;
(3) strange and impossiblalues for the AA error log timestamps.

samsung2 - In some Samsung disks the number T& Arrors reported is byte spped.
Enabling this option tells smartd tovaluate this quantity in bytesrersed order

samsung3 - Some Samsung disks (at least SP2514N with BienvF100-37) report a self-test
still in progress with 0% remaining when the teasvalready completed. If this direeiis speci-
fied, smartd will not skip the ngt scheduled self-test (see Direeti—s' abwe) in this case.

xerrorlba — This only afects smartctl.
[Please see the smartctl -F command-line option.]

-v ID,FORMAT[:BYTEORDER][,N AME]
[ATA only] Sets a endorspecific rav value print FORMA, an optional BYTEORDER and an
optional NAME for Attribute ID. This directie may be used multiple times. Please see smartctl
—v command-line option for further details.

The folloving aguments déct smartd \@rning output:

197,inceasing — R Attribute number 197 (Current Pending Sector Count) is not reset if-uncor
rectable sectors are reallocated. This sets '-C 197+' if no other '-Cvdiis&pecified.

198,inceasing — Rav Attribute number 198 (d@fine Uncorrectable Sector Count) is not reset if
uncorrectable sectors are reallocated. This sets '-U 198+' if no other '-Welirespecified.

-P TYPE
[ATA only] Specifies whether smartd should useyapreset options that arevadlable for this
drive. The walid aguments to this Direate are:

use - use anpresets that arevailable for this die. This is the defult.
ignore — do not use anpresets for this dre.

show - shw the presets listed for this dei in the database.

showall — shav the presets that argalable for all drves and thenx.
[Please see the smartctl -P command-line option.]

-a Equivalent to turning on all of the folaing Directives: '-H' to check the SMAR health status,
'—f' to report failures of Usage (rather than Rxiéf Attributes, '—t' to track changes in both Padif
ure and Usage Attrilies, ' error' to report increases in the number oA errors, '-| selftest’
to report increases in the number of Sa&{TLog errors, '-I selfteststs' to report changes of Self-
Test execution status, '-C 197" to report nonzeralwes of the current pending sector count, and
'=U 198" to report nonzeroalues of the dline pending sector count.

Note that —a is the dadilt for ATA devices. If none of these other Direatis is gven, then —a is
assumed.

-c OPTION=VALUE
Allows one to werride smartd command line options for specificvitees. Only the follaving
OPTION is currently supported:

—-c i=N, —c interval=N
[NEW EXPERIMENTAL SMARTD FEATURE] Sets the inteat between disk checks to N sec-
onds, where N is a decimal igex. The minimum alleved \alue is ten. The dafilt is the alue
from the '—i N, ——interal=N' command line option or its dadilt of 1800 seconds.

# Comment: ignore the remainder of the line.

\ Continuation character: if this is the last non-white or non-comment character on a line, then the
following line is a continuation of the current one.

If you are not sure which Direwgtis to use, | suggestgerimenting for a f&@ minutes with smartctl to see
what SMAR functionality your disk(s) support(s). If you do notdikoluminous syslog messages, a good
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choice of smartd configuration file Direates might be:
—-H -I selftest I error —f.
If you want more frequent information, use: —a.

EXAMPLES OF SHELL SCRIPTS FOR '-M exec'
These are tov examples of shell scripts that can be used with the 'xbt éATH' Directive
described préously. The paths to these scripts and similgeeutables is theATH agument to
the '-M «ec FATH' Directive.

Example 1: This script is for use with '-m ADDRESS -kée FATH'. It appends the output of
smartctl —a to the output of the smartd emaibwing message and sends it to ADDRESS.

#! /bin/sh

# Save the email message (STDIN) to a file:
cat > /root/msg

# Append the output of smartctl —a to the message:
{usr/local/sbin/smartctl —a —d $SMART_DEVICETYPE \
$SMARTD_DEVICE >> /root/msg

# Now email the message to the user at address ADD:
{usr/bin/mail —s "$SMARTD_SUBJECT" $SMARTD_ADDRESS \
< /root/msg

Example 2: This script is for use with '-m <nomailer> -d@RATH'. It warns all users about a
disk problem, waits 30 seconds, and thenwmws devn the machine.

#! /bin/sh

# Warn all users of a problem

wall <<EOF

Problem detected with disk: $SMARTD_DEVICESTRING
Warning message from smartd is: $SMARTD_MESSAGE
Shutting down machine in 30 seconds...

EOF

# Wait half a minute
sleep 30

# Power down the machine
/sbin/shutdown —hf now

Some ®ample scripts are distubed with the smartmontools package, in
/usr/local/share/doc/smartmontoolseplescripts/.

Please note that these scripts typically run as root, sdilas that thg read/write should not be
writable by ordinary users or reside in directoriee linp that are writable by ordinary users and
may epose your system to symlink attacks.

As previously described, if the scripts write to STDOUT or STDERR, this is interpreted as indi-
cating that there as an internal error within the script, and a snippet of STDOUT/STDERR is
logged to SYSLOG. The remainder is flushed.

SEE ALSO
smartd(8), smartctl(8), mail(1), regex(7).
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