SMARTD(8) SMART Monitoring Tools SMARTD(8)

NAME
smartd — SMART Disk Monitoring Daemon

SYNOPSIS
smartd [options]

DESCRIPTION
[This man page is generated for thendows version of smartmontools. It does not contain info specific to
other platforms.]

smartd is a daemon that monitors the Self-Monitoring, Analysis and Reportaufpiiology (SMAR) sys-
tem huilt into most AA/SATA and SCSI/SAS hard dees and solid-state dds. The purpose of SMAR
is to monitor the reliability of the hard de and predict dve failures, and to carry out fi#frent types of
drive self-tests. Thisersion of smartd is compatible with 8S-3, ACS-2, AA8-ACS, ATA/ATAPI-7 and
earlier standards (see REFERENCES he)o

smartd will attempt to enable SMAR monitoring on AA devices (equialent to smartctl —s on) and polls
these and SCSI diees &ery 30 minutes (configurable), logging SMARrrors and changes of SMAR
Attributes via the SYSLOG inteate. The defult location for these SYSLOG notifications anarmings is

system-dependent (typicallyawlog/messages or Ar/log/syslog). D change this datilt location, please
see the '-I' command-line option described welo

In addition to logging to a file, smartd can also be configured to send enaihimgs if problems are
detected. Depending upon the type of problem, you magtvio run self-tests on the disk, back up the
disk, replace the disk, or use a mamtfirers utility to force reallocation of bad or unreadable disk sectors.
If disk problems are detected, please see the smartctl manual page and the smartmontools wel®@age/F
for further guidance.

If you send a USR1 signal to smartd it will immediately check the status of the disks, and then return to
polling the disks wery 30 minutes. See the '-i' option helir additional details.

smartd can be configured at start-up using the configuration file /usr/local/etc/smartd.comidws:
EXEDIR/smartd.conf). If the configuration file is subsequently modified, smartd can be told to re-read
the configuration file by sending it a HUP signal, faample with the command:

killall -HUP smartd.

(Windows: See NOES belav.)

On startup, if smartd finds a syntax error in the configuration file, it will print an error message and then
exit. However if smartd is already running, then is told with a HUP signal to re-read the configuration file,
and then find a syntax error in this file, it will print an error message and then continue, ignoring the con-
tents of the @ulty) configuration file, as if the HUP signal had/eebeen receed.

When smartd is running in delg mode, the INT signal (normally generated from a shell with CORTR
C) is treated in the sameaw as a HUP signal: it mas smartd reload its configuration file. oTexit
smartd use CONTRL-\. (Windows: CONTROL-Break).

On startup, in the absence of the configuration file /usr/local/etc/smartd.conf, the smartd daemon first
scans for all déces that support SMAR The scanning is done as folig:

WINDOWS:
Examine all entries "/desd[a-z]", "/dev/sd[a—c][a-z]" and "/dev/sdd[a-x]" (“\\.\Physi-
calDrive[0-127]") for IDE/(S)AA and SCSI disk daces.

If a 3ware 9000 controller is installedxamine all entries "/de/sdX,N" for the first logical
drive ('unit' "/dev/sdX") and all plysical disks (‘ports' ",N") detected behind this controller
Same for a second controller if present.

If directive '-d csmi' or no '-d' direet is specified,xamine all entries "/d&/csmi[0-9],N" for
drives behind an Intel ICHxR controller with RSTwen

Disks behind Areca RAID controllers are not included.

If directive '-d wvme' or no '=d' directie is specified, amine all entries "/de/sd[...]" (see
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above) and all entries "/dgnvme[0-9]" for NVMe devices.

smartd then monitors for all possible SMARerrors (corresponding to the '—a' Dirgetin the configura-
tion file; see the smartd.conf(5) man page).

OPTIONS
—A PREFIX, ——attrib utelog=PREFIX

Writes smartd attriute information (normalized and waattribute \alues) to files 'PRE-
FIX"MODEL-SERIAL.ata.csv' or 'PREFIX"VENDOR-MODEL-SERIAL.scsi.csv'. At each
check gcle attritutes are logged as a line of semicolon separated triplets of the formutattrib
ID;attribute-norm-alue;attritute-rav-value;". For SCSI deices error counters and temperature
recorded in the form "count@ame;countevalue;". Each line is led by a date string of the form
"yyyy-mm-dd HH:MM:SS" (in UTC).

MODEL and SERIAL are tild from drive identify information, iwalid characters are replaced by
underline.

If the PREFIX has the form ‘path/dir/' (e.g. avflib/smartd/), then files
'MODEL-SERIAL.ata.csv' are created in directory ‘/path/dir'. If the PREFIX has the form
‘Ipath/name’ (e.g. 'ar/lib/misc/attrlog-"), then files 'nameMODEL-SERIAL.ata.csv' are created in
directory ‘/path/’. The path must be absoluteept if delig mode is enabled.

-B [+]FILE, ——dri vedb=[+]FILE
[ATA only] Read the dvie database from FILE. Thewealatabase replaces theilbin database
by dehult. If '+' is specified, then the weentries prepend theulit in entries. Please see the
smartctl(8) man page for further details.

—c FILE, ——configfile=FILE
Read smartd configuration Direstes from FILE, instead of from the @eft location
Jusr/local/etc/smartd.conf (Wndows: EXEDIR/smartd.conf). If FILE does not eist, then
smartd will print an error message and xie with nonzero status. Thus, '-c
lusr/local/etc/smartd.conf' can be used ¢oify the istence of the dafilt configuration file.

By using '-' for FILE, the configuration is read from standard input. This is useful for commands
like:

echo /de/sdb -m user@home —M test | smartd —c — —q onecheck

to perform quick and simple checks without a configuration file.

—-d, ——delug
Runs smartd in "delng" mode. In this mode, it displays status information to STDOUT rather
than logging it to SYSLOG and does notk{(2) into the background and detach from the control-
ling terminal. In this mode, smartd also prints morerlose information about what it is doing
than when operating in "daemon” mode. In this mode, the INT signal (normally generated from a
terminal with CONTROL-C) males smartd reload its configuration file. Please use CORLR
to exit (Windows: CONTROL-Break).

[Windows only] The "debg" mode can be toggled by the command smartd sigusr2. v cen-
sole for debg output is opened when dgpmode is enabled.

-D, ——shawdir ectives
Prints a list (to STDOUT) of all the possible Dirge which may appear in the configuration file
lusr/local/etc/smartd.conf, and thexite. These Directies are described in the smartd.conf(5)
man page. Themay appear in the configuration file fallmg the dgice name.

-h, ——help, ——usage
Prints usage message to STDOUT axitse
-i N, ——interval=N
Sets the intead between disk checks to N seconds, where N is a decimgéint€he minimum

allowed \alue is ten and the maximum is thegkst positie integer that can be represented on
your system (often 2°31-1). The deft is 1800 seconds.
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[NEW EXPERIMENTAL SMARTD FEATURE] The interal could be werridden with the '-c
i=N' directive, see smartd.conf(5) man page.

Note that the superuser can raamartd check the status of the disks ayaime by sending it
the SIGUSRL1 signal, forxample with the command:

kill -SIGUSR1 <pid>

where <pid> is the process id number of smartd. One may also use:

killall -USR1 smartd

for the same purpose.

(Windows: See NOES belav.)

-l FACILITY , ——logfacility=FACILITY

Uses syslogdtcility FACILITY to log the messages from smartd. Herd@ILITY is one of
localO, locall, ..., local7, or daemon [@eilt]. If this command-line option is not used, then by
default messages from smartd are logged to theility daemon.

If you would like to hae smartd messages logged sonteere other than the drfit location,
include (for &ample) '-I local3' in its start up gument list. €Il the syslog daemon to log all
messages fronatility local3 to (for xkample) 'har/log/smartd.log'.

For more detailed information, please refer to the man pages for the local syslog daemon, typically
syslogd(8), syslog-ng(8) or rsyslogd(8).

Windows: Some syslog functionality is implemented internally in smartd as feélolf no "I
option (or '-I daemon') is specified, messages are written itmloMs event log or to file
Jsmartd.log if event log is not wailable (access denied). By specifying othalues of ARCIL-
ITY, log output is redirected as folls: "I localQ' to file ./smartd.log, '-I locall' to standard out-
put (redirect with '>' to an file), -l local2' to standard error-l local[3-7]: to file
Jsmartd[1-5].log.

—-n, ——no-fork

Do not fork into background; this is useful whereeuted from modern init methodsdiknitng,
minit, supervise or systemd.

On Windows, this option is notwailable, use '-—service' instead.

—p NAME, ——pidfile=NAME

Writes pidfile MMME containing the smartd Process ID number (PID) &oid symlink attacks
malke sure the directory to which pidfile is written is only writable for rootth@t this option, or

if the ——delug option is gien, no PID file is written on startup. If smartd is killed with a mask-
able signal then the pidfile is rexeal.

-q WHEN, ——quit=WHEN

Specifies when, ifver, smartd should &it. The \alid aguments are to this option are:

nodes — Exit if there are no deces to monitgror if ary errors are found at startup in the configu-
ration file. This is the datilt.

errors — Exit if there are no deces to monitaror if ary errors are found in the configuration file
/usr/local/etc/smartd.conf at startup or whearet is reloaded.

nodeystartup — Exit if there are no d&es to monitor at startup. But continue to run if neicks
are found wheneer the configuration file is reloaded.

never — Only «it if a fatal error occurs (no remaining system memawalid command line
amguments). In this mode,yven if there are no d&es to monitar or if the configuration file
/usr/local/etc/smartd.conf has errors, smartd will continue to runaiting to load a configuration
file listing valid devices.

node/0 — [NEW EXPERIMENRL SMARTD FEATURE] Same as 'notg except that the at
status is O if there are nowlees to monitar

nodevOstartup — [NEW EXPERIMENAL SMARTD FEATURE] Same as 'nosgstartup’, gcept
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that the =it status is O if there are novdees to monitar

errors,node0 — [NEW EXPERIMENRL SMARTD FEATURE] Same as 'errorsxeept that the
exit status is 0 if there are novdees to monitar

onetedk — Start smartd in debg mode, then mgster deices, then check d@ize’s SMART status
once, and thenxd@ with zero «it status if all of these stepsovked correctly

This last option is intended for 'distuition-writers' who vant to create automated scripts to deter
mine whether or not to automatically start up smartd after installing smartmontools. After start-
ing smartd with this command-line option, the distution’s install scripts should ait a reason-
able length of time (say ten seconds). If smartd has miaee with zero status by that time, the
script should send smartd a SIGTERM or SIGKILL and assume that smartd will not operate cor
rectly on the host. Carrsely if smartd exits with zero status, then it is safe to run smartd in
normal daemon mode. If smartd is unable to monitoy alevices or encounters other problems
then it will return with non-zerox# status.

showtests — Start smartd in dag mode, then gster deices, then write a list of future sched-
uled self tests to stdout, and thedit evith zero it status if all of these stepsovked correctly
Device’s SMART status is not cheekl.

This option is intended to test whether the '-s REGEX' diestin smartd.conf will hee the
desired dect. The output lists the metest schedules, limited to 5 tests per type anitee This
is followed by a summary of all tests of eackide within the ngt 90 days.

-r TYPE, ——report=TYPE
Intended primarily to help smartmontools delopers understand the bglma of smartmontools
on non-conforming or poorly-conforming hardwe. This option reports details of smartd trans-
actions with the dgce. The option can be used multiple times. When used just once vissio
record of the ioctl() transactions with thevibe. When used more than once, the detail of these
ioctl() transactions are reported in greater detail. Hid wguments to this option are:

ioctl — report all ioctl() transactions.

ataioctl — report only ioctl() transactions withTA devices.
scsiioctl — report only ioctl() transactions with SCShites.
nvmeioctl — report only ioctl() transactions with NVMeuees.

Any algument may include a pos# integer to specify the el of detail that should be reported.
The agument should be foleed by a comma then the iger with no spaces. oF example,
ataioctl,2 The dedult level is 1, so '-r ataioctl,1' and '-r ataioctl' are egjaint.

—-s PREFIX, ——saestates=PREFIX
Reads/writes smartd state information from/to files 'PREFIX"MODEL-SERIAL.ata.state' or
'PREFIX"VENDOR-MODEL-SERIAL.scsi.state'. This presssV\SMAR' attributes, drnve min
and max temperatures (-W diref, info about last sentasning email (—m directe), and the
time of net check of the self-test REGEXP (—s diree)iacross bootycles.

MODEL and SERIAL are tild from drive identify information, iwalid characters are replaced by
underline.

If the PREFIX has the form ‘/path/dir/' (e.g. avllib/smartd/), then files
'MODEL-SERIAL .ata.state' are created in directory '/path/dir'. If the PREFIX has the form
‘Ipath/name’ (e.g. ‘&r/lib/misc/smartd-"), then files 'nameMODEL-SERIAL .ata.state' are created
in directory ‘/path/’. The path must be absoluteept if delng mode is enabled.

The state information files are read on smartd startup. The filesnagsdlre)written after read-

ing the configuration file, before rereading the configuration file (SIGHUP), before smartd shut-
down, and after a check forced by SIGUSR1. After a normal chgk,a file is only reritten if

an important change (which usually results in a SYSLOG output) occurred.
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-w PATH, ——warnexec=RATH
Run the gecutable RTH instead of the dafilt script when smartd needs to seratning mes-
sages. RTH must point to an >ecutable binary file or script. The deft script is
EXEDIR/smartd_war ning.cmd.

-u MODE, ——warn-as—-user=MODE
[Windows only] [NEW EXPERIMENRL SMARTD FEATURE] Run the warning script with a
modified access tek. The walid aguments to this option are:

restricted — Run the arning script with a restricted accessenk The local 'Administrator' group

and most priilleges (all &cept 'SeChangeNotifyRilege') are remeed. This is not déctive if the
current user is the local 'SYSTEM' or 'Administrator' account. If this is the case, smartd logs an
error message during startup andse

unchanged — Run the warning script without changing the accesstokThis is the deiult.

—--sewice
[Windows only] Enables smartd to run as aikddows service. The option must be specified in the
service command line as the firsgament. It should not be used from console. SeelE®
below for details.

-V, ——version, —-license, ——copyright
Prints \ersion, copright, license, home page and SVNison information for your cop of
smartd to STDOUT and thenats.

EXAMPLES
smartd
Runs the daemon in foek mode. This is the normahwto run smartd. Entries are logged to SYSLOG.
smartd —d —i 30

Run in forground (debg) mode, checking the disk statwemry 30 seconds.

smartd —q onecheck

Registers deices, and checks the status of theides eactly once. The»at status (the shell $? aviable)
will be zero if all went well, and nonzero if nouiges were detected or some other probleas encoun-
tered.

CONFIGURATION
The syntax of the smartd.conf(5) file is discussed separately

NOTES
smartd will make log entries at loglel LOG_INFO if the Normalized SMAR Attribute \alues hae
changed, as reported using the '-t', '=p', or '-u' Diregs. for example:
'‘Device: /dev/sda, SMART Attrib ute: 194 Temperature_Celsius changed fsim 94 to 93'
Note that in this message, tha@we given is the 'Normalized' not the \R&Attribute \alue (the disk temper
ature in this case is about 22 Celsius). The '-R' and '-r' Divestimodify this behaor, so that the infer
mation is printed with the Ravalues as well, forrample:
'‘Device: /dev/sda, SMART Attrib ute: 194 Temperature_Celsius changed tim 94 [Raw 22] to 93
[Raw 23]
Here the Ra values are the actual disk temperatures in Celsius. Hyeinwwhich the Ra values are
printed, and the names under which the Atitels are reported, is garned by the arious '-v
Num,Description’ Directives described pveously.

Please see the smartctl manual page for furthgrl@nation of the dierences between Normalized and
Raw Attribute \alues.

smartd will make log entries at loglel LOG_CRIT if a SMART Attribute hasdiled, for kample:
'Device: /dev/sdc, Railed SMART Attrib ute: 5 Reallocated_Sector_Ct'

This loglevel is used for reporting enabled by the '-H', —f', '~ selftest’, and '-l@rrDirectives. Entries
reporting filure of SMAR' Pretilure Attributes should not be ignored: thmean that the disk isifing.

smartmontools-7.3 2022-02-28 5



SMARTD(8) SMART Monitoring Tools SMARTD(8)

Use the smartctl utility to ivesticate.

On Windaws, the log messages are written to thené log or to a file. See documentation of the '-I
FACILITY" option above for details.

On Windows, the follaving huilt-in commands can be used to control smartd, if running as a daemon:

'smartd status' — check status
'smartd stop' — stop smartd

'smartd reload' — reread config file
'smartd restart' — restart smartd
‘'smartd sigusrl' — check disks no
'smartd sigusr2' — toggle delag mode

The Windows \ersion of smartd has bildin support for services:

'smartd install [options]' installs a service named "smartd" (display name "SmartD Service") using the
command line /INSALLPATH/smartd.@e —-service [options]'. This also installs smartd.as a eent
message file for the WHows event viewver.

This does not wrk if the option '--varn-as-user=restricted' is specified because the local 'SYSTEM'
account cannot be restricted. The service must then be manually reconfigured to run as a another user
which is a member of the local 'Administrator' group.

'smartd remove’ can later be used to ren®the service andrent message entries from thgistry.

Upon startup, the smartd service changes iwking directory to its wn installation path. If smartd.conf
and blat.ge are stored in this directonyo '—c' option and '-Mxec' directve is needed.

The delig mode ('-d', '-q onecheck’) does notkif smartd is running as service.

The service can be controlled as usual witlhdévs commands 'net' or 'sc’ ('net start smartd’, 'net stop
smartd').

Pausing the service ('net pause smartd’) sets the imtdretween disk checks (‘=i N') to infinite.

Continuing the paused service (‘'net continue smartd') resets the aitand rereads the configuration file
immediately (lile SIGHUP). The 'RRAMCHANGE' service control command ('sc cootr smartd
paramchange') has the samdext regardless of paused state.

Continuing a still running service (‘'net continue smartd' without preceding ‘'net pause smartd’) does not
reread configurationud checks disks immediately (BKSIGUSR1).

LOG TIMEST AMP TIMEZONE
When smartd males log entries, these are time-stamped. The time stamps are in the canhpeaétime
zone, which is generally set using either theirenment \ariable 'TZ' or using a time-zone file such as
/etc/localtime. You may wish to change the timezone while smartd is running (fan®le, if you carry a
laptop to a n& time-zone and dohteboot it). Due to auy in the tzset(3) function of mgrunix standard
C libraries, the time-zone stamps of smartd might not changer d6me systems, smartd will ek
around this problem if the time-zone is set using /etc/localtime. Toekaround fails if the time-zone is
set using the 'TZ ariable (or a file that it points to).

EXIT STATUS
The «it status (returnalue) of smartd can hee the follaving values:
0: Daemon startup successful, or smartdasvkilled by a SIGTERM (or in deg mode, a
SIGQUIT).
1 Commandline did not parse.
2 There vas a syntax error in the config file.
3: Forking the daemorafled.
4: Couldnt create PID file.
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Config file does nobést (only returned in conjunction with the '—c' option).
Config file eists, hut cannot be read.
smartd ran out of memory during startup.

10: An inconsisteng was found in smartd internal data structures. This shoulderehappen. It
must be due to either a coding or compileg.b Please report suclaifures to smartmontools
developers, see REPARNG BUGS belav.

16: A device plicitly listed in /usr/local/etc/smartd.conf cart’be monitored.

17: smartd didn't find ary devices to monitar
[NEW EXPERIMENTAL SMARTD FEATURE] This could be changed to 0 (success) with one of
the '-q *node0* options, see abe.

254:  When in daemon mode, smartd reced a SIGINT or SIGQIT. (Note that in debg mode, SIG-
INT has the same fefct as SIGHUPand maks smartd reload its configuration file. SIGT
has the samefeict as SIGTERM and causes smartd tatevith zero it status.

132 and abwoe
smartd was killed by a signal that is noxicitly listed abae. The it status is then 128 plus
the signal numberFor example if smartd is killed by SIGKILL (signal 9) then thex@ status is
137.

AUTHORS
Bruce Allen (project initiator),
Christian Frank e (project managekVindows port and all sort of things),
Douglas Gilbert (SCSI subsystem),
Volker Kuhlmann (moderator of support and database mailing list),
Gabriele Pohl (wiki & development team support),
Alex Samorukov (FreeBSD port and more, weTrac wiki).

Many other indviduals hae made contrilitions and corrections, se&JAHORS, ChangelLog and reposi-
tory files.

The first smartmontools codeaw dewed from the smartsuite package, written by Michael Cornwell and
Andre Hedrick.

REPORTING BUGS
To submit a bg report, create a tiekin smartmontools wiki:
<https://www.smartmontools.oig/>.
Alternatively send the info to the smartmontools support mailing list:
<https://listi.jpberlin.de/mailman/listinf o/smartmontools-support>.

SEE ALSO
smartd.conf(5), smartctl(8).
update-smart-drivedb(8).

REFERENCES
Please see the foling web site for more info: <https://wwwmartmontools.omg/>

An introductory article about smartmontools is Monitoring ¢H&xisks with SMART, by Bruce Allen, Linux
Journal, January 2004, pages 74-77. See <https:/Nmvuxjour nal.com/article/6983>.

If you would like to understand better wdSMART works, and what it does, a good place to start is with
Sections 4.8 and 6.54 of the firgilwme of the 'A Attachment with Bclet Interfice-7' (AA/ATAPI-7)
specification Reésion 4b This documents the SMARfunctionality which the smartmontools utilities
provide access to.

The functioning of SMAR was originally defined by the SFF-8035viston 2 and the SFF-8055ivision
1.4 specifications. These are publications of the SroathFactors (SFF) Committee.
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Links to these and other documents may be found on the Links page of the smartmontkiokst W
<https://www.smartmontools.omg/wiki/Links>.

PACKAGE VERSION
smartmontools-7.3 2022-02-28 r5338
$ld: smartd.8.in 5333 2022-02-26 00:15:22Z dpgilbert $
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