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Vulnerabilities in multi-threaded programs 

assert(x == 1) could fail!



Bounded Model Checking (BMC) — ESBMC

workflow:
● Control flow graph
● goto program convert
● symbolic execution
● SMT solving 



Bounded Model Checking (BMC) — ESBMC for concurrency

● Assume Sequential Consistency (SC).
● DFS explore all possible executions (interleavings).



Limit:

The exponentially growing thread interleavings 
lead the verification process hard to complete.



Motivation 

• There are different settings in ESBMC for concurrency 
verification. 

• Different combinations of the settings have different overall 
performance. 

• loop unwinding bound
• context switch bound
• partial order reduction
• …



Workflow of LF-checker



Stage 1: Verification Engine

• ESBMC exposes a large number of flags that regulate its verification strategy 
for concurrent program, we list them with their default types and values:



Stage 2: Feature Engineering

• We compute the abstract syntax tree (AST) of the program, and extract all 
possible verification features:



Stage 3: Training Set Labeling

• We use 20% of the benchmarks in SV-COMP (153 in total) to form train sets.
• Run ESBMC for 3 mins with 240 different combinations of flags. 
• Summarise training samples of 36720 with labels ranging from 0 to 5:
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Stage 4: Decision Tree Model

• Decision Tree learns to predict the 0-5 output class given the features of the 
program and a given choice of flags.

• We try 240 flag combinations and pick the one that yields the lowest output 
class.



LF-Checker in SV-COMP 2023
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Conculsion: ESBMC can output 34% more correct results compared to using its default settings.

We found context 
bounds and guards 
merge methods are 
key factors affecting the 
verification 



Limitations
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1) The model is only trained on one concurrency category 
(unreach-call.ConcurrencySafety).

2) The model can have better performance after fixing some 
issues in ESBMC (e.g., guards generation). 
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Thank you
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