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Not this...



This



WHY?WHY?
I wanted a system for home notifications

RGB LED Display
"Computer Programmed" (USB)
No Driver

�



UNIVERSAL SERIAL BUSUNIVERSAL SERIAL BUS
Four pins

One power (5V)
One ground
Two transmission (differential pair)

Brilliant versioning scheme
Highly standardised





Transactions
Pipes

Control: simple messages
Bulk: maximum bandwidth, no guarantees on
bandwidth or latency
Isochronous: guaranteed bandwidth (best effort)
Interrupt: low latency



Back Here



"No Driver" is an interesting claim �

Can't be a vendor specific device class... right?
Is there a communications device that has drivers
on Windows?
Is it a mass storage device and use file transfers to
operate?
Can something act as a HID device and just use
custom control messages?

Almost! �



REVERSING USB PROTOCOLSREVERSING USB PROTOCOLS
Two approaches:

1. Black-box analysis: capture USB messages
determine differences

2. White-box analysis: reverse-engineer the so�ware
on one of the end-points

3. ... or both �



Capturing USB messages: � mode



Capturing USB messages: � mode



Dynamic analysis alone is useless

�



What else can we find?



WxkUSB.dll



OpenUSBDevice(WORD, WORD)



WriteUSB(HANDLE, LPCVOID, DWORD, LPDWORD)



ReadUSB(HANDLE, LPCVOID, DWORD, LPDWORD)



This has been great!

We know it's using HID reports, but nothing about the
protocol �

What uses WxkUSB.dll?

Looking at the import tables of the other binaries:
nothing �



Hold up, I know this game... �

Just quickly clean this up...



Hold up, I know this game... �

Just quickly clean this up...





LedFan.exe: 2.4MB of GUI fun!



Straight to the interesting bit! �

One caller looks promising



Bingo �



Starting to learn about the protocol



Only one function that calls into it �



Big, but still learning!



Protocol seems to have an optional subtraction?



We also have the initial packet



sizeish = ( )log2
size

64

= (size) − 6log2



Also only one caller!



But it's bigger, and uglier



STEP BACKSTEP BACK
Where are we?

A virtual function
A switch statement nested in two loops

How is the function called?
Can't find any obvious call into its vtable offset

How are the loops and switches controlled?
Members of the this object
Window messages



Time for another plan �

Remember that dynamic analysis?



Lets validate some assumptions and dump the
messages!





Single Red Dot
0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A484A3A456 
004023A4A4A4A4A497 



Initial Packet
0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A484A3A456 
004023A4A4A4A4A497 



Checksum

 �

0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A484A3A456 
004023A4A4A4A4A497 

40 + 40 + 01 + 22 + 00 + 00 + 00 = A3



Packet Start
0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A484A3A456 
004023A4A4A4A4A497 



Remove the subtraction
00810A0000 
0000002000 
2000200020 
0020002000 
2000200100 
0000000000 



Eight columns
00810A0000 
0000002000 
2000200020 
0020002000 
2000200100 
0000000000 



Single pixel on
00810A0000 
0000002000 
2000200020 
0020002000 
2000200100 
0000000000 



Two Red Dots
0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A384A3A455 
004023A4A4A4A4A497 



Remove the subtraction
00810A0000 
0000002000 
2000200020 
0020002000 
2001200100 
0000000000 



Two pixels on
00810A0000 
0000002000 
2000200020 
0020002000 
2001200100 
0000000000 



Full Vertical Red
0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A47DA5A451 
004023A4A4A4A4A497 



Eleven pixels on
00810A0000 
0000002000 
2000200020 
0020002000 
200027FF00 
0000000000 



Full Vertical Blue
0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A45DA5A431 
004023A4A4A4A4A497 



Eleven pixels on: blue
00810A0000 
0000002000 
2000200020 
0020002000 
200047FF00 
0000000000 



Full Vertical Green
0040400122000000A3 
004023A4239AA4A40C 
004023A4A4A484A477 
00402384A484A48437 
004023A484A484A457 
00402384A41DA5A4F1 
004023A4A4A4A4A497 



Eleven pixels on: green
00810A0000 
0000002000 
2000200020 
0020002000 
200087FF00 
0000000000 



But wait, the fan can do more!

Multiple "pages" of messages
As well as transition effects

But that's enough of the protocol analysis �



PROTOCOL REIMPLEMENTATIONPROTOCOL REIMPLEMENTATION
With these results, reimplementation is very easy

Python 3.6: IntEnum, f-strings, underscores in
numeric literals
hidapi package providing the abstraction for the
"driverless" APIs

 https://git.io/fxawk

https://git.io/fxawk


DRAWBACKSDRAWBACKS
My main aim for the fan was to have notifications for

home events

The fan's programming can only happen when it isn't
spinning

There's no programmatic way of turning the motor off



Swap the button for a BJT �







But it shorted when I put the case back on �



I have a new fan now, it's looking much better �



QUESTIONSQUESTIONS


